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Abstract:

This study analyses the intricate relationship between the technical architecture of
Artificial Intelligence (Al) systems and the resulting escalated security risks, focusing
on understanding the nature of contemporary cyber threats and effective mitigation
strategies. The research stems from the premise that the rapid integration of Al tech-
nologies within critical sectors has fostered a new digital environment, giving rise to
sophisticated attack vectors that transcend traditional cybersecurity models.

In this context, the first part of the study explores the primary structural security
challenges facing Al systems, including issues of reliability and quality of large-scale
data, the problem of transparency in decision-making mechanisms within complex
models (Black Box), and the risks associated with increasing reliance on third parties
within technical supply chains. The second part provides an in-depth technical analy-
sis of cyber-attack patterns targeting these systems, such as training data manipulation
(Poisoning), attempts to bypass protection mechanisms during the inference phase
(Evasion), and model extraction techniques.

The study proposes an integrated preventive framework to counter these threats,
based on employing advanced approaches, including privacy-enhancing technologies,
adversarial learning, and anomaly detection, alongside leveraging Explainable Al
(XAI) concepts to bolster trust and transparency. This framework is supported by
empirical studies in the fields of security and healthcare, with results clearly demon-
strating the importance of adopting a proactive security strategy that covers all stages

of the Al system lifecycle, from design to operation.

Keywords: Al Systems, Cybersecurity, Digital Threats, Adversarial Attacks, Pro-

active Protection, Defence Strategies.
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