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Abstract:

In today’s digital era, the prevalence and sophistication of illicit activities in cy-
berspace have been escalating at an unprecedented pace, posing complex security,
ethical, and legal challenges. Artificial Intelligence (AI) has emerged as a powerful
tool in detecting, monitoring, and analyzing such activities, as well as predicting their
occurrence. This offers unprecedented opportunities for enhancing digital security and
protecting individual rights. However, alongside these benefits, Al raises critical jur-
isprudential and legal questions regarding the boundaries of its use and its compliance
with the governing moral and legal principles of society.

This study adopts a comparative jurisprudential approach to examine Al applica-
tions in combating illicit electronic activities by analyzing the Sharia-based and legal
frameworks governing this field. It compares the Islamic jurisprudential stance with
contemporary legal systems, covering themes such as the jurisprudential and legal
definitions of illicit electronic acts, the most prominent Al techniques utilized for
prevention and enforcement, Sharia-compliant guidelines for their deployment, per-
missible boundaries for data collection and analysis, and the legal and Sharia respon-
sibilities associated with their application.

Methodologically, the research employs analytical and comparative tools, draw-
ing from Sharia texts, the higher objectives of Islamic law (Magasid al-Sharia), and
modern national and international regulations. The findings indicate that deploying
Al to combat illicit electronic activities is, in principle, permissible when adhering to
justice, transparency, and the protection of rights. However, misuse or overreach may
lead to privacy violations or abuse of technological power. The study recommends
the establishment of integrated Sharia and legislative frameworks, the development of
effective oversight policies, and enhanced collaboration among religious, legal, and
technological institutions to ensure that innovation aligns with the higher moral values

of society.
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