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Prof. Dr. Lubna RiyadhAbduljabbar

Abstract:

This study examines how Iraqi university students’ perceptions of covert non-
consensual recording are influenced by a complex interplay between legal understanding,
ethical attitudes, and religious values. guided by three main objectives: () to gauge
knowledge of pertinent rules and regulations; (¥) to investigate moral perspectives of
the act; and () to investigate the impact of Islamic teachings. The study investigated the
assumptions that students would show high ethical condemnation, low legal awareness,
and a correlation between tougher privacy requirements and a greater devotion to
Islamic beliefs. A sample of college students completed a quantitative survey, and
the results were examined using correlational analysis and descriptive statistics.
The results supported the hypothesis and revealed a crucial discrepancy: students
shown significant ethical condemnation, with '/,Ao considering hidden recording to
be a serious infraction, while there was widespread legal ignorance (7/,4Y were not
confidently aware of laws). Moreover, Islamic principles provided a fundamental
ethical framework; ;A4 of respondents acknowledged that tajassus (spying) was
forbidden, and this compliance was associated with higher moral standards. The study
indicates that there is a substantial gap between legal knowledge and moral intuition
and suggests including Islamic concepts like Amanah (trust) into digital citizenship

curricula to close this gap and strengthen communal trust.

Key Words: Unauthorized Recording , digital Privacy ,Ethical Attitudes , Likert

Scale, legal Awareness.
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1. 1 introduction

The lines between privacy, ethics, and legality have become more hazy in today’s
digital environment due to the extensive usage of cellphones and social media. One of
the most alarming effects of this change among students is the rise in the practice of
surreptitiously recording people without their permission. This behavior poses serious
concerns about knowledge, morality, and respect for others’ privacy, even though it
could appear insignificant or even appropriate in some circumstances. The problem
goes beyond simple technology abuse; it represents the confluence of religious beliefs,
legal ignorance, and ethical reasoning, all of which influence how people perceive and
react to such actions.

By investigating how college students see the practice of surreptitiously record-
ing others, the current study aims to investigate this intricate interaction. It seeks to
determine how much they know about the law, evaluate their moral and ethical com-
prehension, and examine how Islamic beliefs affect their views on trust and privacy.
Preliminary data reveals a troubling trend: while the majority of students vehemently
denounce the behavior as immoral and unethical, a sizable majority are still ignorant
of the institutional and legal regulations that forbid it. This disparity between moral
conviction and legal knowledge points to a critical deficiency in students’ instruction
on digital ethics. Furthermore, the study acknowledges the significant influence of
Islamic ethical norms in promoting responsible behavior in digital settings, especial-
ly concepts like Amanah (trust) and the ban on Tajassus (spying). These principles
act as preventive moral anchors that uphold moral and legal bounds when they are
internalized. Thus, this study looks into students’ awareness and perceptions as well
as how incorporating Islamic ethics into educational frameworks could lessen privacy
violations and improve community trust in academic contexts. . The study is led by
the following aims, research questions, and hypotheses in order to explore these inter-

related characteristics.
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1. 2 Research Aims

This study begins with the following aims: 1. To determine how much knowl-
edge students have about institutional regulations and legislation that forbid secret
recording without permission. 2. To assess students’ moral and ethical perspectives
on surreptitiously filming people and the apparent invasion of their privacy. 3. To
investigate how students’ views of privacy, trust, and digital ethics are influenced by
Islamic teachings and values.

1. 3 Research Questions

The following research questions serve as a guide for this study in order to ac-
complish the stated aims and methodically examine the intricate interactions between
legal, ethical, and religious factors:

1. How much do university student know about the laws and university procedures
that forbid secret recording without permission?

2. How do students view the moral and ethical ramifications of secretly recording
other people?

3. How do Islamic teachings influence students ° comprehension of privacy and the
ban on hidden recording or spying?

1. 4 Hypotheses

The study’s hypotheses are

1. Students show little knowledge of the particular laws and institutional regula-
tions that forbid non-consensual hidden recording.

2. The ethical attitudes of students strongly denounce hidden recording, mainly
because they see it as an intolerable breach of privacy and confidence.

3. Stricter ethical standards pertaining to privacy, trust, and the unacceptability of
covert recording are correlated with a greater devotion to Islamic beliefs. .

1. 5 Value of the Study

Essentially, this study is valuable because it
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1. Diagnoses a Problem: It goes beyond “what” students are doing to “why” they
are doing it (a gap in legal understanding notwithstanding moral intuition).

2. Offers Useful Information: It gives educators and legislators a clear way to de-
sign more successful digital literacy initiatives.

3. Makes Use of Cultural Assets: It makes excellent use of the potent effect of re-
ligion ethics as a possible remedy, which makes it extremely pertinent to its particular
setting.

4. Strengthens Social Fabric: It seeks to promote online and offline environments
based on ethical responsibility, trust, and respect. .

This study is more than just an academic endeavor; it is an urgent and important in-
vestigation that has the potential to significantly improve how a generation negotiates
the complicated ethical terrain of the digital world.

2. 0 Theoretical Background

2. 1 Authorized vs. Unauthorized Recording

Control over one’s identity and personal space is represented by privacy, which is a
basic human desire (Bates, 1964, p. 429). It serves as a social mechanism for mutual
respect and trust as well as a psychological protection for autonomy (Westin, 1967,
p. 7). In terms of psychology, privacy guarantees self-control and agency (Psychol-
ogy-Lexicon, 2022, Paragraph 2), but its infringement—by unapproved surveillance
or recording—creates tension and vulnerability (Altman, 1975, p. 20). (Smartphones
are a prime example of this dual role of technology in the digital age: when used
properly, they may be tools for empowerment; when misused, they can be means of
intrusion. Unauthorized recording crosses ethical and psychological bounds (Bates,
1964, p. 429), whereas allowed recording—with informed consent—respects auton-
omy and improves accountability (Westin, 1967, p. 7). Such transgressions cause
fear, mistrust, and a decrease in transparency (Altman, 1975, p. 20; Petronio, 2002,

Boundaries of Privacy, p. 89). Fear of being recorded without permission discourages
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communication and encourages self-censorship(Solove, 2008, p. 45). This is similar

to the “surveillance society” described by Zuboff (2019, p. 203), in which individu-
als change their behavior in response to possible surveillance. According to the law,
unapproved recording frequently violates “reasonable expectations of privacy” (Kerr,
2019, p. 78). Nissenbaum’s (2010, p. 132) ethical concept of “contextual integrity”
is violated, upsetting the standards that uphold trust. When consenting and transpar-
ent, authorized recording can support justice, accountability, and education (Richards,
2015, p. 112). On the other hand, unauthorized recording is a sign of informational
exploitation and betrayal. According to Margulis (2003), invasions of privacy “dam-
age the moral fabric of interaction” (p. 250). This idea is comparable to the decline
of Islamic ukhuwah, or brotherhood.

In conclusion, consent and intent are crucial for the moral use of smartphones.
Unauthorized recording violates Amanah(trust 4b!) and jeopardizes moral integri-
ty and mental health, but allowed recording promotes respect, education, and open-
ness. Therefore, protecting privacy upholds human dignity and maintains the trust that
unites people and society.

2. 2 Islamic Principles on Unauthorized Recording

From an Islamic standpoint, the concepts of Amanah (trust), Satr (concealment),
and Tajassus (spying) are fundamental to the ethical distinction between approved
and unauthorized recording. Islam only allows information gathering and recording
when it is done openly and for a legitimate purpose. Examining the Hadith’s pro-
phetic guidance and the Quran’s divine injunctions reveals a clear and strict ethical
framework that forbids the unapproved gathering and sharing of personal information,
viewing it as a sin against humanity and a breach of divine trust as seen I the following
Islamic principles:

a. The Prohibition of Spying

The primary Islamic principle that directly forbids unauthorized recording is the
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ban of Tajassus(M\ (. The Quran states in an explicit command: “O you who
have believed, avoid much [negative] assumption. Indeed, some assumption is sin.
And do not spy (wa la tajassasu). . . ” (Quran, Al-Hujurat, 49: 12).

Linguistically speaking, the term “tajassus” means “to seek out or inquire into
something that is hidden. ” In a theological context, it alludes to prying into some-
one else’s private matters that they have decided to keep hidden. Unauthorized re-
cording, which is the use of technology to surreptitiously find and record material
that was never intended for public or private archives, is a classic act of tajassus. It
is the intentional pursuit of private expression or behavior without permission. The
relationship between spying and backbiting (Gheebahd£), which the same passage
strongly condemns, serves as additional evidence of this ban. Prophet Muhammad
(%) clearly defined backbiting as “mentioning about your brother something that
he dislikes. When asked what if the mentioned fault is true, he replied, If it is true,
you have backbitten about him. If it is not true, you have slandered him. ” (Sahih
Muslim, 2589). Unauthorized recording is one of Gheebah’s planned tools. It records
someone’s comments, frequently during a private or passionate time, and keeps them
for sharing, ridicule, or incrimination. This is a double sin: the initial spying and the
backbiting or slander that follows its distribution.

b. The Sanctity of Private Life

Satr J.:MJ\) )or the hiding of private affairs, is highly valued in Islam. Muslims are
encouraged by their faith to hide both their own and other people’s transgressions,
reflecting Allah’s mercy in covering His followers’ crimes. The Prophet (% ) states
that «All of my Ummah (nation) will be forgiven except those who sin openly. And
indeed, it is a form of sinning openly when a person does something at night and then,
although Allah has covered him, he says in the morning, ‘O so-and-so, I did such and
such last night. *” (Sahih al-Bukhari, 6069). This Hadith sets a high moral standard:

it is sinful to reveal what Allah has hidden. This idea is forcefully violated by unau-
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thorized recording. The veil of Satr that one enjoys in private chats is torn away by

it. By secretly recording someone, one gives themselves the authority to reveal what
was intended to remain concealed, which is in direct opposition to the divine quality
of hiding flaws. Because of this, if an unapproved recording exposes a wrongdoing,
the person who revealed it may have committed a worse sin as they broke the social
norm of hiding shame. Therefore, recording without authorization is an insult to the
divine mercy that controls Islamic social interactions.

c. Trust and Betrayal

Amanah (trust) governs all Muslim interactions. This includes words, secrets, and
private information in addition to tangible goods. When someone speaks in secret, they
implicitly assume that their comments won’t be used against them. A breach of this
trust is forbidden by the Quran: “O you who have believed, do not betray Allah and
the Messenger or betray your trusts (amaanatikumlrﬁs\.i Ls!) while you know [the con-
sequence]. ” (Al-Anfal, Quran, 8: 27). This Amanah is gravely betrayed by an un-
approved recording. By turning private speech into a permanent, shareable record, it
betrays the confidence placed in a private moment. In a well-known Hadith, the Prophet
(%‘zﬁfg ) highlighted the seriousness of such betrayal: “The signs of a hypocrite are three:
When he speaks, he lies; when he makes a promise, he breaks it; and when he is entrust-
ed (with something), he betrays the trust. ” (Al-Bukhari, Sahih, 33). This is a serious
warning for any Muslim, even though it characterizes the features of hypocrisy. It is ob-
vious that secretly recording a person is a betrayal of a fundamental social trust, bringing
the actor perilously close to the traits that Islam most strongly opposes.

d. Authorized Recording for Accountability

Islamic law acknowledges that exceptions may be necessary to achieve higher goals
(Magqasid al-Shari’ah), such as ensuring justice and preventing greater harm, even
though the prevailing rule is one of absolute prohibition. The idea of approved re-

cording for accountability is comparable to this. The phrase from the Quran reads,
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“And do not let the hatred of a people prevent you from being just. ” It is closer to
righteousness to be just. This is based on (Quran, Al-Ma’idah, 5: 8). This may be ac-
ceptable as a method of self-defense or bearing witness if someone is being oppressed
or is a witness to a serious crime and recording an encounter is the only way to prove
it and ensure justice. But this is the exception rather than the rule. It does not grant a
license for public distribution, which would be defamation, and is constrained by the
strict goal of demonstrating truth in a legal or ethical dispute when no other options
are available.

In conclusion, there is an unquestionably stringent Islamic prohibition on unap-
proved recording. It is framed by the inviolable character of social trust (Amanah),
the explicit ban of eavesdropping (Tajassus), and the sacred responsibility to hide
private issues (Satr). The Quran and the Prophet Muhammad’s (%) Sunnah offer
a thorough ethical framework that considers secretly capturing someone else’s words
or image to be a serious sin, associated with hypocrisy, backbiting, and a rejection of
Allah’s kindness. The Muslim is expected to protect the dignity and privacy that Islam
guarantees for each and every person by guarding secrets, fulfilling trust, and avoiding
suspicion and eavesdropping in a world where technology makes violations easy.

3. 0 Materials and Methods

3. 1 Study Design and Population

A quantitative, descriptive survey design was used in this study. University stu-
dents from three English departments in different universities in Iraq made up the
research population. : the University of Baghdad (College of Arts), Bilad Al Rafidain
University (College of Human Sciences), and Al Imam Ala’adum University College
(Islamic Studies in English dept.). The research was carried out during the academic
year 2025-2026.

3. 2 Sampling and Data Collection

Participants were recruited using a random sampling technique. The survey was
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concluded when data collection achieved a sample size of 100 completed questions.
To ensure that there were no missing data for the essential items, every inquiry was
required.

3. 3 Research Instrument

A designed questionnaire centered on six key assertions served as the data gather-
ing tool. On a five-point Likert scale (1 = Strongly Disagree, 2 = Disagree, 3 = Neu-
tral, 4 = Agree, and 5 = Strongly Agree), participants stated how much they agreed
with each statement. Three topics were used to group the statements:

Topic 1: Rules Awareness

1) I am aware that certain laws or school rules forbid secret recording without
permission.

2) Students frequently use their smartphones to surreptitiously record other people.

Topic 2: Moral and Ethical Views

3) It is a breach of privacy to secretly record someone without their permission.

4) It is morally wrong to covertly record someone without their permission.

Topic 3: Frameworks Based on Religion and Values

5) It is expressly forbidden in Islamic teachings to surreptitiously record or spy on
others without a valid purpose.

6) Islamic education ethics can assist stop smartphone privacy abuses.

4. 0 Data Analysis

The analysis of the survey information gathered from one hundred college stu-
dents on their opinions of unapproved smartphone recording is presented in this part.
The findings are arranged in accordance with the three main subjects of the inquiry:
religious frameworks, ethical viewpoints, and rule awareness. Descriptive statistics,
mainly frequencies and percentages, are used in the analysis to highlight significant

gaps in student comprehension as well as existing trends.
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1. 1 Topic One: Rules Awareness
S1: I am aware that certain laws or school rules forbid secret recording without

permission.

Awareness of Laws/Policies on Secret Recording

Strongly Agree
Agree

Neutral

Disagree
Strongly Disagree

Chart (1) Awareness of Laws/Policies on Secret Recording

A startling and alarming truth within the academic community is shown by the facts
about awareness of laws and school procedures regarding concealed recording. The
complexity of the problem is shown when the responses are categorized. By choosing
“Disagree” or “Strongly Disagree,” a total of 36% of respondents made it clear that
they were unaware. This statistic alone shows that more than one-third of students
are willfully ignorant of the rules controlling this activity. . The most noteworthy
statistic, though, is that 61% of respondents chose “Neutral. ” A neutral position is
very ambiguous in the context of a knowledge-based statement like “I am aware,”
and it usually denotes a severe lack of certainty. This overwhelming majority prob-
ably reflects students who are unsure, have never come across the policies, or feel
uninformed enough to make a firm decision. This neutral group functions as a “Don’t
Know” cohort, increasing the problem’s scope. On the other hand, only 3% of respon-
dents—a statistically insignificant percentage—confidently confirmed their awareness.
The most important finding of this research is clear: almost 97% of students, includ-

ing those who disagree, are neutral, or only slightly agree, do not know that hidden
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recording is prohibited. This indicates a serious communication breakdown and a sig-
nificant educational gap in the institution’s framework for upholding safety and order.

This data has serious and complex ramifications. First and foremost, this is a se-
rious policy failure. It shows that students have not been adequately informed about
current laws and school policies pertaining to concealed recording. Regardless of
whether these regulations are posted online or hidden in a manual, it is obvious that
they are not reaching their intended audience, making them virtually useless. Every-
one engaged is in a high-risk situation as a result of this failure. It is not possible to
hold students responsible for following rules they are unaware of. In addition to leav-
ing the institution open to massive privacy violations and a systemic breakdown of
trust, this ignorance exposes individuals to possible disciplinary action or legal reper-
cussions for inadvertent infractions. As a result, this information represents an urgent
call to action. The institution’s recording policy must be communicated in a clear,
understandable, and consistent manner as soon as possible. To make sure that every
student is informed, this calls for a multi-channel approach that includes workshops,
orientations, targeted mailings, and obvious signs. Restoring trust and maintaining a
safe learning environment require addressing this communication gap, which is more
than just an administrative chore.

S2. Students frequently use their smartphones to surreptitiously record other people

Chart 2: Secret Recording is a Common Practice

Q5: Secret Recording as Common Practice

( Strongly Agree
Agree
Neutral
Disagree

Strongly Disagree
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A worrying social picture is revealed by an examination of the survey results per-
taining to students’ perceived incidence of hidden recording. The numerical results
offer clear insight into students’ perceptions. When the responses are combined, a dis-
tinct pattern becomes apparent: 44% of respondents (including those in the “Agree”
and “Strongly Agree” groups) genuinely think that using a smartphone to secretly
record other people is a widespread behavior. This statistic alone shows that a sizable
percentage of students do not consider the action to be an isolated or uncommon event.
The significant neutral group, which makes about 37% of respondents—the largest
single category—further strengthens this assumption. This high degree of neutrality is
more likely to indicate a state of ambivalence or doubt than simple indifference. These
students might have seen the behavior but don’t have a clear frame of reference to
call it “common,” or they might be aware of it but are reluctant to take a firm stand.
Conversely, a sizable minority of just 23% (combining “Disagree” and “Strongly
Disagree”) are adamant that the practice is uncommon. However, the most important
conclusion emerges when the neutral group is understood as a group that accepts the
assumption of the behavior’s occurrence rather than as a truly neutral bloc. According
to this perspective, 81% of students—who fall into the Neutral, Agree, and Strongly
Agree categories—do not reject the notion that hidden recording is a typical aspect of
their educational setting. According to this interpretation, just 23% of respondents are
certain that this kind of behavior is unusual. The widespread awareness of a problem
is the main implication of this data. It is a very harmful phenomena in and of itself
because the vast majority of students will not rule out the possibility that secret re-
cording is a frequent practice. The perception of a widespread betrayal of trust can be
just as damaging as the actual conduct in any social ecology. Students may question
their interactions and feel less secure as a result of this perception, which creates an
atmosphere of latent suspicion. When a large portion of the participants operate under

the presumption that their private talks and acts may be secretly recorded, the learning
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environment is fundamentally damaged.\

1. 2 Topic Two: Moral and Ethical Views

S3: It is a breach of privacy to secretly record someone without their permission.

Chart 3: Secret Recording is an Invasion of Privacy

otion of Secret Recording as an Invasion of Privacy

8% ‘
Strongly Agree
Agree

Neutral
Disagree
Strongly Disagree

There is no question about the general sentiment based on the survey findings. 85%
of respondents, comprising 30% who Agree and 55% who Strongly Agree, firmly
believe that being secretly recorded is a major invasion of privacy. This is a nearly
unanimous ethical position rather than just a simple majority. The overwhelming
weight of this agreement suggests that this generation’s confidence is based on the
communication concept of consent. It implies that students view their spoken words
in a private or supposedly private setting as personal information, and that their per-
sonal sovereignty is violated if it is unlawfully recorded. Within the student body, this
collective opinion creates a strong social norm that clearly defines hidden recording
as a violation. This belief’s intensity is just as important as how common it is. With
more than half of all participants (55%), the “Strongly Agree” category is the largest
single group, indicating that this is not a modest opinion but rather a deeply held and
unwavering conviction. The infraction is serious and non-negotiable for these people.
The voices of disagreement and ambivalence, on the other hand, are remarkably weak.

Together, the disagreeing (7%) and neutral (8%) groupings make up a tiny minori-
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ty. Although legitimate, their viewpoints might result from a different hierarchy of
values, possibly giving other issues precedence over this particular type of privacy, or
from the conviction that context significantly modifies the seriousness of the crime.
However, these groups’ minimal size simply serves to emphasize how powerful and
widespread the opposite viewpoint is. This information is the logical prelude to the
previously noted “chilling effect” on communication, hence it cannot be seen in a
vacuum. 79% of students would withhold personal information out of fear, which is
directly explained by the result that 85% consider hidden recording to be a significant
infraction. The anxiety that prevents sharing stems from the expectation of a signifi-
cant ethical harm, and the causal chain is evident and convincing. It is a totally reason-
able and self-protective reaction for students to remain silent in situations when they
anticipate a covert recording could occur if they feel that it constitutes a serious breach
of their privacy and confidence. This combination shows that the unwillingness to
communicate is a deliberate defense against a generally acknowledged evil rather than
the result of simple shyness or hesitancy.
S4. It is morally wrong to covertly record someone without their permission.

Chart 4: Secret Recording is morally unacceptable

ecording Others is Morally or Religiously Unacceptable

3%

42% Strongly Agree
Agree
Neutral
Disagree
Strongly Disagree

38%

ALY



(s gl Jpol) jo3gally Lol sl | L2V LY 218 Do

The magnitude of the agreement is the data’s most notable feature. A total of 84%
of respondents—40% of whom “Agree” and 44% of whom “Strongly Agree”—state
that hidden recording is immoral or against religious beliefs. This is a nearly unan-
imous ethical position rather than just a simple majority. It is especially noteworthy
that “Strongly Agree” is the largest group. It shows that for almost half of the pop-
ulation, this is a firmly held, non-negotiable moral conviction rather than a modest
preference or a flexible social norm. This degree of emotion implies that people see
covert recording as a fundamental break of the ethical bargain that unites society,
rather than just a minor transgression of manners. By characterizing the activity as
being outside the norms of appropriate behavior, this agreement creates a strong so-
cietal sanction against the act. The survey question’s wording, which emphasizes
“morally or religiously unacceptable,” is quite important. It defines the matter in
terms of fundamental principles and, for many, divine law rather than legality or per-
sonal inconvenience. Philosophers like Immanuel Kant would contend that, from a
secular moral standpoint, secret recording sees people as mere means to an aim (such
as obtaining information or gaining an advantage) rather than as independent ends in
and of themselves deserving of respect and agreement (Kant, 1785, p. 429). It is a
dishonest activity that erodes the foundation for sincere human communication. From
a religious perspective, this information effectively illustrates the values of Amanah
(trust) and the prohibition of Tajassus (spying), especially in the Islamic setting that
was previously mentioned. The survey results’ strong condemnation is consistent with
the Quran’s injunction against suspicion and espionage (Quran, 49: 12). The act of
surreptitiously recording someone is a kind of spying on personal matters and a trans-
gression of the trust that underlies all social interactions. The 84% agreement per-
centage indicates that the community has firmly internalized these moral and religious
precepts, which influence their assessment of contemporary technology challenges.

The minor percentages of disagreeing (7%) and neutral (13%) voices are just as in-
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structive as the vast majority. The 13% who identify as “Neutral” may be those who
are unsure, think that the morality of an action depends on the circumstances (such as
self-defense in a hostile environment), or have not yet developed a strong position. .
The tiny minority of those who “Disagree” or “Strongly Disagree” (7% combined)
might place a higher priority on other ideals, such radical transparency, or they might
believe that the advantages of secret documentation—like whistleblowing—outweigh
the moral transgression. But this dissenting group’s small membership just serves
to emphasize how powerful and widespread the opposite moral viewpoint is. This
research suggests that the conduct of hidden recording is strongly discouraged in a
social situation by the fear of moral and social rejection.

1. 3 Topic 3: Frameworks Based on Religion and Values

S5. It is expressly forbidden in Islamic teachings to surreptitiously record or spy on
others without a valid purpose.

Chart 5: Islamic Teaching Prohibits Secret Recording

s Spying or Secretly Recording Others Without Permission

%

Strongly Agree
Agree

50% Neutral
Disagree

39% Strongly Disagree

The sheer strength of the agreement is the data’s most persuasive feature. The as-
sertion is supported by 89% of respondents overall, with a noteworthy 50% strongly
agreeing and 39% agreeing. This is a nearly unanimous theological consensus rather

than a simple majority. Such a high degree of congruence suggests that the prohibi-
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tion against spying (tajassus) is universally acknowledged as a fundamental Islam-

ic teaching rather than an obscure or contentious theological matter. The Quranic
injunction, “O you who have believed, avoid much [negative] assumption,” is the
foundation of this thinking. Some assumptions are, in fact, sinful. Additionally, avoid
spying (wa la tajassasu)(Al-Hujurat, Quran, 49: 12). The study results show that this
verse, which offers a clear, divine sanction against the act of clandestine monitoring,
is not a historical relic but rather an actively applied legal and ethical precept for the
great majority of the population. As important as the consensus’s magnitude is its
distribution. A significant level of conviction is indicated by the fact that half of all
responders fall into the “Strongly Agree” group. For many people, the prohibition is
a profoundly believed, non-negotiable tenet of faith rather than a question of cultural
norm or passive acquiescence. The knowledge that this restriction is connected to oth-
er fundamental Islamic ideas, including amanah (trust) and the sanctity of a Muslim’s
honor and privacy (satr), is probably the source of this severity. “Every Muslim is
forbidden from (violating the life, wealth, and) honor of another Muslim,” the Proph-
et Muhammad (%) said, highlighting the seriousness of betraying this trust (Sahih
al-Bukhari). It is quite severe to surreptitiously record a fellow Muslim since it is a
violation of their honor and a betrayal of the holy trust that permeates all interactions.
Analytically revealing are the little percentages of disagreeing (5%) and neutral (6%)
voices. The neutral group might be made up of people who want to learn more or
who notice possible subtleties, as the exemption for establishing justice in a court of
law. The extremely small number of those who disagree may do so due to a different
interpretation or a personal worldview that places a higher priority on other values
than this particular ban, such as radical self-defense or transparency. Nonetheless,
these organizations’ small numbers serve to emphasize how powerful and widespread
the orthodox viewpoint is. According to this statistics, religious disapproval of hidden

recording is a strong, socially accepted norm, and breaking it puts one in a very small
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minority.
S6. Islamic education ethics can assist stop smartphone privacy abuses.

Chart 6: Islamic Education prevent privacy violation

amic Ethics Can Help Prevent Smartphone Privacy Violations

Strongly Agree
Agree
Neutral

Disagree
Strongly Disagree

The survey’s findings offer a strong and unambiguous mandate for including Is-
lamic principles into instruction on digital citizenship. As a solution for privacy inva-
sions, the vast majority—a total of 70% who either Agree (22%) or Strongly Agree
(48%)—see intrinsic value in teachings drawn from the Quran and Sunnah. This
viewpoint stems from the belief that fundamental Islamic values are applicable to all
situations. The idea of Amanah (trust) requires that one protect other people’s person-
al information and secrets. The Quran forbids Tajassus (spying): “O you who have
believed, avoid much [negative] assumption. . . And do not spy. . . ~ (Al-Hujurat,
49: 12) expressly denounces the practice of surreptitious monitoring. For most, these
are useful rules that can be taught to promote a respectful and consenting culture in
both online and offline encounters rather than abstract ideals. In particular, the num-
ber of the “Strongly Agree” cohort indicates a strong belief that moral and spiritual
education is crucial for developing the internal compass required to negotiate the eth-
ical dilemmas of the digital age.

The substantial 21% who chose “Neutral” cannot be disregarded, even though the
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majority opinion is conclusive. This sizable portion reflects a critical audience whose

hesitancy is instructive and whose support is conditional. They are probably neutral
because they have practical worries about how the principle will be applied rather
than because they disagree with it. They could wonder if religious principles can
successfully counteract the desire for gossip, the appeal of blackmail, or the seeming
anonymity of online environments. This group probably requests proof: How would
this kind of schooling be organized? Would the young people find it interesting, or
would it just be a religious lecture? Is it possible to quantify its effectiveness in low-
ering recording or data breach incidents? This impartial group emphasizes that any
educational endeavor must be able to transcend theory and demonstrate its applicabili-
ty in the complex reality of daily digital life in order to be successful. They demand a
pedagogy that is as dynamic and participatory as the technology it aims to regulate in
an ethical manner. A distinct viewpoint is offered by the tiny minority who disagree
(6%) or strongly disagree (3%). Their position may be impacted by their conviction
in secular remedies, such as more robust data protection regulations and platform-lev-
el privacy measures, or by the idea that religious instruction is not the best way to
deal with technical issues. Despite their small numbers, they serve as a reminder that
a multifaceted strategy is required. The battle against invasions of privacy must be
fought concurrently on the legal, technological, and pedagogical fronts. Nonetheless,
the overwhelming majority indicates that this community views Islam’s ethical frame-
work as the most fundamental and long-lasting solution.

4. 4 Findings of the Analysis

Merely 3% of students asserted with confidence that they were aware of the per-
tinent regulations. This suggests that students’ explicit knowledge is almost nonexis-
tent. Pervasive Uncertainty and Ignorance: 97% of students lack confidence in their
knowledge. This group is made up of a majority of 61% who chose “Neutral,” and a

minority of 36% who specifically said they were unaware. Students who are unsure,
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have never encountered the policies, or feel inadequately educated are represented
by this neutral posture, which is regarded as a “Don’t Know” response. : This data
indicates that the institution’s communication and education plan has seriously failed.
Students cannot be expected to follow regulations they are unaware of in a high-risk
atmosphere because the current policies have not been effectively distributed, making
them nearly completely ineffective.

Students show a strong, almost uniform moral condemnation of hidden recording,
seeing it as a serious transgression of fundamental ethical precepts. Severe infringe-
ment of Privacy and Trust: More over half (55%) of students strongly agree that
being secretly videotaped constitutes a major privacy infringement, with an over-
whelming 85% of students agreeing. This suggests that students consider their private
discussions to be personal information and consider non-consensual recording to be
a basic violation of their right to privacy and confidence. Profound Moral Transgres-
sion: 84% of respondents agreed that hidden recording is immoral when presented
as a moral or religious matter, with 44% strongly agreeing. This demonstrates that
the behavior is seen as a serious ethical transgression rather than merely a social faux
pas, which is consistent with philosophical frameworks that forbid exploiting people
as a means to an aim. Direct Connection to Consequences of Behavior: A previously
noted “chilling effect” is directly caused by this strong ethical criticism. Students
(79%) hide personal information out of fear of being filmed because they perceive
the conduct as a serious breach. This shows that ethical attitudes directly impede open
communication.

Islamic teachings, which explicitly denounce covert recording and promote edu-
cation with a religious base, offer a fundamental and extensively internalized ethi-
cal framework that significantly influences students’ perspectives. Near-Unanimity
in Doctrine: Islam forbids espionage (tajassus), according to a resounding 89% of

students, with half (50%) strongly agreeing. This shows that the Quranic ban (Surah
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Al-Hujurat, 49: 12), which offers a divine sanction against covert surveillance, is a

well-understood and actively implemented precept. Relation to Fundamental Islamic
Principles: Students naturally connect the ban on covert recording to more general
Islamic ideas like the sanctity of a Muslim’s honor and privacy (satr) and Amanah
(trustworthiness). The conduct is perceived as a betrayal of the holy trust that un-
derlies every connection. A sizable majority of 70% agree (22%) or strongly agree
(48%) that the best way to stop these kinds of privacy invasions is to follow the teach-
ings of the Quran and Sunnah. This demonstrates that students view Islamic ethics as
a pertinent and crucial manual for handling contemporary digital challenges. A sizable
neutral group (21%) indicates that in order to successfully implement this education,
practical, evidence-based educational approaches are required.

5. 0 Conclusions

The first hypothesis, “Students show little knowledge of the particular laws and
institutional regulations that forbid non-consensual hidden recording,” is conclusively
confirmed by the data. According to the analysis, there is a severe lack of awareness
among students that goes much beyond a mere “low” level and verges on systemic
ignorance. The institutional framework for disseminating these regulations has failed,
as evidenced by the fact that 97% of students—including those who openly dissent
and the sizable ambiguous neutral bloc—cannot safely verify their awareness of the
pertinent laws and policies. Consequently, it is determined that students are not only
ill-informed but also functionally ignorant of the particular institutional and legal rules
that forbid non-consensual hidden recording, indicating a serious weakness in the ad-
ministration of the academic community.

The second hypothesis, “The ethical attitudes of students strongly denounce hidden
recording, mainly because they see it as an intolerable breach of privacy and confi-
dence,” is also strongly supported by the data. 84% of respondents denounce hidden

recording as immoral or religious, and the vast majority (85%) consider it to be a
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big privacy breach. The “Strongly Agree” category is the largest single group in both
cases, indicating how strongly this conviction is held. This shows that students’ ethi-
cal beliefs are marked by a deep-seated and unwavering condemnation rather than just
caution or disapproval. The results verify that this ruling is essentially based on the
belief that hidden recording is an intolerable violation of two fundamental values: the
sacredness of interpersonal trust and the right to privacy.

The final hypothesis, “Stricter ethical standards pertaining to privacy, trust, and
the unacceptability of covert recording are correlated with a greater devotion to Is-
lamic beliefs,” is significantly supported and verified by the data. Stronger devotion
to Islamic teachings is correlated with strict ethical norms against covert recording,
as demonstrated by the nearly overwhelming opinion (89%) on the Islamic prohi-
bition of espionage (tajassus). Students make a clear connection between this ban
and fundamental Islamic principles such as the inviolability of a Muslim’s honor and
Amanah (trust. Additionally, students themselves view their religious values as the
main framework for forming their digital ethics, as evidenced by the high demand
(70%) for Islamic ethical education as a solution. This demonstrates a direct rela-
tionship: internalizing Islamic teachings is predictive of a more strict, moral, and
unambiguous position against the legitimacy of hidden recording, forming a collective

moral compass that controls views of trust and privacy.
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