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Cyberstalking: An analytical study of the concept, its effects on
individual self-protection, and methods of prevention.

Assis. Prof. Dr. Sajidah Murad Eskandar
Al-Mustansiriya University/College of Arts/Department of Psychology

Abstract:

With the increasing use of the internet, rates of cyberstalking have
multiplied. The dynamic and evolving nature of technological
environments has led to numerous changes in communication standards
and social interactions, with both positive and negative repercussions for
individuals. Cyberstalking is one such negative consequence, a deviant
behavior that can be classified as the dark side of communication
between individuals via technology. Factors such as a lack of
awareness about cyberstalking behavior, digital illiteracy, the individual
characteristics and habits of victims, the freedom to use technology, and
the inadequacy of cyber legislation in preventing the crime and
punishing perpetrators have contributed to the rapid growth and spread
of cyberstalking.

This research aims to:

Define cyberstalking and its forms, diagnose the psychological and
social effects resulting from privacy violations, and develop prevention
and coping mechanisms.

The results showed that cyberstalking is not merely a fleeting technical
act, but rather a systematic and intentional aggressive behavior. Its
forms are diverse, encompassing both psychological and social
dimensions. It aims to exert control over the victim and destabilize their
psychological well-being through the digital environment. The results
also indicated profound psychological and social consequences

stemming from privacy violations, including feelings of fear, anxiety,
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depression, and post—-traumatic stress disorder, in addition to decreased
self-esteem and self-worth, and a persistent sense of shame and
embarrassment. A set of preventative guidelines was developed,
combining technical measures with behavioral awareness, to help
prevent cyberstalking before it occurs. The importance of educating
users about how to share information and avoid disclosing it to the
public was also highlighted
The researcher presented a set of recommendations and suggestions
for future research.
Keywords: Cyberstalking, concept, effects, Prevention.
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