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Abstract
There is a pressing need to introduce specialized legislation to confront cybercrime due to the inadequacy of
traditional criminal procedures, particularly given offenders’ ability to conceal or alter digital evidence and the
difficulty of controlling the vast flow of online data. Traditional procedural rules were not designed for a virtual
environment in which transactions and attacks occur on digital systems or data transmitted between information
networks.The rise of information technology has generated several procedural challenges related to
investigation, evidence collection, jurisdiction, and the identification of offenders. Among the most serious
issues are the concealment and manipulation of electronic evidence and the difficulty of identifying the actual
perpetrator. These challenges become even more complex when the data involved is stored on international
networks, raising issues concerning cross-border access, evidence collection, and potential violations of state
sovereignty due to extraterritorial investigative actions.Accordingly, it has become essential to reconsider
criminal procedural laws so they can effectively address cybercrimes. Given the inherently technological nature
of these offenses, they must be confronted through equally advanced technological tools and digital
investigative methods

Keywords:Cybercrime; Electronic Crimes; Digital Evidence; Legislative Gaps; Electronic Investigation;
Digital Forensics; Jurisdiction Challenges; Digital Sovereignty; Criminal Procedure; International Cooperation.
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