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The psychological and social repercussions of cybercrime on the
individual from the point of view of psychological and social
specialists

Asst. Prof. Dr. Bara'a Mohammed Hassan
Ministry of Higher Education and Scientific Research/ Psychological
Research Center

Asst. Lect. Ahmed Qasim Shakir Prof.Dr. Saif mohammed Radeef
Ministry of Higher Education and Ministry of Higher Education and

Scientific Research/ Psychological Scientific Research/ Psychological
Research Center Research Center

Abstract:

The research aimed to measure the psychological and social
repercussions of cybercrimes on the individual from the point of view
of psychological and social specialists. To achieve the objectives of
the research, a tool was prepared to measure the psychological and
social repercussions of cybercrimes on the individual. The scale
consisted of (35) items, with (13) items for the psychological
repercussions, and (22) items for measuring the social repercussions.
The psychometric properties of the two scales (discriminatory power,
construct validity, and reliability) were verified after applying the
scale to A sample of psychological and social specialists numbered
(140), consisting of (95) psychological specialists and (45) social
specialists. The researchers were keen that the psychological
specialists be from the specializations of (general psychology,
psychological counseling, mental health, clinical psychology). After
processing the data statistically, the research concluded that the level
of psychological and social repercussions of cybercrime on the
individual from the point of view of psychological and social
specialists is very high, and that the most prominent psychological
repercussions were (suffering). The victim suffers from sleep
disorders related to ‘'digital apprehension' (fear of the arrival of
nightly notifications), the victim is controlled by ‘catastrophic
thoughts', always anticipating the worst possible scenarios for the
outcome of the crime, the victim shows severe physiological
reactions (accelerated pulse, shortness of breath) when dealing with
the technical means through which the crime occurred, the victim
shows signs of ‘denial' in the early stages as a defense mechanism to
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escape the painful reality, the victim complains of medically
unexplained  physical pain  (headaches). Chronic, colon pain
(coinciding with the period of blackmail/harassment), and the most
prominent social repercussions were (the victim adopts the behavior
of ‘preventive social withdrawal', by reducing her appearance at
family or public events, the victim avoids forming 'new friendships'
for fear that these friendships will be a front for future targeting
operations, the victim shows signs of ‘relational suspicion’, as she
doubts the intentions of those around her and considers them potential
perpetrators, the level of The victim's 'self-disclosure’ towards family
members, which leads to a gap in interpersonal trust. The victim
adopts a negative vision towards 'social justice', because she feels the
system is unable to protect her from a hidden perpetrator.

Keywords: cybercrime,psychological repercussions of cybercrimes , social
repercussions of cybercrimes.
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