Al-Mouhaqiq Al-Hilly Journal for Legal and Political Science o o bl | bl e
Eighteenth year / 2026 / the second issue s /.)LJJ “’M’ u"é )
E-Mail: mouhaqiq@uobabylon.edu.iq S0l /2026 / ls bl

dalual) cile i) o Asad)l) o eladl) B Caisall dlaa
(Bldy) Agal) O gilal) alaf g B dui))

2358 jlal) ae ol Lana 1be jale sy .ol
b diblae 4 dujara Jb dals [ O gilal duls
2026/6/11: 33 g 2026/6/1: 54 J 58 g 2026/5/19:&a) adiu gy )

Opiaall Gaagies A Ashyuadl Gileagd) o SlaY) Joall 0l goalae ks ANSE) Gand) 130 Jsliny - gaddal)
A Lol Gageail) LUS oo waad ) Gadll Cing Jdaled) clehil) ol duad) dadyll daanl) il
Al baatll ol st g ol eladll A cpinall dles 8 (uila) LlsSsi s 1949 Cana bl
asl meid) Gl ade) LAl Al b dvaally duSead) Gl Swal) dsaay sl USRS Lyl
sald g gl e dihad)l Glaaglly (2025-2022) WhSsl 3 qoall e Akt Vs Loajeics ¢ sl
Aol Cilangl) (8 Gaiaall ddg AT sliily dalym Aabuad) Slleadl Jadl Civia @bl Jiaad 59y ) Canl

ke (93 OgilE Cangan Al duad)l) Aanl) Al dlesy Jsall A1l

bl Coall Gl Tane b Glasa daady clebiab ¢Gaiaall dglas ¢ il Jgo 518 1dalidal) cilalsl)

Protection of Civilians in Digital Spaces during Armed Conflicts
(A Study in Light of the Provisions of International Humanitarian Law)

Prof. Dr. Sarmad Amer Abbas® prof. Assistant. Faten Abdulgabbar Lafta?
Faculty of Law / University of Babylon Babylon Education Directorate

Abstract: This research addresses the problematic application of International Humanitarian
Law (IHL) principles to cyberattacks targeting civilians or civilian digital infrastructure during
armed conflicts. The study aims to determine the adequacy of existing legal frameworks—
specifically the 1949 Geneva Conventions and their Additional Protocols—in protecting civilians
within digital spaces. Furthermore, it analyzes prominent technical and legal challenges, such as
the problem of attribution and the difficulty of distinguishing between military and civilian
targets in the digital environment.

Adopting a descriptive-analytical approach, the research reviews case studies from the war in
Ukraine (2022—-2025) and cyberattacks on the Gaza Strip. The study concludes with the necessity
of amending the Geneva Conventions to explicitly encompass cyber operations, establishing an
international mechanism for investigating digital attacks, and mandating states to protect civilian
digital infrastructure under a binding international legal framework.

Keywords: International Humanitarian Law (IHL), Protection of Civilians, Digital Spaces,
Cyberattacks, Principle of Distinction, Cyber Warfare.
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