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RESEARCH ARTICLE
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Performance of Multiple URL Classification and

Cybersecurity using RNN and Transformer-based
Models
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1 Faculty of Artificial Intelligence, University Teknologi Malaysia, Kuala Lumpur, Malaysia
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ABSTRACT

Thousands of new websites are published every day, which pose significant challenges for web classification and
cybersecurity. URL classification datasets, including general and cybersecurity-specific ones, face challenges such as class
imbalance, noise, and ambiguous data, which can significantly affect model performance. This study proposes a novel
Fine-Tuned FastText Unsupervised Embedding Augmentation Technique (FFUEAT). Datasets (DMOZ and Phishing) were
used to evaluate the performance of the proposed technique, achieving F1-scores of 0.8639 with DistilBERT and 0.8891
with BERT. The performance of sparse minority classes, achieving accuracy increases of 20.88% for home’, 58.04%
for 'news’, and 11.18% for the ’kids’ categories of the publicly available DMOZ dataset using the FFUEAT technique.
When applied to the cybersecurity dataset (Phishing), leveraging a BiLSTM model, the proposed technique achieved
F1-scores of 0.98 for legitimate sites and 0.99 for phishing URLs. The impact of class imbalance, noise and ambiguous
data in URL classification datasets is reduced by applying the FFUEAT technique. This method offers a promising way
to improve web classification and cybersecurity threat detection, contributing to better online content management and
safety.

Keywords: Class imbalance, Cybersecurity, FastText, RNN and transformers, URL classification

Introduction

The exponential growth of digital content, with mil-
lions of web pages uploaded daily, poses challenges
such as web page optimization, filtering, phishing,
malware detection, and search engine optimization,
underscoring the need for robust and scalable classi-
fication frameworks. This study focuses on multiple
URL classification using the general DMOZ dataset
and binary classification using the cybersecurity
phishing dataset. The multiple URL classification task

is more challenging than binary classification using
the phishing dataset.

Traditional machine learning techniques for web
page classification involve extracting features from
web content and categorizing them into predefined
classes or identifying phishing content. However,
these techniques could not reach an ultimate so-
lution due to the continuous rapid growth of the
web pages. Yuan and Liu,! and Guo? developed a
web crawler capable of efficiently collecting and an-
alyzing unstructured and semi-structured data from
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the web; however, the process was computationally
intensive. Extracting features from web content is
computationally intensive and faces scalability is-
sues due to the rapid growth of internet resources. >
Consequently, research shifted toward more efficient
methods, focusing on feature extraction directly from
URLs.*> Web page classification has been widely
studied, with advancements in feature engineering
and machine learning classifiers. Li, D* identified
an important point that URL domain names are
often short, unstructured, and lack contextual re-
lationships, making traditional word segmentation
tools ineffective, while Zhang and Rao® proposed
a method, called n-BiLSTM, that aims to improve
text classification performance by leveraging both
multi-scale feature representation (through n-grams)
and contextual information (through BiLSTM). Cy-
prienna, Zo Lalaina Yannick® improve the efficiency
of detecting malicious URLs using active learning,
specifically the Query-based Committee (QBC) strat-
egy. Despite these advancements, most studies focus
on binary classification, leaving multi-class classifica-
tion underexplored in terms of the multiple majority
and minority classes. However, in the context of URL
classification, binary classification is primarily em-
ployed in cybersecurity datasets that contain benign
and malicious categories.

As discussed in the literature review section, prior
studies have implemented approaches such as neural
word embedding, Knowledge Graph with Tokenisa-
tion, Particle Swarm Optimisation (PSO), the Rabbit
Optimisation Algorithm (ROA), and Hybrid Feature
Engineering to improve the efficacy of URL classifica-
tion. The results of prior approaches are satisfactory,
with limited but balanced training and test sets. How-
ever, all prior techniques still struggle with three key
factors of the dataset: minority classes, multifaceted
feature classes, and noisy data. Therefore, these three
factors severely affect the performance of deep learn-
ing models, so there is a need for a robust approach
to address the persistent problem.

The adoption of deep learning techniques has fur-
ther advanced URL classification by enabling the
adaptation of several methods related to feature ex-
traction. For example, Deng, Du, and Shen’ used
n-BiLSTM to improve text classification performance
by leveraging both multi-scale feature representa-
tions. However, even with deep learning classifiers,
multi-class URL classification struggles with sparse
minority classes; the performance of the models suf-
fers due to class imbalance, noise, and ambiguous
data found in the URLs.

The DMOZ dataset, the largest and most imbal-
anced resource for URL classification, poses this chal-
lenge because 1.5 million URLs across 15 categories

BAGHDAD SCIENCE JOURNAL 2026;23(5):1739-1759

suffer from severe class imbalance, biasing models
toward majority classes and compromising minority
class performance.® Advanced techniques like resam-
pling, synthetic data generation, and cost-sensitive
learning are essential to address this imbalance.®'°
Yet, research predominantly focuses on investigating
several machine learning and deep learning models
with different feature engineering techniques to ad-
dress challenges found in URL classification datasets,
such as class imbalance, noise, and ambiguous data
that affect the performance of models. Most impor-
tantly, the class imbalance, the uneven distribution
of the classes in multi-majority and multi-minority
classes, is underexplored. ® The cybersecurity datasets
also face the challenge of class imbalance, as the
benign category has more representation compared to
the malicious category; however, the authors selected
an equal sample from both categories. In this way,
the features used are lost due to the reduction of the
majority class in the dataset. Along with the class im-
balance problem, URL classification is also affected by
noise and misclassified data.!!~'® Therefore, Kexin,
Liang'* achieved a below-average efficacy of 0.50 F1
score.

The URL classification datasets contain hundreds
of ambiguous and misclassified URLs, as shown in
the URL classification dataset, with some misclas-
sification examples illustrated in Table 1. These
factors present significant challenges for deep neural
networks in achieving optimal classification accu-
racy.'»!> Previous research has examined various
feature engineering techniques to address these is-
sues.'®'8  Although phishing URL detection has
achieved promising results, further improvements in
model performance are still needed.'?° This study
introduces a novel Fine-Tuned FastText Unsupervised
Embedding Augmentation Technique (FFUEAT) to
improve URL instances to a standardized dataset both
contextually and semantically. The FFUEAT approach
is intended to reduce class imbalance by tackling
issues including noise, ambiguous data and sparse
minority classes. This method improves the overall
accuracy of URL classification, including general and
cybersecurity datasets. The method represents a sub-
stantial advancement in dataset quality, facilitating
more effective deep learning applications.

Related work

Machine learning and deep learning are the two
primary categories of natural language processing
(NLP) techniques used for URL classification. Because
machine learning depends on manual feature engi-
neering, researchers must find and extract crucial
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Table 1. Ambiguous and misclassification data found in URLSs.
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URL Reason to ambiguous Category
http://lacasta.iespana.es Spanish website; content unclear without translation. ‘adult’
http://www.b4uhost.com Hosting site; unclear if used for adult content. ‘adult’

http://www.geocities.com/riverzildjian
http://www.textkit.com
http://www.solarattic
http://www.oilnergy.com
http://ubdesigner.com
http://www.quickstart.com
http://www.salute.co.uk
http://www.mars.org
http://www.4everbeautiful.com
http://www.ckeepkidssafe.org

The generic name and GeoCities domain indicate a personal page. ‘arts’
This one is a borderline between the computer and writing category.  ‘arts’

Could be confused for home and garden or even ‘science ‘business’
Sounds scientific because of the word energy ‘business’
It sounds more related to aviation. ‘computers’
Most like kids or games ‘computers’
The generic name could be a military or event site. ‘games’
Academic document related to Mars - unclear how related to games ‘games’
Refer to the beauty industry instead. ‘health’
kid’s safety, not necessarily a health ‘health’

characteristics. Deep learning, on the other hand, can
automatically identify and extract complex features
from the data. Feature extraction from web-based
content was the primary focus of early research.?!
Subsequent research started to directly extract fea-
tures from URLs.?%?® Since deep learning classifiers
like convolutional neural networks (CNNs) and recur-
rent neural networks (RNNs) are effective at learning,
recent work has shifted from machine learning to
deep learning approaches. '%'°

The author, Kexin Liang'* implemented URLNet
using character embeddings, achieving 81.23% accu-
racy for five soft classes, and 74.41% accuracy for the
five hard classes. Another study by Hung, Hung, and
Diep !° proposed a CNN-based model using URL fea-
tures only for short-text in Vietnamese web content. It
is observed that most publicly available URL classifi-
cation datasets have an uneven distribution of classes,
with a bias towards majority classes, such as We-
bKB, the Open Directory Project (DMOZ), and proxy
datasets. Because the imbalanced dataset decreased
the performance of the model, especially for under-
represented classes (minority classes), these datasets
pose significant challenges for machine learning and
deep learning models. However, current techniques
often perform poorly on minority classes, and the
presence of ambiguous and noisy data severely af-
fects the performance of the models across both
general and cybersecurity domains.'®'® These fac-
tors significantly impede the accuracy and reliability
of classification models. This research aims to bridge
this gap by addressing these critical data factors
and enhancing classification performance across all
categories.

However, the most important data aspect in the
multiple URL classification is the class imbalance.
Thabtah, Hammoud '° designed the Synthetic Minor-
ity Over-sampling Technique (SMOTE) to address a
class imbalance in datasets. Wang and Awang® an-
alyzed 35 datasets with varying imbalance levels

(1.33%-10%), evaluating seven sampling techniques
(e.g. RUS, ROS, SMOTE) and 11 classifiers such as
SVM, Random Forest, Logistic Regression, Random
Underdamping (RUS) and Random Oversampling
(ROS) were found to perform best.?? Traditionally,
oversampling and under-sampling techniques have
significant drawbacks, including overfitting to mi-
nority classes or losing information about majority
classes.?! In the multiple-class problem, one-versus-
one (OVO) decomposition and spectral clustering
were explored. %2

Recent studies have also explored data augmen-
tation techniques to address class imbalance. For
example, Easy Data Augmentation (EDA)?® and ad-
vanced synthetic data generation methods?* were
used to diversify training datasets. These approaches,
while effective in image and text processing, have
yet to be fully explored in URL classification. Sim-
ilarly, word embeddings such as Word2Vec, GloVe,
and FastText have been widely adopted in natural
language processing (NLP) for their ability to cap-
ture semantic relationships.?>?° The FastText neural
word embedding, in particular, stands out for its
use of character n-grams, enabling it to handle
out-of-vocabulary (OOV) words effectively.?”-?® This
makes it particularly effective for URL classifica-
tion, which often contains short text, non-meaningful
words, and special characters.'®?° Arianto, Yuyun®*°
found that both FastText and Word2Vec word embed-
dings demonstrate strong performance in retrieving
relevant information; however, Word2Vec typically
demonstrates slightly higher accuracy in Standard
English language contexts compared to noisy cor-
pus text. However, CNN with FastText embeddings>'
proves particularly effective for detecting short-, or
noisy text.

Table 2, show research studies related to URL clas-
sification using machine learning, employing various
methodologies, and outlines the results and limita-
tions of these studies.
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Table 2. Literature review URL classification using machine learning, and using URL classification (DMOZ and Phishing) datasets.

References Model

Methodology

Results and Limitations

Alsenani, Ayon 32 SVM, ANN, KNN

PSO is used to select the most
relevant features

ANN achieved the highest accuracy of
97.81%, with binary class DMOZ

Sankaranarayanan, RF 22 Lexical Features extracted Ensemble Classifier accuracy of
Sivachandran 33 from URLSs 96.8%, DMOZ

Shahba, Heidary-Sharifabad and MLP, RF XGBoost Rabbit Optimization Algorithm Precision: 97.52%-98.91%) Phishing
Mollahoseini Ardakani 3* (ROA) Dataset

Pathak and Shrivas3°
Giri and Banerjee 3°

RF-PSO
Ensemble Model

Feature Selection Using PSO
Feature Extracted using the RF

F1-score: 98.69% Phishing Dataset
Fl-score: 97.07% Phishing Dataset

Regressor

Sudar, Rohan and Vignesh %’

Ensemble learning models Feature Extraction and Selection

Fl-score: 98.66% Phishing Dataset

Lasso Regressor

Table 3. Literature review on deep learning networks and URL classification (DMOZ and Phishing) datasets.

References Model

Methodology

Results Limitations

Rajalakshmi, Tiwari '3 CNN with BRGU
Kexin, Liang '* Deep Neural Network

n-grams Features
Char Embedding & URLNet

F1 Score: 82.04% DMOZ Dataset
F1 Score: 81.23%
6 Soft Class DMOZ Dataset

Ghalechyan, Israyelyan '8 BERT Transfer learning techniques Accuracy 97% Phishing Dataset
Kurt and Demirel 38 CNN, LSTM, GRU 120K, 30K 15 Classes 0.7800
DMOZ Dataset 0.7600
0.7700

Buber and Diri 3’ 5-Layer RNN with LSTM
cells CNN LSTM GRU
sequence modelling.

Gupta and Bhatia BERT

Meta-tags from web pages

Fuse knowledge Graph BERT

85% Acc without transfer learning,
86% Acc with Transfer learning.
Similar to Class DMOZ

91% accuracy on the Reuters-RCV1
Limited 09 Classes

ODP Variant

Nanda and Goel *! BiLSTM-GHA-CNN Char-word F1-Score 98%,
Embedding Phishing Dataset
Kumar, Muthusamy and CNN & RNN IWQPSO-FMRCNN. F1-Score: 96.7%
Jerald + Phishing Dataset
Birthriya, Ahlawat and Jain** CNN & GRU Hybrid Feature Engineering F1-Score: 99%

Phishing Dataset

Table 2 compares various models and methodolo-
gies for URL classification across different studies.
Alsenani, Ayon>? applied SVM, ANN, and KNN with
PSO, with ANN achieving 97.81% accuracy using the
DMOZ dataset. Sankaranarayanan, Sivachandran®:
used RF with 22 lexical features, attaining 96.8%
accuracy. Shahba, Heidary-Sharifabad, and Mollaho-
seini Ardakani®* used MLP, RF, and XGBoost with
ROA, achieving high precision (97.52% and 98.91%)
on phishing data. Pathak and Shrivas®® employed
RF-PSO, achieving a 98.69% F1 score. A study *® used
an ensemble model with an RF regressor, achieving
97.07%, while another used Lasso regression, achiev-
ing a 98.66% F1 score on phishing data.” Despite
these advancements, literature underscores persistent
limitations, particularly in handling sparse minority
classes, ambiguous data, and achieving consistent
performance across diverse URL categories.

Table 3 presents key studies related to URL clas-
sification, which represent several deep learning
classifiers and feature extraction methods, where Ra-
jalakshmi, Tiwari'® employed CNN, LSTM, achieving

F1 scores of 82.04%, on the DMOZ dataset. Kurt
and Demirel *® using CNN, LSTM and GRU, obtained
F1 score 0.78, 0.76 and 0.77. Advanced models like
BERT, as explored by Gupta and Bhatia,*’ achieved
an accuracy of 91% on the Reuters-RCV1 with limited
classes, and Ghalechyan, Israyelyan'® used phishing
datasets and achieved 97% accuracy. Showcasing the
efficacy of transfer learning and knowledge graph
integration, hybrid models such as BiILSTM-GHA-CNN
by Nanda and Goel*' and CNN-GRU by, Birthriya,
Ahlawat and Jain,*® further pushed the boundaries,
achieving exceptional F1 scores of 98% and 99.91%
on phishing datasets. The word embedding has a sig-
nificant role in providing contextual and semantic
tokens to improve the performance of URL classifi-
cation tasks.** However, challenges such as limited
class diversity, noise and misclassified data con-
straints, and the need for robust methodology remain
critical areas for future research.

According to the literature review, several URL
classification datasets, including WebKB, DMOZ,
Reuters-RCV1, Twitter, Newsgroup 20, Malicious,
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Phishing, and Malware, have common issues such
as class imbalance, noise, and ambiguous data.
Recent improvements in machine learning, deep
learning, and natural language processing have im-
proved threat identification and automated response
in cybersecurity. *> Multi-modal neural networks im-
prove defenses by combining diverse data sets for
intrusion detection and malware analysis.*® A hy-
brid ANN-BERT model achieved cutting-edge perfor-
mance (98.0% accuracy) in detecting malicious URLs
in social networks, offering important real-time pro-
tection against phishing, spam, and malware. *” While
numerous studies have worked on increasing the per-
formance of cyber threads using various methods,
tackling these data challenges remains critical in URL
classification datasets.

The proposed FFUEAT technique utilizes data
augmentation and semantic neighbors, leveraging
Fine-Tuned FastText embedding’s. This approach
draws inspiration from synonym-based augmenta-
tion methods, as mentioned in Table 4, and incor-
porates elements of both augmentation and data
noising strategies to enhance model robustness and
performance.

In this study, a novel FFUEAT technique is empiri-
cally validated, and experimental results demonstrate
its ability to improve dataset quality by reduc-
ing noisy and ambiguous data through augmenting
the contextual and semantic features in the form
of URL tokens. as a result, the performance of
the sparse minority classes ‘kids’, ’adult’, ’home’,
‘news’, and cybersecurity class ‘phishing’ has been
improved. Furthermore, the FFUEAT technique in-
tegrated with transformer-based models outperforms
existing baseline studies, achieving superior classifi-
cation accuracy and robustness.

Dataset for URL classification

This research classifies the URL across multiple cat-
egories using the publicly available standard DMOZ

Table 4. Literature about data augmentation technique.
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and phishing datasets. The DMOZ dataset is the
largest and most imbalanced dataset available for the
task of URL classification. It contains 1.5 million URLs
distributed across fifteen (15) different categories—
the details are given in Table 5. This table shows that
the dataset is highly imbalanced and contains several
uneven samples in training sets across multiple cate-
gories. Moreover, it shows that the categories ‘arts,’
‘society,” and ‘business’ contain vast training URLs.
In contrast, categories such as ‘kids,” ‘adults,” ‘home,’
‘news’ and phishing in the cybersecurity dataset con-
tain fewer training samples, referred to as sparse
minority classes, and are indicated by an asterisk
symbol (*) in Tables 5 and 6. The phishing is nois-
ier therefore, the data augmentation was applied to
both ‘legitimate’ and ‘phishing’ categories referring
to Tables 7 and 8.

To address this challenge, this study proposes a
novel FFUEAT augmented technique that involves
up-sampling sparse minority classes (‘home’, ‘adult’,
‘news’, ‘kids’, ‘legitimate’, and ‘phishing’), reducing
noise and ambiguous data; thereby enriching the
standard DMOZ and phishing datasets. The data aug-
mentation technique has been discussed in detail in
the next section.

The proposed technique aims to increase the num-
ber of minority class samples while maintaining
contextual and semantic relevance and enhancing the
overall dataset features. Tables 7 and 8 show that
the FFUEAT augmented technique achieved improve-
ment in instances of sparse minority classes: 3.65% in
’home’, 4.55% in ’adult’, 1.40% in ‘news’, and 5.79%
in ‘kids’, with the ‘phishing’ category also experienc-
ing an increase.

The augmented DMOZ (ADMOZ) dataset repre-
sents a significant advancement over the standard
DMOZ dataset, addressing the critical issue of sparse
minority classes in URL classification. The aug-
mented dataset comprises approximately 1.6 million
records, representing a 9.2% increase from the stan-
dard DMOZ dataset. Also, the augmented Phishing

References Data Augmentation Approach

Synonym Replacement, Insertion, EDA’s four simple text augmentation operations— random insertion, swap, synonym replacement,

Deletion and Swap 2348

Similarity Insertion and
Replacement *8

and deletion—consistently improved text classification performance.
The incorporation of tokens via augmentation techniques such as synonym replacement and
Word2vec substitutions markedly improves text classification efficacy by broadening dataset

diversity and enhancing model generalisation, particularly in low-resource or noisy data contexts.

Punctuation Insertion 4°

An Easier Data Augmentation) technique to help improve the performance on text classification tasks.

AEDA inserts only the punctuation randomly into the original text.

Placeholder Replacement >°

Data noising is a strong regularisation strategy for neural network language models that introduces

controlled noise to input sequences, successfully replicating the smoothing behaviour of traditional
n-gram models while capitalising on neural architectures.

Inversion and Passivization >! Dataset-reviewed
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Table 5. DMOZ dataset class-wise representation.

Serial  Category Number Overall
No Name URLs Representation
1 ARTS 252401 16.23
2 SOCIETY 242488 15.59
3 BUSINESS 239555 15.40
4 COMPUTERS 117014 7.52

5 SCIENCE 109758 7.06

6 RECREATION 106099 6.82

7 SPORTS 100971 6.49

8 SHOPPING 94980 6.11

9 HEALTH 59887 3.85

10 REFERENCE 57636 3.71

11 GAMES 56287 3.62

12 *KIDS 46002 2.96

13 *ADULT 35100 2.26

14 *HOME 28165 1.81

15 *NEWS 8947 0.58

Table 6. Phishing dataset class-wise representa-

tion.

Serial  Category Number  Overall

No Name URLs Representation
1 Legitimate 275932  77.33

2 *Phishing 80862 22.66

Total number of samples: 356794

Table 7. ADMOZ dataset class-wise representation.

Serial  Category Number of Overall
No Name URL Samples  Representation
1 ARTS 252401 14.86
2 SOCIETY 242488 14.28
3 BUSINESS 239555 14.11
4 COMPUTERS 117014 6.89

5 SCIENCE 109758 6.46

6 RECREATION 106099 6.25

7 SPORTS 100971 5.95

8 SHOPPING 94980 5.59

9 HEALTH 59887 3.53
10 REFERENCE 57636 3.39
11 GAMES 56287 3.31
12 *KIDS 123051 5.79
13 *ADULT 93004 4.55

14 *HOME 72247 3.65
15 *NEWS 23760 1.40

Total Number of Samples: 1698369

Table 8. A Phishing dataset class-wise represen-

tation.

Serial  Category Number  Overall

No Name URLs Representation
1 Legitimate 344881 69.34

2 *Phishing 152472  30.65

Total number of samples: 497353

(APhishing) dataset is increased by 28.26% compared
to the standard dataset. The augmented new data

BAGHDAD SCIENCE JOURNAL 2026;23(5):1739-1759

plays a crucial role in mitigating the impact of class
imbalance, noise, and ambiguous data.

Training and testing set

The augmented dataset provides a notable improve-
ment over standard datasets by solving the issue of
missing or underrepresented minority classes and de-
creasing noise and ambiguity in URL classification.
This novel technique enhances the coverage of the
dataset while preserving the integrity of the stan-
dard datasets by increasing the total sample size
by 9.2% in the DMOZ dataset and 28.26% in the
phishing dataset. The training and test sets are de-
rived from these augmented datasets. We randomly
selected 6,000 equal testing samples from each cat-
egory, regardless of whether they were majority or
minority classes, in the DMOZ dataset, creating a ro-
bust testing set of 90K URLs; in contrast, the baseline
study by Kexin, Liang, ' used limited samples of the
DMOZ dataset. For the phishing dataset, we utilized
an 80/20 split for training and testing sets. This larger
testing sample size in the current study provides more
reliable evaluation metrics.

Proposed technique

In this study, a novel Fine-Tuned FastText Unsuper-
vised Embedding Augmentation Technique (FFUEAT)
is applied at two stages. In the first stage, it ad-
dresses class imbalance by oversampling the minority
classes within the datasets, and in the second stage,
it augments contextual and semantic features to all
categories.

Pre-processing is an important part of the train-
ing and testing sets used for machine learning and
model validation. Therefore, class label (15 classes
‘business’, ‘sports’, etc.) instances are in the form
of characters, which may introduce bias during the
training process. To ensure the validity, neutrality,
and unbiased nature of the classification experiments;
all class labels (15 classes ‘business’, ‘sports’, etc.) are
assigned a label ID (1, 2, 3, etc.) as referred in Table 9.
This approach prevents unintended semantic bias by
eliminating linguistic meaning from labels, ensuring
the model cannot exploit them.

FFUEAT technique

This section discusses the proposed novel Fine-
Tuned FastText Unsupervised Embedding Augmenta-
tion Technique (FFUEAT), as demonstrated in Figs. 1
to 3. It introduces four robust algorithms, outlining
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Table 9. Label encoding scheme for DMOZ

classes.

# Category Name  Experimental Label
1 Arts 0
2 Business 1
3 Society 2
4 Sports 3
5 Science 4
6 Computers 5
7 Shopping 6
8 Recreation 7
9 Reference 8
10 Health 9
11  Games 10
12 Home 11
13 Adult 12
14 News 13
15 Kids 14

the process of developing the FFUEAT augmented
technique.

In Algorithm 1, all URLs were converted to low-
ercase. Subsequently, irrelevant data from the URLs
was removed, including protocols (such as http, https,
and www), directory paths, dots, slashes, colons, and
hyphens. A ‘token’ here refers to a distinct substring
or meaningful component derived from a URL after
this pre-processing. The process shown in Algorithm
1 demonstrates the transformation of raw URLs into
such meaningful tokens. Furthermore, it extracts ap-
proximately 6 million unsupervised tokens, including
URL tokens, from the standard DMOZ dataset and
1.98 million unsupervised tokens from the standard
phishing dataset.

Table 10 presents the URLs of the sample and
their unsupervised tokens, where some contain a sin-
gle token, while others consist of multiple tokens,
contributing to a cumulative total of 7.98 million
unsupervised tokens across both datasets.

The output of Algorithm 1 consists of 7.98 mil-
lion unsupervised tokens derived from both datasets.
These tokens were then fed as input to FastText
word embedding for fine-tuning. This process enabled

Data Preprocessing

Parsing URLs

Algorithm 1. Data preprocessing & extracting unsupervised to-
kens from both datasets.

Input:  Standard DMOZ and Phishing Datasets

Output :  Unsupervised Tokens of DMOZ and Phishing Datasets
Begin

read data from the Dataset
U <€ total number of URLs

While u#0do

x=Lower Case URL

x=Rmoval of Protocol, directory paths, dots, slashes, colons, and hyphens
x=Split URL Into Tokens

x=Extracting URL Tokens

end

End

Table 10. lllustration of unsupervised tokens.
Sample URLSs

Unsupervised Token

http://silversabres.homestead.com  Silversabres homestead

http://ccn-irc.com cen irc
http://wtboxers.com wt boxers
http://footprincess.co.uk foot princess
http://fetishview.com etish view

http://realdollpics.com

http://facialcum-shots.com

real doll pics
facial cum shots

http://xxxmovies.com XXX movies
http://flat-sharer.com Flat sharer
http://roommatesville.com room mates
http://prideroommates.com pride room
http://news.bbc.co.uk news bbc
http://abcnews.go.com abc news
http://starflats.co.uk star flats
http://citizen.org citizen

Cumulative Total - 7.98 Million Tokens

a closer semantic and coherent alignment with the
unique characteristics of both datasets (as shown in
Algorithm 2). The two most critical parameters dur-
ing FastText fine-tuning are the dimension and the
skip-gram. The dimension is set to 300, which ensures
rich and informative word embeddings. Skip-gram
architecture is chosen over continuous bag of words
(CBOW) due to its superior ability to manage rare

= Extraction of
Tokens >

Data Cleaning

! Standard DMOZ and

1 Phishing Datasets

Algorithm-01

FFUEAT Model
Development
Minority ]
Devel o Classe Sets FFUEATJ
= e {Home},
ine-Tuning {Adult}
FastText N ews)' >
Unsupervised Emebeding {Kids}
Tokens based on itima =X
Unsupervised (Leg;::r;ale =
o Phishing}
Augmented
Dataset
Algorithm-02 Algorithm-03

Fig. 1. Development and implementation of the FFUEAT augmentation technique.
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http://prideroommates.com
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Algorithm 2. Fine-Tuning Standard FastText Model using Tokens of DMOZ and Phish-

ing Datasets.
Input :
Load: Standard FastText Mod

Output :
Begin

Dimension = 300;

Model = Skipgram;

WordNgrams = 2;
Learning rate = 0.05;

Loss=softmax;
Thread=4;
Bucket=2000000;

End

el

Unsupervised Tokens of DMOZ and Phishing Datasets

Fine-Tuned FastText Model

Epochs Iterates on Dataset = 10;

Algorithm 3. Up-sampling of the six categories (‘home; ‘adult; ‘news; ‘kids; and

‘legitimatejand ‘phishing’).
Input: Fine-Tuned FastText Model and Minority Class URLs

Output: Newly Augmented URLs
Begin

N While U#0do Minority Class URLs

for tokenize U into token T
Ti= f(x) FFUEAT (model, T)

80%

62% X

> Ti
>Ti

>»Ti 6% X

End For

End

or out-of-vocabulary (OOV) terms through sub-word
representations. >

Algorithm 2, based on a pre-trained FastText word-
embedding model, has the advantage of handling
out-of-vocabulary terms and substrings to process
complex data, further leveraging its pre-training on
extensive corpora such as Wikipedia. To tailor Fast-
Text for the specific task of URL classification, the
model was fine-tuned using 7.9 million unsupervised
tokens extracted from the URL dataset.

Algorithm 3, receives two inputs: i) the FFUEAT
model, ii) the minority classes — including cyber-
security ‘home’, ‘adult’, ‘news’, ‘kids’, ‘legitimate’,
and ‘phishing’ — to increase the sample of under-
represented classed through an up-sampling strategy.

Tokens Similarity Indexing

-

Converting Token

into a URL >

Newly Augmented URL

Specifically, URLs from underrepresented classes
were segmented into T tokens, each of which was
fed into the FFUEAT model. This approach generates
contextually similar tokens denoted by Ti token and
original token represented by T into the Algorithm
3, effectively generating a new augmented URL for
the minority classes. The process, illustrated in Fig. 2,
ensures a more balanced representation of all cate-
gories, thereby improving the model’s performance
in classifying URLs across the spectrum of defined
classes.

Importantly, not all of Algorithm 3’s tokens are
suitable for URL augmentation. A token must satisfy
two requirements in order to be eligible: it must be
contextually similar but not identical or the same,
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Similarity Indexing, Token

Original, citizen | : citizen.org

Augmented URL (A URL)

URL Example - 01 (A)

citizen |ppugaT| >

www.citizen.org

0.92, non-citizens ' non-citizens.org

0.85, citizenships —P " citizenships.org

0.68, net-citzens X

Original, xxxxmovies ' X :
' i http://xxxnovices.com |

: | badmovies.com
; = | Sub Routine | =
: | XXxsex.com

URL Example - 02 (B)
0.90 badmovies

xxxxmovies |FFUEAT|™> | 0.84, xxxsex

1065 xxxv  x
http://xxxnovices.com ' 0.66, clip X

Fig. 2. URL Up-Sampling bases on tokenization and similarity indexing value.
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Arts Society Business Comp Science Recreation Sports Shopping Health Reference Games  Kids  Adult  Home News legitimate Phishing
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Non-Contextual & Non Semantic categories
v
FFUEM Technique
C A —

Contextual & Semantic categories

v

Training &Testing

[ BERT, Distil BERT, BiLSTM, LSTM

+

Model Evaluation

Fig. 3. Enhancing the quality of DMOZ and

even if the similarity score is high, and it must have at
least a 70% similarity index to maintain its meaning
close to an original token. These standards guarantee
that enhanced tokens remain pertinent to the subject
and do not yield redundant or pointless outcomes,
preserving the high standard of the dataset.

Fig. 2 illustrates the generation of augmented URLs
using the FFUEAT technique. In this example, two
original URLs are provided as input, and four aug-
mented URLs are produced as output. This demon-
strates an important characteristic of the FFUEAT
methodology: the number of augmented URLs gen-
erated from each source URL is neither fixed nor
uniform. Instead, it varies based on both the struc-
tural composition and the semantic properties of
the input URL. Depending on these factors, a single
source URL may yield zero, one, or multiple aug-
mented variants. The eligibility for augmentation is
governed by two criteria described in the previous
section, ensuring that only URLs meeting the required

Phishing datasets by using FFUEAT Technique

structural and semantic thresholds are selected for
augmentation.

As shown in Fig. 1, the DMOZ dataset experiences
a cumulative expansion of 9.2% and Phishing dataset
of 28.26% in sample size, resulting in the augmented
DMOZ and phishing datasets. This substantial aug-
mentation increases the number of URLs for sparse
minority classes (‘home’, ‘adult’, ‘news’, ‘kids’, ‘legiti-
mate’, and ‘phishing’). Additionally, augmented URLSs
are semantically and contextually aligned with the
standard datasets (DMOZ and Phishing).

In this study, we employ a novel Fine-Tuned Fast-
Text Unsupervised Embedding Augmentation Tech-
nique (FFUEAT) at two stages. The first stage
oversamples the minority classes. The second stage
enhances data quality for URLs. Fig. 3 shows the
workflow for improving data quality in URL cat-
egories. It incorporates contextual and semantic
features across both datasets. Furthermore, this ap-
proach is inspired by the Random Insertion Synonym
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Algorithm 4. Enhancing the data quality of the 17 Categories, including the DMOZ and Phishing datasets.

Input: DMOZ and Phishing Datasets

Output : Enhancing Features of URLs

Begin
N

While N#0do wl L —» Dataset{URL, Label}

url > —)Contextual Feature —» Random Insertion — URL

End

Table 11. Sample of the contextual and semantic features.

URL FEATURES SIMILARITY Y RANDOM INSERTION
ccn-irc.com circ 0.69 0 ccn-circ.com
wtboxers.com kickboxer 0.70 1  wtboxers-kickboxer.com
footprincess.co.uk princes 0.80 1 footprincess-princes.co.uk
flat-sharer.com flat-out 0.80 1 flat-out-flat-sharer.com
roommatesville.com farmville 0.65 0 roommatesville..com
news.bbc.co.uk newscast 0.79 1 news.bbc-newscast.co.uk
abcnews.go.com cbbcnews 0.86 1  abcnews-cbbecnews.go.com
starflats.co.uk starfox 0.85 1  starfox-starflats.co.uk

method proposed in prior studies.**>! To evaluate
FFUEAT’s performance, we use classifiers such as
LSTM, BiLSTM, DistilBERT, and BERT. Algorithm 4
outlines the process for adding contextual and se-
mantic features randomly to each URL using FFUEAT.
Table 11 presents sample features from the standard
DMOZ and phishing datasets. If the feature similarity
index is above 69.99, the feature is added as a new
contextual and semantic feature.

Despite its seemingly simple design, Algorithm
4 required approximately 100 hours to process
17 categories (‘arts’, ‘business’, ‘society’, ‘sports’,
‘science’, ‘computers’, ‘shopping’, ‘recreation’, ‘refer-
ence’, ‘health’, ‘games’, ‘home’, ‘adult’, ‘news’, ‘kids’,
‘legitimate’, ‘phishing’) of both datasets reflecting
its rigorous computational demands. The feature ex-
tracted from the standard datasets using the FFUEAT
augmented technique was a computationally inten-
sive process.

The novel FFUEAT augmented technique pro-
vides the contextual and semantic URL classification
datasets. To validate the performance of the FFUEAT
augmented technique, we have conducted 12 exper-
imental setups using the four deep neural networks:
LSTM, BiLSTM, BERT, and DistilBERT.

BERT coupled with the FFUEAT technique

A novel FFUEAT technique has been validated and
evaluated through 12 experimental setups, includ-

ing BERT, which was executed using two distinct
datasets: the publicly available standard DMOZ and
the Phishing datasets. The BERT classifier outper-
forms other deep neural networks. As illustrated in
Fig. 4, BERT processes URLs, which are subsequently
tokenized into either enhanced or simple tokens,
depending on the dataset. This process results in cre-
ating X-train and X-test sets, which serve as standard
inputs for the model. The URL tokens are represented
in Fig. 4 and are mathematically detailed in Table 12.

U=1{UL) 1)

U represents the set of URLs, where each URL is
denoted as U= {U;, Uy, Us ... Uy}. This set contains
a sample of 'n’ URLs from the dataset. L represents
the labels corresponding to each URL, defined as L=
{L1, Lo, .. Ly}. Each label L; is associated with its
respective URL U;. In this formulation, each URL U;
is mapped to its corresponding label L;, ensuring a
clear relationship between the data points and their
classifications.

Each URL comprised a Token denoted T; as follow.
In short, each URL can be expressed as below

The text data from the dataset is represented as
Xirain, Which corresponds to the training and testing
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Fig. 4. BERT architecture for the URL classification.

sets, respectively.

Xirain = {Ulv Us, ..., Um} , Xiest = {Uls Us, ..., Un} 3

Where m is the number of training samples, and
n—m is the number of testing samples.

Table 12. Mathematical model for BERT.

Steps Equations

BERT tokenizer maps
Tokenization
Bert Model Output

Let the input text be (Xtrain, Xtest)
x, m = Tokenization(x) (4)
z = f0(x,m)(5)

N

L= —I/N > log(softmax(zi)yl-) 6)
i=1

Orr1 < 6 — (VoL 4+ 26¢) (7)

Loss Function
AdmW Update Rule

N
Accuracy Accuracy = 1,N > <(argmaxz; =y;) (8)
i=1

The BERT sequence classification workflow in-
cludes tokenization (token IDs, attention masks),
model architecture (Transformer encoder, classifi-
cation layer), training dynamics (fine-tuning with
Cross-Entropy Loss, AdamW), and evaluation metrics
(accuracy, precision, recall, F1-score, ROC-AUC).

Experiments and results

All experimental procedures were executed within
the Google Colab computational environment, with
the specific configurations detailed in Table 13. To
generate the augmented URLs for both the ADMOZ
and Phishing datasets, a subset of these experiments
was conducted on a local workstation equipped with a
dedicated Graphics Processing Unit (GPU), Table 14.

In reference to Table 13, Ampere Architecture’s
compute capability of 8.0 is ideal for complex ma-
chine learning tasks, such as URL classification,
especially with large datasets like the standard and
augmented DMOZ, which contain 1.5 and 1.69 mil-

Table 13. Google colab computational environment (A100 GPU).

Specification Details

Architecture NVIDIA Ampere
Compute Capability 8.0

CUDA Cores 6912

Tensor Cores 432 (3rd generation)
Memory 40GB

Memory Bandwidth Up to 2039 GB/s

FP64 Performance Up to 19.5 TFLOPS

FP32 Performance  Up to 19.5 TFLOPS

FP16 Performance Up to 312 TFLOPS (with FP32 accumulate)
INT8 Performance Up to 624 TOPS

Multi-Instance GPU  Supports up to 7 GPU instances

NVLink 3rd generation, up to 600 GB/s bidirectional

Table 14. Configuration of local machine.

Specification  Details

Processor Intel Core i5-10300H, i5-11400H, i5-12500H
GPU NVIDIA GeForce RTX 3050

RAM 64 GB RAM

Storage 512GB NVMe SSD

lion records, respectively. With 6912 CUDA cores and
432 Tensor cores, the GPU accelerates parallel pro-
cessing for URL feature evaluation and deep learning
model operations.

In Table 15, URL classification data pre-processing
is an important step, for which libraries such as
TensorFlow/Keras Tokenizer and NLTK are required
for the process. The Tokenizer of TensorFlow/Keras
transforms URLs into sequences and provides the
possibility for padding sequences to a fixed length,
allowing all inputs to be equal in size. This is im-
portant as we can guarantee input size (essential for
batch processing). NLTK (Natural Language Toolkit)
is useful to deal with noisy and non-informative
ambiguous URLs as it is a popular package for to-
kenization, stemming and other text pre-processing
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Category Details

Deep Learning

Text Pre-processing
Machine Learning
Data Manipulation
Visualization
Feature Engineering
Evaluation Metrics

pandas, numpy
matplotlib.pyplot

gensim.models.FastText
sklearn.metrics.accuracy_score, sklearn.metrics.classification_report

tensorflow, keras, transformers
tensorflow.keras.preprocessing.text.Tokenizer, nltk.tokenize.word_tokenize
sklearn.linear_model, sklearn.model _selection.train_test_split

Table 16. Hyper parameters used in the RNN models.

Hyper Parameter BiLSTM Model LSTM Model

Learning Rate 0.001 (Adam default) 0.001 (Adam default)
Batch Size 128 128

Number of Epochs 20 20

Optimizer Adam Adam

Loss Function categorical_crossentropy  categorical_crossentropy
LSTM Units maxlen maxlen

Final Dense Units 15 15

Final Activation Softmax Softmax

tasks. An essential library for standard machine learn-
ing problems in URL classification is Scikit-learn,
which provides different methods Decision Trees,
Support Vector Machines (SVM), Logistic and so on.

As indicated in Table 15, text pre-processing is
a crucial step in URL classification, and libraries
like TensorFlow/ Keras Tokenizer and NLTK are
necessary for this procedure. In order to ensure
consistent input size, which is crucial for batch
processing, the Tokenizer from TensorFlow/Keras
converts URLs into sequences and additionally allows
padding sequences. NLTK (Natural Language Toolkit)
is particularly helpful for handling noisy and am-
biguous URLs since it provides tools for tokenization,
stemming, and other text pre-processing tasks. A fun-
damental library for conventional machine learning
tasks in URL classification is Scikit-learn. It offers a
variety of methods, including Decision Trees, Support
Vector Machines (SVM), and Logistic Regression.

As mentioned in Table 16, both BiLSTM and LSTM
architectures utilized identical hyperparameter con-
figurations, including a learning rate of 0.001 via
the Adam optimizer, a batch size of 128, and train-
ing over 20 epochs. The loss function was set to
categorical crossentropy, with maxlen LSTM units, a
final dense layer of 15 units, and softmax activation,
ensuring consistent architectural and optimization
conditions.

In reference to Table 17, the transformer-based
models BERT and DistilBERT were configured with
a lower learning rate of 2e-5, a reduced batch
size of 64, and 16 training epochs, optimized with
Adam and employing Categorical Crossentropy (with
from_logits=True) as the loss function. Both trans-
former models were designed for 15 output classes

Table 17. Hyper parameters used in the transformers models.

Hyper Parameter Bert Model DistilBERT Model

Learning Rate 2e-5 2e-5

Batch Size 64 64

Number of Epochs 16 16

Optimizer Adam Adam

Loss Function Categorical Categorical
Crossentropy Crossentropy
(from_logits = True) (from_logits = True)

Metrics accuracy accuracy

Number of Classes 15 15

and employed accuracy as the evaluation metric,
which reflects their different optimization needs and
architectural efficiency in comparison to the recur-
rent models.

This section presents a detailed analysis of the ex-
perimental framework and results, highlighting the
effectiveness of the FFUEAT augmented technique
in enhancing the representation of experiments and
their findings. This study compares the performance
of augmented data characterized by contextual and
semantic richness against the standard dataset, which
lacks these qualities. A series of carefully designed
experiments were conducted using four different
datasets: the DMOZ and Phishing datasets, along with
their augmented versions, ADMOZ and APhishing.
These datasets were evaluated using advanced deep
learning models, including LSTM, Bi-LSTM, BERT,
and DistilBERT, to measure their ability to handle
class imbalance, noise, and ambiguous data.

As shown in Tables 18 and 19, a comparison of key
categories ‘arts’, ‘business’, ‘society’, ‘adult’, ‘news’,
‘kids’, ‘legitimate’, and ‘phishing’ demonstrates the
effectiveness of the FFUEAT augmented technique in
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Table 18. FFUEAT performance evaluation on standard
and augmented DMOZ datasets using RNN.

URL LSTM LSTM- BiLSTM  BiLSTM
Category DMOZ ADMOZ DMOZ ADMOZ
Arts 0.8163 0.8294 0.8293 0.8725
Business 0.8436  0.8354 0.8023 0.8368
Society 0.8226  0.8292 0.8310 0.8413
Sports 0.9782 0.9762 0.9811 0.9752
Science 0.6930 0.7065 0.6893 0.6248
Computers 0.8573  0.8794 0.8755 0.8770
Shopping 0.9549  0.9645 0.9496 0.9741
Recreation 0.9256 0.9376 0.9238 0.9448
Reference 0.8123  0.8469 0.8069 0.8618
Health 0.9556  0.9552 0.9582 0.9628
Games 0.7177  0.8029 0.7181 0.8608
Home 0.9301  0.9445 0.9103 0.9570
Adult 0.5586 0.6603 0.5507 0.6661
*News 0.6526  0.6065 0.6588 0.6932
*Kids 0.4956  0.5998 0.5048 0.7219
F1-Score 0.8159 0.8273 0.8175 0.8511

enhancing the performance of classification models
using the augmented datasets. For LSTM, signifi-
cant improvements have been observed in ‘adult’
(an increase of 10.17), ‘kids’ (10.42), and ‘arts’
(01.31), while BiLSTM achieved even higher gains in
‘kids’ (21.71), ‘adult’ (11.54), ‘games’ (14.27), ‘arts’
(4.32), and ‘business’ (3.45). These results demon-
strate strong performance in cybersecurity categories,
such as ‘legitimate’ (4.32) and ‘phishing’ (3.45%).
Overall, these findings highlight the FFUEAT aug-
mented technique’s ability to address class imbalance
and improve the representation of sparse minority
classes, such as ‘adult’ and ‘kids’, as well as cyber-
security classes, including ‘legitimate’ and ‘phishing’,
which have also been enhanced.

The capabilities of APhishing to enhance model effi-
ciency and deal with imbalanced classes and correctly
classify Legitimate and Phishing URLs are shown in
Table 19 below. The FFUEAT Augmented Technique
provides additional contextual and semantic features
that help in accurately classifying URLs. Tables 20
and 21 clearly illustrate how successfully DistilBERT
and BERT algorithms are identify phishing and ad-
vanced phishing URLs, with BERT performing slightly
better in categorizing valid URLs (0.9621).

The FFUEAT technique with the augmented DMOZ
dataset consistently outperforms classification tasks
when evaluated using both DistilBERT and BERT, as

Table 19. FFUEAT performance evalauation on standard and
augmented phishing datasets using RNN.

URL LSTM LSTM BiLSTM BiLSTM
Category Phishing  APhishing Phishing APhishing
Legitimate  0.8692 0.9420 0.9443 0.9800
Phishing 0.8730 0.9532 0.9542 0.9900
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Table 20. FFUEAT performance evaluation on standard and
augmented DMOZ datasets using transformer models.

URL DistilBert ~ BERT BERT
Category DistilBERT ADMOZ DMOZ ADMOZ
Arts 0.8092 0.8667 0.8143 0.8610
Business 0.8613 0.8917 0.8742  0.8897
Society 0.8417 0.9002 0.8580  0.9047
Sports 0.9617 0.9826 0.9714 0.9756
Science 0.6722 0.6962 0.6791  0.6890
Computers  0.8910 0.9280 0.9119 0.9084
Shopping 0.9432 0.9595 0.9489  0.9585
Recreation  0.9246 0.9416 0.9308 0.9513
Reference 0.8522 0.9420 0.8620 0.9318
Health 0.9606 0.9611 0.9587 0.9634
Games 0.7327 0.7442 0.7363  0.8708
Home 0.9662 0.9663 0.9606  0.9688
Adult 0.5382 0.5499 0.5673  0.5502
News 0.7063 0.9627 0.7015  0.9604
Kids 0.4896 0.5218 0.5092  0.8012
F1-Score 0.8225 0.8639 0.8305 0.8891

Table 21. FFUEAT performance evaluation on standard and aug-
mented phishing datasets using transformer models.

URL DistilBERT  DistilBERT  BERT BERT
Category Phishing APhishing  Phishing  APhishing
Legitimate  0.8902 0.932 0.9302 0.9621
Phishing 0.9004 0.9298 0.924 0.9512

presented in Table 20, especially in critical categories
such as ‘news’, ‘kids’, ‘reference’, and ‘games’. For
DistilBERT, the FFUEAT augmented technique shows
significant improvements in ‘news’ (25.64%) and
‘reference’ (8.98%), while BERT achieves significant
gains in ‘kids’ (29.2%) and ‘news’ (25.89%) compared
to standard datasets. The superior performance of
the FFUEAT augmented technique is attributed to its
enhancement of data quality in terms of context and
semantics. In contrast, the standard DMOZ dataset
struggles in sensitive categories, such as ‘adult’ and
‘kids’, with only marginal improvements in areas like
‘health’ and ‘home’.

As presented in Table 22, it can be seen that
there were considerable performance enhancements
obtained by all four models, LSTM, BiLSTM, Dis-
tilBERT, and BERT, upon applying them to the
enhanced version of the ADMOZ dataset, wherein
positive delta values imply improvements that oc-
curred almost everywhere except in URL category 4
(adult), while BERT emerged as the best-performing
model with an excellent AF1-score of +5.86 over-
all. It provided the best performance in some key
categories such as “news” (A+25.89) and “kids”
(A +29.20), showing its exceptional capability to
adjust to the improved and diverse version of the AD-
MOZ dataset. Closely following BERT is DistilBERT,
with a very good A +4.14 score, which is almost
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Table 22. Delta performance of the deep learning models using (DMOZ —

ADMO?2Z).

URL Category  Delta Delta Delta Delta
(DMOZ — Performance Performance Performance Performance
ADMOZ) LSTM BiLSTM DistilBERT BERT
Arts 1.31 4.32 5.75 4.67
Business -0.82 3.45 3.04 1.55
Society 0.66 1.03 5.85 4.67
Sports -0.2 -0.59 2.09 0.42
Science 1.35 -6.45 2.4 0.99
Computers 2.21 0.15 3.7 -0.35
Shopping 0.96 2.45 1.63 0.96
Recreation 1.20 2.1 1.7 2.05
Reference 3.46 5.49 8.98 6.98
Health -0.04 0.46 0.05 0.47
Games 8.52 14.27 1.15 13.45
Home 1.44 4.67 0.01 0.82
Adult 10.17 11.54 1.17 -1.71
*News -4.61 3.44 25.64 25.89
*Kids 10.42 21.71 3.22 29.2
F1-Score 1.14 3.36 4.14 5.86

Table 23. Delta performance of the deep learning models using (Phishing —

APhishing).

URL Category  Delta Delta Delta Delta
(DMOZ — Performance Performance Performance Performance
ADMOZ) LSTM BiLSTM DistilBERT BERT
Legitimate 7.28 3.57 4.18 3.19
Phishing 8.02 3.58 2.94 2.72

equal to BERT’s performance in some important cate-
gories, such as “news” (A +25.64). These two models
are efficient, highly capable tools for adapting to their
domains more effectively. Furthermore, both LSTM
(A+1.14) and BiLSTM (A +3.36) showed impres-
sive performance improvements as well, especially in
some categories, e.g., kids (A +21.71) and reference
(A +5.49).

In reference to Table 23, it can be seen that in the
category of cybersecurity, DistilBERT and BERT show
remarkable efficiency in URL classification since their
accuracy values exceed 0.89. In particular, BERT is
effective at detecting legitimate URLs (0.932) and ad-
vanced phishing schemes (0.9621), while DistilBERT
performs comparably and even surpasses BERT on
basic phishing schemes (0.9004). It can be concluded
that the transformer-based approach is valid for
phishing detection regardless of whether the threats
are simple or complex. This can be seen from the
results table, where the FFUEAT-enhanced approach
is efficient in classifying ‘legitimate’ and ‘phishing’.

Measuring classification performance

A confusion matrix is a structured table that as-
sesses a classifier’s performance by linking actual

Table 24. Confusion matrix description.

Description Abbreviation
Instances correctly predicted True Positives. TF
Instances wrongly predicted False Positives. FP
Instances of class wrongly predicted as other classes. FN
Instances correctly predicted as not a class. N

class labels to predicted classifications, where rows
indicate true categories and columns show predicted
outcomes. It forms the foundation for calculating key
evaluation metrics such as accuracy, precision, recall,
and F1-score. The standard formulas are presented in
Table 24.

N
2 TP

Accuracy = ——————
4 Total Samples

C)]

Overall classification accuracy across multiple cat-
egories

TP

Precision; = ———
TP+ FP

(10

The number of correctly predicted true instances for
class X.

TP

Recall = ———
TP+ FN

(1n
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Fig. 5. Confusion matrix FFUEAT augmented technique using ADMOZ dataset with BERT setting

How many true instances of class i are correctly
predicted

Precision x Recall

Fl1=2x —
Precision + Recall

(12)

Interesting behavioral trends are evident in the
confusion matrix analysis of classifying the ‘adult’
and ‘science’ categories, offering valuable insights
in Fig. 5. The accuracy rates are 39% for ‘adults’
and 55.3% for ‘science’; they also highlight that
the complex categories might have multi-dimensional
domains. The misclassification of ‘adult’ content oc-
curs in categories like ‘arts’ and ‘society.” Similarly,
using BERT, the ‘science’ category overlaps with
‘arts,” ‘business,’” and ‘society’. Nonetheless, using the
FFUEAT technique, the BERT model obtained an F1
score of 55.02% for the ‘adult’ minority class, approx-
imately 6.00% lower than the baseline model (shown
in Table 25). However, with proposed FFUEAT tech-
nique, the RNN model outperformed by obtaining
5.61% improvement in Fl-score compared to the
baseline model (shown in Table 18). The possible
reason behind the outperformance of the RNN model
compared to the BERT model might be because the
‘adult’ class contains more noisy data compared to the
rest of the classes. In addition, the baseline study'*
also implemented the RNN model using the DMOZ
dataset.

In conclusion, the FFUEAT technique, along with
classifiers, demonstrates strong overall performance,
as evidenced by a weighted average Fl-score of
0.8801 and an F1 score of 0.8891, reflecting its
effectiveness in handling the FFUEAT technique
(ADMOZ dataset). Our proposed FFUEAT technique
demonstrated a significant improvement in sparse mi-

Table 25. Classification report of FFUEAT augmented technique
using ADMOZ dataset with BERT setting.

Category Precision  Recall F1-Score  Support
Arts 0.7605 0.9922 0.861 5735
Business 0.8107 0.9856 0.8897 4168
Society 0.8541 0.9617 0.9047 5401
Sports 0.9598 0.9919 0.9756 5658
Science 0.9132 0.5532 0.689 5192
Computers 0.8858 0.9322 0.9084 4320
Shopping 0.9341 0.9842  0.9585 5301
Recreation 0.9336 0.9698 0.9513 4969
Reference 0.9295 0.9342 0.9318 3878
Health 0.9629 0.9639 0.9634 4933
Games 0.7815 0.9833 0.8708 5317
*Home 0.9613 0.9765 0.9688 5701
*Adult 0.9609 0.3854 0.5502 3697
*News 0.978 0.9434 0.9604 1273
*Kids 0.9306 0.7034 0.8012 5735
Accuracy 0.8891 71278
Macro Average 0.9038 0.8841 0.879 71278
Weighted Average  0.8988 0.8891 0.8801 71278

Table 26. Classification report of the FFUEAT technique
using Aphishing Dataset with BiLSTM.

Precision Recall F1-Score Support
Legitimate 0.99 0.98 0.98 30495
Phishing 0.99 0.99 0.99 68976
Accuracy 0.99 99471
Macro avg 0.99 0.99 0.99 99471
Weighted avg  0.99 0.99 0.99 99471

nority classes compared to baseline methodologies, as
shown in Table 2. Specifically, the FFUEAT technique
achieved significant improvements in the sparse mi-
nority classes, with accuracy gains of 20.88% in the
’home’ category, 58.04% in 'mews,” and 11.18% in
’kids’ relative to the baseline techniques.

It is evident from Table 26 and Fig. 6 that the
FFUEAT augmented technique (APhishing dataset)
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Fig. 6. Confusion Matrix FFUEAT augmented technique using
Aphishing dataset with BiLSTM.

Table 27. Comparison of baseline techniques with the proposed
FFUEAT augmented technique using DMOZ Dataset.

Current Study FFUEAT

Kexin, Liang14 Augmented Technique (ADMOZ)

CNN, RNN Distil BERT BERT
Arts 0.6400 0.8725 0.8610
Business 0.2600 0.8908 0.8897
Society 0.3700 0.8849 0.9047
Sports 0.7800 0.9791 0.9756
Science 0.6000 0.6709 0.6890
Computers 0.4900 0.9133 0.9084
Shopping  0.3000 0.9478 0.9585
Recreation 0.3600 0.948 0.9513
Reference 0.6800 0.933 0.9318
Health 0.4200 0.9548 0.9634
Games 0.3500 0.7645 0.8708
*Home 0.7600 0.9667 0.9688
*Adult 0.6100 0.5148 0.5502
*News 0.3800 0.9374 0.9604
*Kids 0.6900 0.5966 0.8012
F1 Score  0.5000 0.8632 0.8891

achieved the best performance with 98% F1 score
for ‘legitimate’ and 99% for ‘phishing’; it is well es-
tablished that the FFUEAT augmented technique is
effective not only for general categories but also for
cybersecurity categories.

The transformer models, BERT and DistilBERT,
using the FFUEAT augmented technique with the AD-
MOZ dataset, reveal significant advancements over
Kexin, Liang, !* particularly in sparse minority classes
such as ‘adult’, ‘news’, and ‘kids’. Kexin’s study, which
employed CCN and RNN, achieved lower perfor-
mance in ‘home’ at 0.76, ‘adult’ at 0.61, ‘news’ at
0.38, and ‘kids’ at 0.69, and the overall F1 score
is 0.50, as mentioned in Table 27. Still, the current
study demonstrates substantial improvements, with
BERT achieving 0.9688 in ‘home’, 0.9604 in ‘news’,
and 0.8012 in ‘kids’, as well as DistilBERT achiev-
ing 0.9600 in ‘home’, 0.9374 in ‘news’, and 0.5900
in ‘kids’. This highlights BERT’s superior capabil-
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ity in handling challenging minority classes except
the ‘adult’ category, especially those with lower
representation, where the FFUEAT augmented tech-
nique significantly boosts performance. Additionally,
BERT’s overall F1 score of 0.8891 surpasses that of
the baseline study.

Table 28 presents the findings from 20 comprehen-
sive experiments based on URL classification datasets,
utilizing machine learning and deep neural networks,
including the current study’s experiments that em-
ploy various advanced methods. In the context of the
URL classification dataset, the performance of URL
classification was thoroughly evaluated by integrat-
ing and hybridizing deep neural networks, including
ANN, RNN, LSTM, BiLSTM, RNN with GRU, and Bidi-
rectional GRU with CNN. However, when using a
large dataset like the DMOZ, they struggled to achieve
good performance. Gupta and Bhatia*’ selected the
ten majority classes, whereas the current study in-
cludes fifteen classes, covering the more challenging
categories. Kurt and Demirel*® achieved 0.76, 0.77,
and 0.78 with a limited sample size. Throughout all
the studies, particularly those on the DMOZ dataset,
researchers faced difficulties with performance be-
cause they did not address class imbalance towards
minority classes, noise, and ambiguous data issues in
URL classification. Therefore, the FFUEAT technique
enhances the performance of minority classes and
improves the overall quality of URL classification by
reducing noise and ambiguous data while maintain-
ing contextual and semantic relevance. The current
study sets a new benchmark in URL classification
by integrating FFUEAT with advanced deep learning
models, achieving superior F1 scores up to 0.8891
and outperforming prior research in large-scale URL
dataset classification.

The compute noise score function assigns a noise
score to each URL based on multiple heuristics, in-
cluding URL length, non-alphanumeric ratio, digit
ratio, excessive punctuation, subdomain count, sus-
picious top-level domains (TLDs), and the presence
of URL-encoded sequences.

After computing the noise scores for all URLs, each
class sampled 5000, and a threshold (NOISE THRESH-
OLD = 0.5) is applied to classify URLs as either
"noisy” or “clean”. The scores are then aggregated
per category (class) to compute the total number of
URLs (n URLs), the mean noise score (mean noise),
and the median noise score (median noise) as shown
in Table 29.

Discussion

The FFUEAT augmented technique is a significant
advancement in URL classification. It effectively man-
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Table 28. Comparison of the current study with baseline studies using the URL classification datasets, including cybersecurity datasets.

Research Studies Approach

Training, Testing Class F1 Score

Rajalakshmi, Tiwari, > 2020 RNN with GRU

RNN with Bidirectional GRU

Bidirectional GRU with CNN

Kexin, Liang, 14 2021 TextCNN

TextCNN

TextCNN

Kurt and Demirel. 3¢ 2022 CNN

LSTM

GRU

BERT fused

Knowledge Embeddings
With Deep Inception

Gupta and Bhatia, 0 2022

Kumar, Muthusamy and Jerald, ** 2024 CNN & RNN

Ghalechyan, Israyelyan, ' 2024 BERT
Current study LSTM,
BiLSTM,

DistilBERT and

BERT with Augmented DMOZ

Dataset

BiLSTM with Augmented with

Phishing Dataset

Kids with the rest 0.7792

of all
46280 For Kids & Rest 0.7962
of URL. 80%, and 20%
0.8204
1.5 Million 15 Classes 0.5000
6 Soft classes 0.8107
6 Hard classes 0.7346
120K, 30K 15 Classes 0.7800
0.7600
0.7700
Reuters-RCV1 10 Classes 0.9100
WebKB 0.8700
newsgroup Limited Samples  0.9000
Conference 0.7900
Phishing Binary Classes 0.9670 Phishing
Dataset
Phishing Binary Classes 0.9700 Phishing
Dataset
1.6+ Million, 90K 15 Classes 0.8172
0.8511
0.8639
0.8891
0.49 Million 0.9900

Table 29. Noisy class rankings in the DMOZ dataset.

Median Mean
Rank Classes Samples Noise Noise
1 adult 5000 0.169318 0.172716
2 science 5000 0.165942 0.170375
3 kids 5000 0.162103 0.169648
4 computer 5000 0.160870 0.164192
5 reference 5000 0.158374  0.165000
5 games 5000 0.158374 0.162726
7 business 5000 0.155072 0.157838
7 recreation 5000 0.155072 0.158760
7 society 5000 0.155072 0.159851
7 arts 5000 0.155072 0.158764
7 news 5000 0.155072 0.158159
7 sports 5000 0.155072 0.159127
13 health 5000 0.152049 0.156674
13 home 5000 0.152049 0.157041
15 shopping 5000 0.149275 0.151038

ages class imbalance, reduces ambiguous data, and
incorporates noise into the URLs. It also integrates
contextual and semantic augmented data into the 17
categories of both datasets, as shown in Fig. 3. The
FFUEAT technique enhances the representation of
sparse minority classes and handles noise in cyberse-
curity categories, such as ‘legitimate’ and ‘phishing’.
This technique is effective with both RNN and trans-
former models.

The classes have multifaceted problems and lim-
ited data representation, even though some of them

(‘adult’, ‘science’) have multidimensional features.
Meanwhile, phishing URLs have more noisy data;
nevertheless, empirical evaluation shows that the
proposed technique demonstrates enhanced perfor-
mance on both complex datasets (DMOZ and Phish-
ing) for URL classification. The RNN model is more
effective on the ‘adult’ and ‘science’ datasets than the
Transformer model; this suggests that RNNs are better
at capturing the sequential nature of these datasets or
converge more efficiently with fewer samples. How-
ever, Transformer models (DistilBERT and BERT)
demonstrated enhanced performance in the ‘news’
(25.89%) and ‘kids’ (29.2%) classes. The RNN’s ar-
chitecture, based on sequential data, is more effective
for noisy URL classes than Transformers. Therefore,
the ‘adult’ category achieved a 0.6661 F1-score using
the RNN model, compared to the Transformer model,
which obtained 0.5502, as shown in Table 18.

Conclusion

The experimental results show that the FFUEAT
technique significantly improves the performance of
the URL classification dataset, particularly for sparse
minority and cybersecurity classes, by reducing class
imbalance, noise, and ambiguous data. Using deep
learning classifiers such as LSTM, BiLSTM, BERT,
and DistilBERT shows consistent performance on aug-
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mented datasets. Interestingly, the RNN classifiers
(LSTM and BiLSTM) seem to be effective on the
noisy and multi-feature classes; therefore, the RNN
classifier obtained an F1 score for ‘phishing’ (0.99),
‘adult’” (0.6661) and ‘science’ (0.7065). Whereas
BERT from Transformer obtained 25.89% in ‘news’,
and 29.2% in ‘kids’ using the augmented dataset,
compared to the standard DMOZ and Phishing
datasets.

Future work will propose a unified model trained
on the general and cybersecurity-specific URL clas-
sification datasets, enabling the model to be used
for URL classification tasks such as web con-
tent filtering, access control, quality of service,
and addressing cybersecurity threats such as ma-
licious detection, blocking URLs used in spam
emails, social engineering attacks, or fraudulent
websites.
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