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Abstract
In this paper, we are building a Pseudo Random Cr,?to Keys Generalor which depends on sequences (bank) of
linear slrift register (LSR), Some of thern chosen randomly on each run (system op€rating). So we get a new
cryptosystem at each run .

We will choose 4 linear shift regi*er for each system (Si), i= 1,...,4. So we will have new l6 linear shift register
in all systems on each run that are chosen from 32 shift register existing in (bank) sequences of linear shifl
register.
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l lntmduction
With the widespread use ofwireless network services (PRNGs) are used in a variety of cryptographic and
and applications, security becomes a major concern. security applications.
From security aspects, data integrity and Traditionally, the concem in the generation of a
confidentiality are vital issues for information sequencc ofallegedly
systems. Confidentiality is concemed with resources random numbers has been that the sequence of
being only accessed by authorized users while numbers be random in some well defined statistical
integrity refers to protection against unauthorized sense. The following two crileria are used to validate
modification. Integrity and confidentiality are often that a sequence ofnumbers is mndom [5][6]:
related to authentication, authoriulion and o Uniform distribution: The distribution of bits in
cryptography. ln fact, authenticalion utilizes sfong the sequenc€ should be uniform; that is, the fiequency
cryptographic systems in order to secure itself. Thus of occurrence of ones and zeros should be
cryptography plays a crucial part of any security approximately equal.
system[2][4][5]. .Independence: No one subsequence in the
There are two basic techniques in cryptogaphy: sequence can be inferred fiom the others.
symmetric and asymmetric cryptography. The key of Although there are well-defined tests for determining
decryption can be calculated easily. [n symmetric that a sequence of bits matches a particular
cryptography, encrypted and decrypted keys are the distribution, such as the uniform distribution, there is
same. In contrast, cryptography using different no such test to ..prove,, indepordence. Rather, a
encrypted keys from decrypted keys is called number of tests can be applied to demonslate if a
asymmetric cryptography. Each of them has pros and sequence does not exhibit indep€ndence. The general
cons. Becaus€ of its characteristics, a symmetric strategy is to apply a number of such tests until the
cryptography is more secure than s)mmetric in key confidence that independence exists is sulficiently
distribution and exchange. However, s)mmetric Strong Il][2][4].
cryplography is significantly faster than asymmetric 3. proposed Algorithm
cryptography. Furthermore, Some papers stated thal tn this paper, Filling system is used to fill the basic
(the asymmetric cryptography key size must be ten system.'Tiris fillingiyitem is stored on extemal part
times or more that of a symmetric cry-pto-gl-1qly ley and automatically-wlrks when connected to basic
in order to have a similar level ofsecurity [2][3][6]. system to the filling purpose, fhe extemal part is us€d
Modern cryptosystems depend on using cryptography to choose linear shifts that will be used in lhe basic
algorithms or (generate crypto key algorithms) rhat svsrems-
have high complexiry and very high level of security 3'-t f.ittiog
and randoming in generate outputs. 3-l-l Ext€rnrl System Filling
All of this depends on the contents of cD/ptosystem To fill the extemal system, w; use basic and public
from relatively very long (LFSR) in prime number to keys (that 

"r" 
,au"d on a special table monthly

achieve longest period. changed) with sequence ofthe day in the week and in
Also they depend on the filling way that usually use the riontl as below:
the public and basic kels [3][6]. Basic key (XOR) public key (XOR) Day in week(l-
Moreover, they depend or the motion of these 7)(XORidayinmonth(l-3i)
(LFSR)s as well as the tables and mathematical fhis opeiation will repeat until the extemal system
functions used in that cryptosystem. filled-
2. Random key generator and Pseudo 3-l-2 Basic System Filling
Random key generator When the external system is connected to basic
An important cryptographic function is system, some operations will be done as below:-
cryptographically strong pseudorandom number Algorithm l: Basic system Filling
generation. Pseudorandom number generalors 1- operate the oxtemal system to get (5 bits) in order

to get a shift register from 32 shift registers that will
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be used in the system Q5 = 32). i.e. if we get
0=(00000) we will use shift register (G15), if we get
5=(00101) we will use shift registo fiom (5-21) and
so on.
2- After the shift registers are chosen, we will fill it
vertically i.e. first stage from each shift registers
firstly filled and se.ond stage from each shift
registers filled and so on until the shift registers will
be filled. The last stage from each shift registers will
be filled by l.
3-2 Motion
Algorithm2: Motion
l- The subsystems Si (i= 1,...,4) will be moved to get
addresses to the memories EPi (i=1,...4) to get

BYTE-r (i=l,...,4).
2- Execute XOR function between BYTE-I, BYTE-
2 to get BYTE-A and between BYTE-4 to get
BYTE.B-
3- Input BYTE-A, BYTE-B to TA8256 to get
BYTE-AI and BYTE-BI. Note that TA8256 is a

table with size 8t256 , we ga BYTE-AI which
depends on BYTE-A whicl is used as address to the
table (T48256) and so as BYTE-BI whictr depends
on BYTLB thal is used as address to the table. Note
that if BYTE-A is equal to BYTE-B we will add the
value I to BYTE-B.
4- Execute XOR function between BYTE-AI,
BYTf,-Bt to get LBYTE.
5- 6et byte from balance system (BS) and execute
XOR function between that byte and LBYTE to get
KEY. BYTE.
6- Get MIRR-BYTE by rotating KEY-BYTE
depending on 2 bits which are 2'd position from first
shift register fiom first system Sl and 5'i position
from fourth shift register from se.cond system 52 as

belowi
00 ) No rotating.
0l ) One time leff rotation.
l0 ) Two times left rotation.
I I ) Three times left rotation.
7- After rotating, Divide KEY-BYTE to two parts
each ofthem consists of4 bits. So we get Dl,D2 and

will be used as two random keys.

3-3 Strtisticsl Tests
The sequence of crypto keys that are g€nerated using
the crr?tosystem in this paper must achieve a good

statistical properties and pass the random standard
tests which are Frequency test, Serial test, Poker test
Runs test and Autoconelation test U].
l- Frequency Test

The purpose of this test is to determine whsther
the numb€r of 0's and I's in s are approximately the
same, as would be expected for a random sequence.

Let n0, nt denote the number of 0's and l's in s,

respeclively. The statistic used is Xr = (no nr)2 /n.

2- Serial Test
The purpose of this test is to determine whether

the number of occurrences of00, 01, 10, and ll as

subsequences of s are approximately the same, as

would be expected for a random sequenc€. Let n0, nl
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d€note lhe number ofO's and I's in s, respectively,
and let n00, nOl, nl0, nll denote the number of
occurrences of00, 01, 10, I I in s, respectively. Note
that n00 + nOl + nlo + nll = (n - l) since the
subsequences are allowed to overlap. The static used

is

ll\_ _(tr;,..,;r Ii,. ,'.r :r,;.,.1r r

3- Poker Test
Let m be a positive integer such that

Lr ., i.r),nr [= 1Alt-. - ' "and let LmJ Divide the se4uence
s into k non-overlapping parts each of length m, and
let n, be the number of occurrences of the i'n type of

sequence of length m, I 1 r 1 2-. Th" pok", t"st
determines whether the sequences of length m each

appear approximately the same number of times in s,

as would be expected for a random sequence. The
slatistic used is

4- Ru[s Test
The purpose of the runs test is to daermine wh*ha
the number of runs (of either zeros or ones) of various
lengths in the sequenc€ s is as expected for a random
sequence. The expected number of gaps (or blocks)
of length i in a random sequenc€ of length n is

c, - in-i13)r'li'3
Let k be equal to the largest integer i for which
r, --' 5 Ld Bi, c, b€ the numbq of blocks and gaps,
respectively, of length i in s for each i
I ! i I l'.1" r6"1istic used is

t.
r (r"')--

_Yr ., S(o,-.,,, S(c.-.,),) 

-+

= 
ci 3 (i

5- AutocorrelationTest
The purpose of this test is to check for correlations
between the sequence s and (non-ryclic) shifted
versions of it. Let d be a fixed integer,

I : d: Ini ?-. 
The number ofbits in s not equal

4(d) - !l ,d ' .r,+", -r.
to their d-shifts is

where * denotes the XOR operator.
The statistic used is

,( A{d\-+)/J;-.\

4- Experiment and Results
Now, if we take an enough part of the output
sequence of this system and apply the statistical tests
which are mentioned above we obtain the results:
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Length ofsequence 500 bits;-
1l l0l l000t0l111101010010101 t l l00l0l l0l000t I
0l 1001 I I I l0l I 10000001 l0l0l0l 100001 I l l0l0l l l
000101 1000 t000t I I l0l000l l0l0l l0l0l I l0l0l0 t I
000000001 l00l I l0t I I I I I I I I I I I I I I I I I l00l 10010
0000001I I I000010I 10001 I I t0l I00001010I I 10000
000 t00l l0l 001 I I I r0l I I I 10001 000001 001 0000 I 00
01000 r 10000001l 100101000000001 l l1000000101 I
1000100101 l I l 10000100101 l0r l10l0l 1000001000
0l 1000001 I l00 t0l I l0l 1000 t I I I l00l l0l 10000100
0l I I l0l0l I I t000001 l0l00l0l000l I I I 1010001000
01001 I l0l I I l 100010001001 I l00l I I l0l0l r I l00l I
I llll0l0l ll0l l00ul llll0lll
1- Frequency Test
in the above S€QU€nc€ ne = 244, \ = 256 and the
value ofthe $aric is
xr = 0.288.
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in the above sequence Noo= 132 Not= I 13 Nro=
I t I Nu=143

x2=2.416.
3- Poker Test
in the above sequence M=5 and k=100 so,
X3=19.04
+ Runs Test
in the above sequence e1=62.75 er= 31.313 e3=

15.6215 er7.797 es= 3.891 E6= l94l e7=0.969
es= 0.483 ero= 0.002.

S Conclusion
This cryptosystem is not fixed but it is changeable at
each nrn (each operalion). in spite of that, the system
passed all the standard statistical tests, where the
results show that they are very closed to standard
states, so the system is suitable to used.
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