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ABSTRACT

Web phishing attacks have been continually evolving over the past few years, which has led customers to lose their
trust in online services and e-commerce. To identify phishing data, a variety of methods and systems based on a blacklist
of phishing websites are used. However, the rapid development of technology has given rise to increasingly complex
techniques for creating user-attracting websites. Therefore, current blacklist-based techniques are unable to identify
the recently launched phishing data, such as zero-day phishing websites. Machine learning techniques have been used
in several recent studies to detect phishing data and function as an early warning system for such attacks. However,
majority of these methods selected the most significant features of websites based on frequency analysis or human
experience. In order to improve the classification of phishing data, this research proposes the hybrid MI-AN method for
intelligent phishing data classification using three phishing datasets. We have used six machine learning models with the
proposed MI-AN feature selection method. The experimental results indicated that the proposed MI-AN method achieved
significant improvements in classification accuracy. Compared to other models, the multi-layer perceptron achieves
higher accuracy (97.07%) on dataset 1, the random forest model achieves higher accuracy (96.60% and 97.78%) on
both datasets 2 and 3. We have also compared proposed method to a previously published research work, and our
method achieves better performance. Overall, the proposed MI-AN method consistently enhanced model performance
across all phishing datasets, demonstrating robustness, adaptability, and effectiveness in eliminating irrelevant features
to achieve better generalization.

Keywords: ANOVA feature selection, Hybrid feature selection, Machine learning, Mutual information, Phishing datasets

information. As a result, online phishing attempts are
becoming a major issue for both commercial websites
and web users. >

Introduction

In the last few years, the number of web users

who use e-banking, online shopping, and online ser-
vices has been exponentially increasing due to their
comfort, flexibility, and ease of use. The huge in-
crease in the usage of online services and e-business
has motivated several phishers and cybercriminals
to create and publish false and phishing websites -
in an attempt to get users’ financial and personal

Phishers can access user information using several
kinds of innovative methods, including forums, In-
ternet Relay Chat, keyloggers, trojans, IMs (instant
messaging), and screen captures. Another kind of
phishing attack is DNS-based phishing, often known
as pharming, in which hackers change the host’s files
or the domain name system. As a consequence, a fake
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address is returned in response to URL queries, and
any further correspondence is directed to a phishing
website. Another severe kind of targeted phishing
attack is spear-phishing via email, in which phishers
send fake emails to certain people within an organi-
zation pretending to be corporate authorities in order
to get important information about the company. *°

This study focuses on phishing website-based at-
tacks, which are among the most harmful types of
phishing attempts. The phisher creates a fake or
phishing website that duplicates a genuine website
in order to trick the victims into providing their fi-
nancial and personal information. Then, using email,
social media, or ads on other websites, the phisher
attempts to get a large number of victims to this
phishing page. When victims visit a phishing website,
they are tricked into believing it is a trustworthy
website and provide their financial and personal in-
formation.

Machine learning techniques® have been used in
several recent studies to detect phishing websites and
function as an early warning system for such attacks.
However, the majority of these methods selected the
most significant features using feature selection meth-
ods. Feature selection’~'° is the process of selecting
the important features and removing redundant fea-
tures. Feature selection may be divided into four
categories: filter, wrapper, embedded, and hybrid.
Filter methods are computationally efficient because
they rank features using statistical metrics such as
correlation, Laplacian score (see more details in'!),
mutual information, and ANOVA without requir-
ing learning models. Wrapper methods, '>'® which
are computationally costly and prone to overfitting,
evaluate feature subsets using a predictive model
while taking interactions into account like optimiza-
tion techniques. '* Feature selection is integrated into
model training using embedded methods,'®> such
as Lasso or tree-based algorithms, which balance
accuracy and efficiency. Combining filter and wrap-
per/embedded techniques, hybrid methods capitalize
on their advantages to provide robust and efficient
selection.

Machine learning (ML) models are powerful tools
for identifying and preventing phishing attempts.
In this study, three phishing datasets with different
features and instances are used, and six supervised
ML models are employed: Decision Tree (DT),'°
K-Nearest Neighbor (K-NN),!” Logistic Regression
(LR), '® Multi-Layer Perceptron (MLP), !° Naive Bayes
(NB), 2 and Random Forest (RF).2! These models are
evaluated using performance metrics such as clas-
sification accuracy (CA), Fl-score, precision, recall,
and specificity. The primary objective of this study
is to enhance the performance of phishing website
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classification by analyzing its features and selecting
the most relevant feature set. To achieve this, we pro-
pose a hybrid supervised filter-based feature selection
method. The effectiveness of the proposed method is
assessed by comparing it with recent state-of-the-art
approaches.

The structure of the paper is as follows: Section 2
provides a few feature selection techniques. Section
3 presents the proposed model. The experiments are
shown in Section 4. The results and the discussion are
shown in Section 5. The last section summarizes the
conclusion and future work.

Literature review

An overview of relevant research on phishing
datasets is provided in this section. The study
proposed by Babagoli et al.?? a phishing website de-
tection technique, which includes feature selection
and a nonlinear regression algorithm based on meta-
heuristics. This study selected the optimum feature
subset using two feature selection techniques: de-
cision trees and wrappers. The two meta-heuristic
algorithms, harmony search (HS), which is based on
the nonlinear regression approach, and support vec-
tor machine (SVM), have been effectively developed
for predicting and identifying fake websites after the
feature selection method. The proposed HS algorithm
creates new harmony by adjusting the pitch dynami-
cally. This proposed model harmony search achieves
92.80% CA.

Chiew et al.?® introduced the Hybrid Ensemble
Feature Selection (HEFS) architecture for ML-based
phishing detection methods, implemented using an
RF classifier. HEFS is more computationally efficient
and can determine the optimal number of features for
a given dataset. For the UCI phishing dataset, their
approach achieved an accuracy of 96.17%.

In order to improve the classification of phishing
websites, in 2012, Taha?* proposed an intelligent
ensemble learning method based on weighted soft
voting. According to the experimental findings, the
proposed intelligent method for phishing website
classification performed better than the soft voting
method and base classifiers, achieving a maximum CA
of 95% and an area under the curve (AUC) of 98.8%.

Later, Sharma et al.?® introduced a hybrid algo-
rithm for identifying between legitimate and phishing
websites. In order to map a continuous search space
to a discrete search space, the S-shaped and V-shaped
transfer functions are used. 97.04% CA was obtained.
The proposed algorithm has been contrasted with
six filter techniques and seven metaheuristic feature
selection algorithms. At the same time, Siddiq et al. %®
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employed a supervised learning method for phishing
website detection utilizing most of the deep learning
techniques. This proposed method obtained 93.6%
CA with the CNN (Conv2D) model and 94.8% CA with
the standard neural network model.

In a subsequent study, Fadheel et al.?” explored
three approaches, evaluated using LR, SVM, and K-
NN classification algorithms: complete features, KMO
test as a feature selection method, and PCA as a di-
mensionality method. The CA of the PCA method is
92% for LR and 94% for SVM.

More recently, Karim et al.?® investigated hybrid
machine learning models that were trained using
three SVM models and four boosting algorithms after
a custom pre-processing step to exclude marginally
correlated data. Following hyperparameter settling
in, XGBoost outperformed the other models in the
test, achieving a CA of 97.05%.

Most recently, Medelbekov et al. “> examined phish-
ing detection using machine learning models such
as Random Forest, SVM, Naive Bayes, and Decision
Trees. Random Forest shows more effectiveness, ob-
taining a CA of 96.7%.

Most recently, Singh et al.> proposed several
ML classifiers, including DT, RF, LR, KNN, MLP,
LGBM, AdaBoost, and XGB, when combined with a
PSO-based feature selection technique for the identifi-
cation of phishing emails. The author determined that
the XGB classifier had the best accuracy of 94.69%.
Most recently, Davoudi and Yari®' introduced a ma-
chine learning ensemble model using a GA for the
classification of phishing websites. The proposed
model integrates three machine learning algorithms:
Decision Trees, Random Forest, and Support Vector
Machines. In conclusion, the findings indicate that
the proposed approach outperforms the existing study
with an accuracy of 96.04%. In a subsequent study,
Ali and Jain®? employed various machine learning
approaches for classifying phishing URLs, with R
achieving the highest accuracy of 95.2%.

At the same time, Alazaidah et al.>* addressed two
primary goals are examined. The first is to determine
which of the 24 classifiers representing the 6 learning
strategies is the best at detecting phishing. The second
goal is to determine the most effective feature selec-
tion technique for phishing datasets from websites.
The findings demonstrated the superiority of Random
Forest, Filtered Classifier, and J-48 classifiers in iden-
tifying phishing websites using two phishing-related
datasets (datasetl having 30 features and dataset2
having 9 features) with distinct samples and taking
into consideration eight evaluation metrics. Addi-
tionally, out of the four feature selection techniques
taken into consideration, the InfoGainAttributeEval
approach performed the best.
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Finally, Taha et al.>* applied a variety of methods,
including logistic regression, DT decision trees, adap-
tive boosting, RF random forest, and XG Boost, to
develop machine learning models for the real-time
classification of phishing websites. According to ex-
perimental data, Random Forest is the most accurate
model, with a CA of 96.89%, followed by Decision
Trees, which have a CA of 94.57%. In this study, an
80/20 train-test data split is applied for effectively
evaluating model performance.

Proposed MI-AN model
Proposed feature selection method

Fig. 1 illustrates the workflow of the proposed MI-
AN feature selection method. In this approach, we
introduce a hybrid method, termed MI-AN, which
integrates the Mutual Information (MI) technique®®
with the ANOVA-based feature selection method.3°
The MI-AN method takes the complete set of original
features as input and generates an optimized subset
comprising the most relevant features with reduced
dimensionality. To provide a clearer understanding
of the procedure, the detailed steps of the proposed
MI-AN feature selection method are presented in
Algorithm 1.

Mutual information feature selection

Mutual Information evaluates the amount of in-
formation about another variable that is included
in one variable. It measures the degree of depen-
dency between two variables. Two variables have
zero mutual information if they are independent of
each other, which means that one variable doesn’t
reveal anything about the other. The degree to which
each feature provides information about the target
variable may be measured using mutual information
in feature selection. Features are often more relevant
when they have a higher mutual information with the
target.

In feature selection, Y would be the target variable,
and X would be a feature. The mutual information for
X and Y, two discrete random variables, is given by:

P(x.y)

_ 1
P(x)P(y) M

MI(X;Y)= Y Y P(x.y)log

xeX yeY

where P(x,y) is the joint probability distribution
of X and Y, P(x) and P(y) are the marginal
probability distributions of X and Y, respectively,
and the sum is taken over all values x € X and
y €Y.
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Phishing Datasels
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Machine Learning Models
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Fig. 1. Workflow of the proposed model.

Algorithm 1: Proposed MI-AN Feature Selection method for any one dataset

Input: D: Dataset, Ft: Total number of features, n: Number of samples(also called instances or patterns)

Output: SF: Reduced Feature Set
Step 1: SF={}, i=0

Step 2: Compute the rank of each of the Ft features of D using MI and AN separately, and place the ranked
features in two lists, namely MIranks and ANranks, respectively, in ascending order. Thus, the highest -
ranked feature will be placed first in either of the lists, followed by the remaining low-ranked features.

Step 3:i=i+1

Step 4: Determine the common features from both the lists MIranks, and ANranks from among the first i

features. Add these features to SF{i}.

Step 5: Calculate CA for six ML models using the features of SF{i} obtained in Step 4.

Step 6: If i = Ft then go to Step 7.
Else go to Step 3.

Step 7: Determine the SF{i} that produces the maximum CA. Assign features of SF{i} to SF.
Step 8: Calculate all performance evaluation measurements, namely precision, recall, F1 score, specificity,

and ROC curve, with the features of SF.

ANOVA for feature selection

ANOVA (Analysis of Variance) is a statistical tech-
nique used to determine whether the means of
different groups differ significantly from one another.
It identifies if there is a statistically significant dif-
ference between the means across groups. In feature
selection, ANOVA is frequently applied to evaluate
the relationship between a continuous target variable
and a categorical feature. For classification problems
with a categorical target, ANOVA can be employed
to select the most relevant features. Features with a
higher F-statistic are considered more important, as
the F-statistic compares the variation between groups

to the variation within groups. The primary objec-
tive of ANOVA is to maximize the variation between
groups while minimizing the variance within groups.
Thus, a higher F-statistic indicates that the feature has
stronger discriminating power, making it an excellent
candidate for selection.

The F-statistic in ANOVA is calculated as:

= Zf:l (Y, — Y/)z
T e Y (v - W)

F-Statistic = (2)

where k is the number of groups (categories of the
feature), n; is the number of samples in the group i,
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Table 1. Summary of hyperparameters and optimal values across models.

Optimal Values

Optimal Values

Optimal Values

Model Parameter Name Values Tested for Dataset 1 for Dataset 2 for Dataset 3
DT max_depth None, 10, 20, 30, 40, 50 50 40 30

DT min_samples_split 2,5,10 2 2 2

DT min_samples_leaf 1,2,4/1 1 1 2

DT criterion gini, entropy entropy entropy entropy
K-NN n_neighbors 3,5,7,9,11,13,15,17, 19 7 7 5

K-NN  weights uniform, distance distance uniform distance
K-NN algorithm auto, ball_tree, kd_tree, brute auto auto brute
K-NN  leaf size 10, 20, 30, 40, 50, 60, 70, 80, 90 8 80 10
K-NN P 1,2 1 1 1

RF n_estimators 5, 7,9, 10, 20, 30, 40, 50, 100, 150, 200, 250 7 70 150

RF min_samples_split 2,5,7,9,10 9 5 2

RF min_samples_leaf 1,2,3,4 1 2 1

RF max_features sqrt, log2, None sqrt sqrt sqrt

RF ’bootstrap’ True, False True True False
RF max_depth None, 10, 20, 30, 40, 50 20 10 20

MLP max_iter 100, 500, 1000, 2000, 5000 1000 1000 1000
MLP hidden_layer sizes (50,), (100,), (50, 50), (100, 50), (100, 100) 50, 50,50 100,
MLP alpha 0.0001, 0.001, 0.01, 0.1 0.001 0.1 0.001
MLP activation tanh, relu relu relu relu
MLP learning rate constant, adaptive constant constant constant
LR C 0.1, 1.0 1.0 1.0 1.0

LR penalty 11, 12, elasticnet, none none elasticnet L2

LR solver saga, liblinear saga saga liblinear
NB Gaussian Naive Bayes

Table 2. Summary of key properties of the phishing websites dataset 1 used in the experiments.

Properties

Description

Number of features

Number of data or records

Percentage of phishing websites data
Percentage of legitimate websites data

Classes

Total: 30 features. There are 12 features that are based on the address bar, 6 are based on
abnormalities, 5 are based on HTML and JavaScript, and 7 are based on domain categories.
11055 (4898Phishing websites + 6157Legitimatewebsites data)

44 %
56 %
2 (Legitimate and phishing website)

Y/ is the mean of the group i, Y’ is the overall mean
of the target variable, Y;; is the value of the target for
the jt"-sample in the it"-group, N is the total number
of samples.

Experiment
Experiment setting

A Windows 10 machine with an Intel (R) Core
i3 processor (2.30 GHz), 8 GB RAM, and a 500
GB SSD was used to evaluate the proposed model,
implemented in Python 3.12.1. The evaluation was
performed using the labels provided in the data
source and six classification models, namely DT,
KNN, LR, MLP, NB, and RF, with hyperparameter
tuning. Table 1 presents the summary of hyperparam-
eters and their optimal values across the models for
each phishing dataset. The dataset was normalized
using a standard scaler, and null values were removed
prior to training. To address the imbalanced classifi-

cation problem, the SMOTE algorithm was applied.
The experiment employed a 10-fold cross-validation,
and the resulting performance metrics, including CA,
F1 score, precision, recall, specificity, and ROC curve
across the 10-fold cross-validation, are shown in
Tables 5 to 8.%7

Dataset description

In this study, three phishing datasets were used
for the experiments from the UCI Machine Learning
Repository, *® Mendeley Data,*° and the Kaggle web-
site data. Tables 2 to 4 summarize the key properties
of the phishing datasets used in the experiments and
evaluation.

Visualizing feature importance using Ml and ANOVA

Figs. 2 to 7 show the feature importance of the MI
and ANOVA methods across three phishing datasets.
To interpret the contribution of individual features,
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Table 3. Summary of key properties of the phishing URLs dataset 2 used in the experiments.

Properties Description

Number of features Total: 87 features. There are 56 extracted from the structure and syntax of URLs, 24 extracted from
the content of their corresponding pages, and 7 are extracted by querying external services.

Number of data or records 11430 (5715 Phishing URLs + 5715 Legitimate URLSs)

Percentage of phishing URLs data  50%
Percentage of legitimate URLs data 50%
Classes 2 (Legitimate URLs and phishing URLs)

Table 4. Summary of key properties of the phishing webpages dataset 3 used in the experiments.

Properties Description
Number of features Total: 48 features
Number of data or records 10000 (5000 Phishing webpages + 5000 Legitimate webpages)

Percentage of phishing webpages data 50%
Percentage of legitimate webpages data ~ 50%
Classes 2 (Legitimate webpages and phishing webpages)

Feature Imporiance Using Mutial Information

0354
0.30{

0254

e
=

0154

Mutual Information

0104

0.05 |

0,00+

Fenlures

Fig. 2. Feature importance using Ml in phishing dataset 1.

Feawre Imponance Using ANOVA F-score
12000 ¢

1000
R0 |

000 |

ANOVA Fescore

Festures

Fig. 3. Feature importance using ANOVA in phishing dataset 1.
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Feature Importance Using Mutual Information
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Fig. 4. Feature importance using Ml in phishing dataset 2.
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Fig. 6. Feature importance using Ml in phishing dataset 3.
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gature Imporance Using ANOVA Fescore

ANOVA Facure

Fig. 7. Feature importance using ANOVA in phishing dataset 3.

we visualize feature importance using Mutual Infor-
mation (MI) and ANOVA F-scores. These plots rank
features by predictive power, highlighting the most
influential in each dataset.

Machine learning models

Hybrid feature-selection schemes have shown con-
sistent gains in diverse domains, from Arabic sen-
timent analysis to network intrusion detection.*
Motivated by these results, we adopt a simple, scal-
able filterfilter hybrid based on Mutual Information
and ANOVA (MI-AN), and evaluate it with six widely
used learners described below.

1) Decision Tree: A supervised machine learning ap-
proach for classification and regression purposes
is the Decision Tree (DT).1° A tree-like structure
is used to represent decisions and their poten-
tial consequences, including nodes standing for
decisions or attribute tests, branches for results,
and leaves for final predictions or outcomes. The
tree divides according to the best attribute after
beginning at a root node.

2) K-Nearest Neighbor: The K-Nearest Neighbor (K-
NN) classifies test data according to the known
labels of the k neighbors using a distance metric
such as Euclidean distance.'” The class of the test
patterns is determined by a majority of the class
labels that the training patterns predict.

3) Logistic Regression: The supervised machine
learning approach known as Logistic Regression
(LR)'® is mostly used for binary classification
tasks, while it may also be utilized for multi-
class issues. The logistic (sigmoid) function is used
to map input features to a probability score, which
is subsequently used to estimate the probability

that an event will occur. Since the output falls
between 0 and 1, one can use it to predict “yes/no”
or “true/false” outcomes.

4) Multilayer Perceptron: A particular kind of
artificial neural network (ANN) called a Multi-
layer Perceptron (MLP)'° has been developed for
supervised learning tasks like regression and clas-
sification. It consists of an input layer that takes
in feature data, one or more hidden layers that
use weighted connections and activation functions
(such as ReLU, Sigmoid, and Tanh) to compute
and extract patterns, and an output layer that
generates the final prediction. Weighted edges are
used to link neurons in one layer to neurons in the
next layer; each connection has a bias. Through
repeated weight adjustments during training, MLP
minimizes prediction errors by combining gradi-
ent descent with the backpropagation technique.

5) Naive Bayes: The supervised machine learning
algorithm known as Naive Bayes (NB) is based on
Bayes’ Theorem and is mainly used for classifica-
tion tasks. Considering the class label, it makes the
often-unrealistic assumption that all features are
independent of one another, which significantly
simplifies computation. ?°

6) Random Forest: The popular machine learning
algorithm Random Forest (RF) is part of the su-
pervised learning approach. It is used for machine
learning issues that include both regression and
classification. The basis for it comes from the con-
cept of ensemble learning. A single conclusion
is obtained by combining the results of several
decision trees. Because of its simplicity and adapt-
ability, it is becoming more and more popular.
The random forest uses forecasts from each tree
to anticipate the final outcome, and the majority
votes in favor of those predictions. ?!
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Performance evaluation

In this study, we evaluated performance in many
experiments. We calculated the confusion matrix to
determine the true positive (TP), false positive (FP),
true negative (TN), and false negative (FN). The
definitions and formulae to evaluate the model’s per-
formance, like CA, precision, recall, f1 score, and
specificity, are provided below.

1) Classification Accuracy: Classification Accuracy
(CA) is defined as the ratio of correctly predicted
events to all dataset observations. Eq. (3) was used
to compute CA. The total TP and TN divided by the
total FP, FN, TN, and TP numbers provides the CA
as follows:

TP+TN

A =
¢ TP+ TN+ FP+FN 3)

2) Precision: Precision is defined as the percentage
of correctly predicted positive observations to all
expected positives. Eq. (4) was used to calculate
precision. The precision is obtained by dividing
the total number of TP by the total number of TP
and FP as follows:

.. TP
Precision = ———— 4
TP +FP

3) Recall: Recall is defined as the percentage of cor-
rectly predicted positive observations to all of the
dataset’s actual positive observations. Eq. (5) was
used to calculate recall. The recall is obtained
by dividing the total number of TP by the total
number of TP and FN as follows:

TP

Recall = TP—l——F]V (5)

4) F1 Score: The F1 score is the harmonic mean of
recall and precision. It offers a harmony between
recall and precision. Eq. (6) was used to calculate
the F1 score:

2 x Recall * Precision

F1 score = — (6)
Recall + Precision

5) Specificity: Specificity measures the model’s abil-
ity to accurately detect negative samples. Speci-
ficity is calculated by dividing TN by the sum of
FP and TN, as defined in Eq. (7) below:

TN
Specificity = —— 7
pecificity TN + FP 7
6) AUC-ROC: The AUC-ROC curve is a significant
evaluation metric for binary classification prob-
lems. How well a model differentiates between

BAGHDAD SCIENCE JOURNAL 2026;23(5):1920-1940

the two classes is shown by the area under the
curve. A model is considered excellent if its AUC
is around 1, which signifies that it has a good
measure of separability.

Results and discussion

Table 5 presents the experimental results of the pro-
posed model for phishing dataset 1. The first column
of Table 5 presents the selected number of features,
and the second to seventh columns present the CA of
the DT, K-NN, LR, MLP, NB, and RF models, respec-
tively. The last row of Table 5 presents the CA with
all features or the CA before feature selection (base
CA).

In Table 5, it clearly shows in the DT model we
achieve a base CA of 88.86%, whereas we achieve
a CA of 96.74% with 23 SF; in the K-NN model
we achieve 96.46% of base CA, whereas we achieve
96.85% of CA with 25 SF; in the LR model we achieve
91.99% of base CA, whereas we achieve 92.18% of
CA with 25 SF; in the MLP model we achieve 96.81%
of base CA, whereas we achieve 97.07% of CA with
25 SF; in the NB model we achieve 63.92% of base
CA, whereas we achieve 90.08% of CA with only 2
SF; and in the RF model we achieve 93.88% of base
CA, whereas we achieve 96.87% of CA with 25 SF.
Compared to all models, the MLP model performed
better in terms of CA, and compared to the base

Table 5. Classification accuracy achieved by the proposed
method with different ML models for phishing dataset 1 (in %).

SF DT K-NN LR MLP NB RF

1 88.40 88.40 88.40 88.40 88.40 88.40
2 90.86 90.17 90.47 90.86 90.08 90.86
3 91.27 91.27 90.90 91.45 61.90 91.27
4 91.79 90.46 90.88 91.46 61.90 91.79
5 93.33 91.56 90.47 93.11 61.90 93.32
7 93.68 92.83 91.12 93.36 61.90 93.69
9 94.10 93.45 91.87 93.93 63.12 94.14
10 94.36 93.63 91.91 94.45 62.95 94.52
11 94.75 93.85 92.01 94.62 63.02 94.94
12 95.02 94.43 91.97 94.90 63.24 95.17
14 95.20 95.01 91.65 95.29 63.48 95.67
15 95.31 95.15 91.72 95.61 63.57 95.70
16 95.55 95.40 91.84 95.80 63.67 96.00
17 95.87 95.72 91.90 96.00 63.72 96.14
19 96.23 96.14 91.92 96.32 63.76 96.42
21 96.64 96.72 92.09 96.82 63.71 96.69
22 96.71 96.70 92.17 97.05 63.68 96.84
23 96.74 96.77 92.15 96.94 63.66 96.84
25 96.54 96.85 92.18 97.07 63.72 96.87
26 88.26 96.35 92.05 96.75 63.70 93.91
27 88.16 96.35 92.04 96.69 63.81 94.21
29 88.72 96.43 92.00 96.85 63.94 94.19
30 88.86 96.46 91.99 96.81 63.92 93.88
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Fig. 8. Classification accuracy of proposed model with DT model for phishing websites dataset 1.
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Fig. 9. Classification accuracy of proposed model with K_NN model for phishing websites dataset 1.

CA and selected features of CA, we achieved better
performance in selected features.

Figs. 8 to 13 present the graphical representation of
the results in Table 5 across different ML models. In
Fig. 8, the proposed feature selection technique with
23 selected features (SF) achieves the highest clas-
sification accuracy (CA) in the DT model. Similarly,
Figs. 9 to 11 and 13 show that the technique with 25
SF yields the best CA for the K-NN, LR, MLP, and RF
models. In contrast, Fig. 12 demonstrates that the NB
model achieves its best performance with only 2 SF,
reaching about 90% accuracy with just 1-2 SF, while
performance drops to around 60% as the number of
SF increases from 3 to 30. This highlights the strong
discriminative power of the proposed method in the
NB model. Overall, when comparing Figs. 8 to 13, the
MLP model shows comparatively better CA with the
proposed feature selection technique.

Tables 6 and 7 present the experimental results of
the proposed model on phishing datasets 2 and 3. The
first column of Tables 6 and 7 represents the range of
selected features (e.g., 1-10, 11-20) corresponding to
their best classification accuracies. Although exper-
iments were conducted using all features, only the
most relevant ranges are presented to avoid redun-
dancy and unnecessary length. The second to seventh
columns present the CA of the DT, K-NN, LR, MLP,
NB, and RF models, respectively. The last row of
Tables 4 and 5 presents the CA with all features or the
CA before feature selection (base CA). Figs. 8 and 9
present the graphical representation of the results in
Tables 6 and 7 across the best ML models.

In Table 6, and Fig. 14, it clearly shows in the
DT model we achieve a base CA of 93.66%, whereas
we achieve a CA of 96.98% with 43 SF; in the K-
NN model we achieve 95.68% of base CA, whereas
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Fig. 10. Classification accuracy of proposed model with LR model for phishing websites dataset 1.
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Fig. 11. Classification accuracy of proposed model with MLP model for phishing websites dataset 1.
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Fig. 12. Classification accuracy of proposed model with NB model for phishing websites dataset 1.
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Fig. 13. Classification accuracy of the proposed model compared with the RF model on phishing website dataset 1.

Table 6. Classification accuracy achieved by the proposed
method with different ML models for phishing dataset 2 (in %).

SF(Rang) DT K-NN LR MLP NB RF

1-10 9291 9474 92.46 94.35 91.22 95.38
11-20 93.32 95.67 93.04 9521 86.48 95.82
21-30 93.72 95.69 93.55 95.47 81.99 96.07
31-40 93.84 95.84 94 95.69 81.14 96.26
41-50 93.98 95.84 94.13 9552 75,55 96.6

51-60 93.82 95.8 94.28 95.57 73.56 96.49
61-70 93.88 9591 94.38 95.71 71.92 96.54
71-80 93.96 95.7 94.43 95.65 71.44 96.6

81-87 93.93 9571 94.47 95.49 70.19 96.54
87 93.66 95.68 94.47 95.65 68.70 96.55

Table 7. Classification accuracy achieved by the proposed
method with different ML models for phishing dataset 3 (in %).

SF(Rang) DT K-NN LR MLP NB RF

1-10 95.55 94.54 89.32 95.62 8256 96.35
11-20 95.74 95.03 9232 96.12 83.26 97.41
21-30 95.72  94.6 93.06 96.28 84.21 97.78
31-40 95.9 94.69 93.67 96.65 84.12 97.75
41-48 95.96 95.06 93.74 96.9 84.49 97.78
48 95.96 9499 93.71 96.8 83.51 97.75

we achieve 95.91% of CA with 63 SF; in the LR
model we achieve 94.47% of base CA, whereas we
achieve 94.47% of CA with 85 SF; in the MLP model
we achieve 95.65% of base CA, whereas we achieve
95.71% of CA with 63 SF; in the NB model we achieve
68.70% of base CA, whereas we achieve 91.22% of
CA with only 8 SF; and in the RF model we achieve
96.55% of base CA, whereas we achieve 96.60% of
CA with 48 SF. Compared to all models, the RF model
performed better in terms of CA, and compared to
the base CA and selected features of CA, we achieved
better performance in selected features.

Similarly In Table 7, and Fig. 15, it clearly shows
in the DT model we achieve a base CA of 95.96%,
whereas we achieve a CA of 95.96% with 48 SF;
in the K-NN model we achieve 94.99% of base CA,
whereas we achieve 95.06% of CA with 44 SF; in the
LR model we achieve 93.71% of base CA, whereas we
achieve 93.74% of CA with 44 SF; in the MLP model
we achieve 96.8% of base CA, whereas we achieve
96.90% of CA with 42 SF; in the NB model we achieve
83.51% of base CA, whereas we achieve 84.49% of
CA with 42 SF; and in the RF model we achieve
97.75% of base CA, whereas we achieve 97.78% of
CA with 27 SF. Compared to all models, the RF model
performed better in terms of CA, and compared to
the base CA and selected features of CA, we achieved
better performance in selected features.

Table 8 presents a performance evaluation of the
proposed model against other ML models. The first
column of Table 8 presents the datasets. The second
column lists the model names. The third to Seventh
columns present the CA, precision, recall, flscore,
and specificity (in %) of the proposed method, and the
last column presents the number of selected features
in the proposed method.

For phishing dataset 1, Table 1 and Fig. 16 show
that in the DT model, we achieved a CA of 96.74%, a
precision of 96.52%, a recall of 96.98%, a specificity
of 96.51%, and an F1 score of 96.52% with 23 SF. In
the K-NN model, we achieved CA, precision, recall,
f1 score, and specificity of 96.85%, 96.62%, 97.09%,
96.86%, and 96.61%, respectively, with 25 SF. In
the LR model, we achieved CA, precision, recall,
flscore, and specificity of 92.18%, 91.34%, 93.19%,
92.26%, and 91.16%, respectively, with 25 SF. In
the MLP model, we achieved CA, precision, recall,
f1 score, and specificity of 97.07%, 96.76%, 97.40%,
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Fig. 14. Classification accuracy of proposed model with RF model for phishing dataset 2.
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Fig. 15. Classification accuracy of the proposed model with the RF model for phishing dataset 3.

97.08%, and 96.74%, respectively, with 25 SF. In
the NB model, we achieved CA, precision, recall, f1
score, and specificity of 90.08%, 89.48%, 90.86%,
90.16%, and 89.31%, respectively, with only 2 SF.
In the RF model, we achieved CA, precision, recall,
flscore, and specificity of 96.87%, 96.29%, 97.48%,
96.88%, and 96.25%, respectively, with 25 SF. Com-
parison of all models: the MLP model performed
better with each performance evaluation (except re-
call). Similarly, for phishing dataset 2, the RF model
we achieved CA, precision, recall, fl1score, and speci-
ficity of 96.6%, 96.6%, 96.59%, 96.6% 96.61%,
respectively, with 48 SF. Comparison of all mod-
els for phishing dataset 2: the RF model performed
better with each performance evaluation. Lastly, for
the phishing dataset 3, the RF model performed bet-

ter compared to all other models. We achieved CA,
precision, recall, flscore, and specificity of 97.78%,
98.20%, 97.34%, 97.77%, 98.22%, respectively, with
27 SF.

Overall, across the three phishing datasets, model
performance varied based on data features. On
Dataset 1 in Fig. 16, the MLP attained the highest
accuracy across all methods; however, on Datasets 2
and 3 in Figs. 17 and 18, the RF outperformed due to
its effective handling of feature interactions and re-
duced overfitting. Compared to the base accuracy us-
ing all features, the proposed MI-AN feature selection
method significantly improved performance across
all datasets, indicating that the proposed MI-AN ef-
fectively eliminates irrelevant features and improves
model generalization. The proposed MI-AN approach
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Table 8. Performance evaluation of proposed model with different ML models.

Datasets ML models CA Precision Recall Flscore Specificity SF
Phishing Dataset 1 DT 96.74%  96.52% 96.98% 96.75%  96.51% 23
K-NN 96.85%  96.62% 97.09% 96.86% 96.61% 25
LR 92.18% 91.34% 93.19% 92.26% 91.16% 25
MLP 97.07%  96.76% 97.40% 97.08%  96.74% 25
NB 90.08%  89.48% 90.86% 90.16% 89.31% 2
RF 96.87%  96.29% 97.48% 96.88%  96.25% 25
Phishing Dataset 2 DT 93.98%  93.78% 94.21% 93.99% 93.75% 43
K-NN 95.91% 96.21% 95.59%  95.9% 96.24% 63
LR 94.47%  94.83% 94.07% 94.45% 94.87% 85
MLP 95.71%  95.63% 95.8% 95.72%  95.63% 63
NB 91.22% 91.19% 91.27% 91.23% 91.18% 8
RF 96.6% 96.6% 96.59%  96.6% 96.61% 48
Phishing Dataset 3 DT 95.96%  96.59% 95.28% 95.93% 96.64% 48
K-NN 95.06% 94.07% 96.18% 95.11% 93.94% 44
LR 93.74%  93.02% 94.58% 93.79%  92.90% 44
MLP 96.90% 97.43% 96.34% 96.88% 97.46% 42
NB 84.49%  93.74% 73.92% 82.66% 95.06% 42
RF 97.78%  98.20% 97.34% 97.77%  98.22% 27
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Fig. 16. Performance evaluation of proposed model with different ML models for dataset 1.

demonstrates robustness and adaptability, achieving
outstanding results across various phishing datasets.

Figs. 9 to 14 illustrate the receiver operating char-
acteristic (ROC) curves of the ML models enhanced by
the proposed method for phishing dataset 1, provid-
ing an evaluation of its effectiveness. The ROC curves
depict the trade-off between false positives (costs)
and true positives (benefits), thereby establishing the
quality of the proposed method.

The ROC curve of the proposed MI-AN method,
which is commonly utilized in evaluating a classifica-
tion model’s effectiveness, is shown in Figs. 19 to 24.
An example of a model’s performance is a figure that
shows the true positive rate on the Y-axis and the false
positive rate on the X-axis. It also includes the ROC
curve of DT is 0.96, K-NN is 0.97, LR is 0.92, MLP is
0.97, NB is 0.90, and RF is 0.97. High true positive

rates and low false positive rates are characteristics
of an ideal model; the ROC curve demonstrates how
the two relate to one another. Additionally, Figs. 19
to 24 show the ROC curve for each ML model with
the MI-AN feature selection method.

Similarly, Figs. 25 and 26 show the ROC curves for
the best-performing ML models on Phishing Datasets
2 and 3. Although ROC curves were plotted for all
models, only the best-performing ones are presented
to avoid redundancy and unnecessary repetition. For
Dataset 2, the proposed MI-AN method enhanced
the model’s performance, with the Random Forest
(RF) achieving an AUC-ROC value of 0.97, indi-
cating excellent classification capability with a high
true positive rate and a very low false positive rate.
Likewise, for Dataset 3, the MI-AN model achieved
an AUC-ROC value of 0.95 for the RF classifier,
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Fig.19. ROC curve of DT model using the proposed MI_AN method Fig. 20. ROC curve of K-NN model using the proposed MI_AN
for phishing dataset 1. method for phishing dataset 1.
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Fig. 21. ROC curve of LR model using the proposed MI_AN method

for phishing dataset 1.
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Fig. 22. ROC curve of MLP model using the proposed MI_AN

method for phishing dataset 1.
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Fig. 23. ROC curve of NB model using the proposed MI_AN method

for phishing dataset 1.
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Fig. 24. ROC curve of RF model using the proposed MI_AN method
for phishing dataset 1.
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Fig.25. ROC curve of RF model using the proposed MI_AN method
for phishing dataset 2.
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Fig.26. ROC curve of RF model using the proposed MI_AN method
for phishing dataset 3.

demonstrating strong discriminative power and reli-
able detection of phishing instances. These high AUC
values confirm the robustness and effectiveness of the
proposed approach in improving phishing detection
accuracy across multiple datasets.
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Table 9. Comparison of elapsed time and memory usage for machine learning models using all and selected features

across phishing datasets.

All Features

Selected Feature

Memory Uses (MB)

Elapsed Time (s) Memory Uses (MB)

Datasets Models Elapsed Time (s)
Phishing Dataset 1 DT 0.50 0.41
KNN 3.40 0.18
LR 0.41 25.96
MLP 149.60 0.57
NB 0.21 0.15
RF 7.15 1.54
Phishing Dataset 2 DT 2.70 2.75
KNN 9.27 4.8
LR 1.25 72.89
MLP 171.14 5.26
NB 0.35 1.46
RF 20.33 2.15
Phishing Dataset 3 DT 1.09 0.44
KNN 3.87 1.77
LR 0.62 34.92
MLP 143.09 2.14
NB 0.21 0.14
RF 9.05 1.58

0.40 3.21
2.95 3.66
0.38 18.75
157.63 3.91
0.08 0.02
6.72 2.95
1.93 0.4
6.39 2.07
1.27 9.08
164.63 1.18
0.14 2.43
17.13 1.69
1.09 0.44
3.68 3.83
0.61 3.27
131.21 3.62
0.26 3.5
7.80 0.29

Table 9 presents the computational efficiency of
various ML models evaluated on three phishing
datasets. The models considered include DT, K-NN,
LR, MLP, NB, and RF. For each dataset, we report the
total elapsed time (training + prediction) in seconds
and the memory usage in megabytes (MB), and com-
pare performance with all features versus selected
features obtained using the proposed MI-AN feature
selection method.

Elapsed time represents the total duration for a
model to complete training and prediction, measured
using 10-fold cross-validation. The start time was
recorded immediately before model training, and the
end time after cross-validated predictions, capturing
the computational cost of model execution. Across all
datasets, simpler models such as DT and NB consis-
tently require less time, ranging from 0.21 s to 2.70 s
with all features, whereas more complex models such
as MLP and RF require significantly more time, often
exceeding 100 s for MLP and up to 20 s for RF. After
feature selection, elapsed time generally decreases,
particularly for KNN, DT, and RF. For example, DT
on Dataset 2 decreased from 2.70 s to 1.93 s, and
KNN from 9.27 s to 6.39 s. MLP exhibits slightly
variable behavior, with elapsed time decreasing for
some datasets but increasing slightly for Dataset 1,
likely due to overhead from smaller feature subsets
interacting with the network architecture.

Memory usage indicates the RAM consumed during
model training and prediction, calculated as the dif-
ference in process memory before and after execution
and reported in MB. Memory trends vary across mod-
els and datasets. For LR, feature selection markedly
reduces memory consumption (e.g., Dataset 2 from

72.89 MB to 9.08 MB), highlighting the efficiency
benefits of using fewer features. Other models, such
as DT, KNN, and NB, exhibit modest increases in
memory usage after feature selection, which can be
attributed to the internal handling of resampled and
scaled subsets during SMOTE preprocessing. Complex
models such as MLPs and RFs generally maintain
moderate memory usage, demonstrating that fea-
ture selection can optimize computational resources
without compromising the models’ ability to process
high-dimensional data.

Overall, the results across the four datasets indicate
that the MI-AN feature selection method successfully
balances predictive performance with computational
efficiency. By reducing the number of irrelevant or
redundant features, models generally execute faster
and consume less memory while maintaining accu-
racy. These findings highlight the practical utility of
MI-AN for real-time phishing detection systems and
reinforce the importance of evaluating computational
efficiency alongside predictive performance.

Table 10 shows the comparison of the proposed
method with recent research work. In Table 5, the
highest CA from recent research work has been
recorded. All the papers have used the same dataset,
which consists of 30 features and 11,055 samples.

The comparison and analysis of our proposed model
with related research that is currently available in the
literature are shown in Table 10. This comparison and
analysis show that the proposed model performs bet-
ter than the other recent research work. Overall, the
proposed model provides computational efficiency
and robustness when it comes to identifying legiti-
mate and phishing websites.
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Table 10. Comparison of proposed method with recent research work.

Author(s) Year  Model CA
Babagoli et al 2019 Harmony search 92.80%
Chiew et al. 2019 RF 96.17%
Taha 2021 Intelligent Ensemble Learning Approach 95%
Sharma et al. 2022  S-shaped, V-shaped transfer function, K-NN  97.04%
Siddiq et al. 2022  Standard neural network 94.84
Fadheel et al. 2022 SVM 94%
Karim et al 2022  XGBoost 97.04%
Davoudi and Yari 2023  Ensemble model with GA 96.04%
Singh et al. 2023  XGB-PSO model 94.69%
Ali and Jain 2023 RF 95.2%
Medelbekov et al. 2023 RF 96.7 %
Alazaidah et al. 2024 RF 96.58%
Taha et al. 2024 RF 96.89%
Patel et al. 2025 Proposed model for dataset 1 97.07%
Proposed model for dataset 2 96.60%
Proposed model for dataset 3 97.78%

The MI-AN-based phishing detection framework
enhances accuracy across multiple datasets but also
entails ethical and security considerations. The sys-
tem must guard against adversarial manipulation
of website features and ensure low false-positive
rates to avoid misclassifying legitimate sites. Continu-
ous model evaluation, explainability, and adversarial
resilience are crucial to maintaining ethical responsi-
bility and user trust in practical deployment.

Conclusion

Phishing websites attempt to steal identities, obtain
credentials, and commit financial fraud. It is impor-
tant to inform and educate users about these kinds of
assaults and implement protections like email filters,
browser filters, and multi-factor authentication. To
prevent harming themselves, users need to recognize
the obvious characteristics of phishing websites and
keep to security best practices. The main objective of
this study is to build an accurate and computationally
efficient model that can classify between phishing
and legitimate websites based on data.

The proposed study develops a novel hybrid super-
vised feature selection method for individual models
that more accurately and efficiently determines legit-
imate websites from phishing websites. In this study,
we proposed the MI-AN feature selection method to
reduce or optimize the features from the datasets of
three phishing datasets and utilize the most signif-
icant relevant features to create a computationally
efficient model for the highly accurate classification
of phishing and legitimate websites. The mutual in-
formation and ANOVA feature selection methods are
combined in the proposed hybrid MI-AN method. In

the MI-AN feature selection method, the multi-layer
perceptron performs better than other models on
dataset 1. For datasets 2 and 3, random forest models
perform better in terms of classification accuracy. It is
also compared with previously published papers and
performs better in terms of classification accuracy.

In the future, we will use ensemble models and
novel feature selection methods to construct a robust
model based on ML and deep learning for identifying
and classifying harmful URLs and classifying related
attacks, such as phishing emails and websites. Fur-
thermore, other phishing websites’ datasets should be
used to validate and evaluate the proposed MI-AN
feature selection method.
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