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Abstract

The rapid and increasing spread of fake news and rumors in social media platforms has posed issues that
undermine the trustworthiness of digital information, which has led to rapid developments of automated
verification systems. This work provides a comprehensive and critical evaluation of the literature on false
news detecting techniques and systems. The study emphasizes the methodological evolution of the applied
approaches, from the conventional statistical models to the latest advanced Natural Language Processing
(NLP) techniques with hybrid feature extraction such as textual features, sentiment analysis, and structural
propagation dynamics. This review identifies the existing gaps in the research and the limitations of the
literature. Most importantly, it addresses the problems of comprehending colloquial dialects that use
linguistic metaphors and sarcasm, the problems of generalizing across platforms, and the “black box”
nature of sophisticated models. A roadmap focusing on high-precision verification systems is discussed,
along with future research prospects. The importance of using Explainable AI (XAI) tools to increase the
transparency and trustworthiness of models in real-world settings is highlighted.

Keywords: Fake news, rumor verification, natural language processing, explainable artificial intelligence,
systematic reviewer.

1 Introduction

With recent technological progress and the growing popularity of social media apps, conventional ways
of sharing news and information are gradually fading. These traditional methods have largely been
replaced by modern communication platforms. This shift is driven by the fast spread of content, easy
access, and dynamic online environments. Such platforms actively involve users by providing a space

for conversation and opinion-forming, which ultimately changes how people interact with information.
According to the Social Media and News Fact Sheet (July 15-August 4, 2024), 54% of U.S. adults

indicated that they get their news via social media at least occasionally ,
while smaller shares routinely do so on platforms like Instagram.[1]

Building on this shift, the rise of digital communication has altered not just how information is produced
and shared, but also the dynamics of trust and authority online. While these platforms offer new ways to
interact and share content openly, they also blur the line between professional journalism and everyday
user posts. Without clear editorial boundaries, it becomes much easier for unverified claims, rumors, and
fabricated news to spread rapidly, raising serious questions about the reliability of information in the public
sphere.

These consequences extend far beyond the digital realm, directly threatening political stability, public
trust, and social cohesion. The spread of fake news has demonstrably impacted real-world events, from
influencing the 2016 U.S. presidential election [2] to triggering severe public health crises. For instance,
during the COVID-19 pandemic in Iran, rumors promoting methanol as a cure resulted in hundreds of
deaths and thousands of poisonings [3]Similarly, in Brazil between 2016 and 2018, exposure to vaccine
misinformation reported by nearly 90% of surveyed individuals was linked to a noticeable drop in
immunization rates [4]. The sheer scale of this crisis is illustrated by the fact that in 2020 alone, media

platforms had to remove approximately 50 million misleading posts related to COVID-19.[0]
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Given the massive volume and rapid spread of online disinformation, manual verification is no longer a
viable strategy. Consequently, there is a critical need for robust, automated systems capable of analyzing
content in real time. Driven by recent advancements in Natural Language Processing (NLP) and machine
learning, these computational approaches have become essential for detecting false claims, curbing the
spread of rumors, and protecting the integrity of public discourse.[1]

Recent advancements in the field highlight a shift towards integrating deep linguistic context, sentiment
features, and multimodal data. For instance, the JLFND framework successfully outperformed traditional
BERT baselines by fusing entity, relation, and stance features. It achieved impressive results, recording
an accuracy and Fl1-score of 0.94 and 0.95 on the PolitiFact dataset, respectively, and reaching 0.98 for
both metrics on GossipCop [7]. Furthermore, hybrid architectures that incorporate visual elements have
demonstrated significant performance gains. The SSA-MFND model, for example, reached an accuracy
0f 0.912 and an F1-score of 0.914 on the Weibo dataset, alongside a 0.975 accuracy on English datasets,
further confirming the robustness of multimodal verification approaches.[A]

Several research have analyzed the social, political, and psychological effects of falsified information and
have explored various automated detection systems, but there is yet no final solution that can totally
prevent or reliably identify all forms of fabricated content. Traditional methods have fallen short,
especially with the advent of sophisticated media manipulation tools and Al-created content that closely
mimics actual information. the continuous development of false news necessitates additional study and
more powerful detection methods for improving accuracy and flexibility in real world scenarios.[4]

The rest of the paper is organized as follows. In the first part, the issue is introduced with a basic overview.
Then the definition of fake news and its types are given. The final section discusses the most critical
techniques for false news and content detection. Section four investigates the performance of algorithms
employed in research investigations. Section four presents a table summarizing the details of the
experiments. The final section discusses the most important obstacles and future research trends. The sixth
section discusses ethical difficulties and prejudice for the attention of the researchers. The seventh section
is the last to finalize the research.

1 Type Of Fake News

To systematically analyze the structural variations of deceptive content, contemporary research operates
within a framework of 'information disorder'. Within this taxonomy Sandu et al. [10] delineates three
overlapping yet distinct concepts:

L] Misinformation refers to inaccurate claims shared without malicious intent, often arising from a
lack of fact-checking or reliance on unverified sources.

] Disinformation, conversely, is characterized by the orchestrated dissemination of false data. It is
typically driven by organized campaigns aiming to manipulate public perception and erode institutional
trust.

(I Fake news represents a specialized subset within this framework. It involves deliberately

fabricated media designed to mimic legitimate news, seeking to deceive audiences, drive engagement, or
advance ideological agendas. Such content frequently relies on biased contextual manipulation to incite
social polarization.

To systematically classify these structural nuances, Wardle [11] proposes (Figure 1) a typology
comprising seven distinct forms of fabricated content:

[
[
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Fabricated Content “entirely false material
deliberately created to deceive or cause
harm.

False Linking: when content does not match the

accompanying images or captions.

Misleading Content: when selective or biased

_ ) infoermation is used to distort facts.

MNews — — — - Manipulated Content: when original material is

altered to serve a specific agenda.

False Context: when genuine material is
presented within a misleading frame.

Parody/Satire: humorcus or satirical content

that may unintentionally mislead.

Impersonated Content: when credible sources
are imitated or faked.

1. Fake News Approaches And Techniques
Fake news differs from other deceptive content in various ways. It exploits sensationalist
headlines, spreads quickly online, and lacks reliable sources [11], [12]. It also uses emotionally
charged and polarizing language to incite wrath and fear, strengthening social and cultural
divisions [11], [13].

Psychological and social variables influence false news susceptibility as well as language manipulation.
Online misinformation is more likely to be believed by people with poor self-esteem and high social
influence. Fake news uses more third-person pronouns, shorter sentence structures, less lexical diversity,
and more negative emotions [6]. These properties of fraudulent content have been used by researchers to
build methods for detecting it .

Deep learning, linguistic and statistical analysis, and context, meaning, and emotion are used to detect
fake news as (figure 2). This section describes how academics established accurate models to spot fraud
in texts, photos, and social media, from conventional methods to modern intelligent systems.

3.10] Linguistic And Statistical Approaches
In the research of fake news identification ,

various of pure linguistic and statistical aspects are usually used, such as word frequency, TF-IDF scores,
n-grams and stylistic indicators. These elements are aimed to capture shallow textual patterns (e.g., the
overuse of trigger words, punctuation, or repeating phrase structures) that typically distinguish false texts
from real ones. For example, in the work Detecting Fake News from Social Media, the authors used only
the textual content from Twitter, based on data from verified and unverified accounts; this purely statistical
representation of words was later used to train and evaluate several classifiers [14]. Similarly, another
study on misinformation during the COVID-19 pandemic analyzed a dataset of tweets categorized as
authentic or fraudulent, utilizing Bag-of-Words (BoW) and TF-IDF representations to direct the analysis
[15]. These approaches reveal important limitations while demonstrating the utility of surface-level textual
elements. Such models usually lack in modeling the deeper semantic and contextual layers of text which
1s important for retrieving sophisticated or subtle misinformation. They mostly rely on statistical patterns.
Previous research, therefore, have shown that linguistic and statistical models alone provide limited
accuracy. Their true worth is realized when combined with semantic representations, when they are much
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more effective as supplemental signals rather than as primary detectors [7]. Studies on this area indicate
that combining lexical features (such TF-IDF, n-grams, and count-based vectors) with semantic
embeddings (like GloVe) results in a much deeper text representation. “The hybrid architectures allow the
detection systems to learn the language’s structural patterns and the qualitative aspects, such as emotional
tone and informality, that characterize deceptive communication [16].
3.1 Integrating Emotional & Contextual And Semantic Dimension
the analysis of sentiments in news headlines and user comments provides a complementary
approach to detecting fake news and understanding media manipulation. While headlines often
reflect publishers’ intentions and strategies frequently relying on exaggeration or emotional
bias to capture attention user comments represent the audience’s immediate response,
indicating levels of acceptance, rejection, or awareness of manipulation. The divergence or
alignment between these sentiments thus becomes a key indicator of biased or misleading
content. Researchers argue that fake news detection should explicitly integrate emotional and
affective cues from both content and audience reactions, as this dual perspective reveals
manipulation strategies more effectively than content analysis alone. Fake news commonly
relies on negative emotions such as fear, disgust, and anger to attract attention, whereas real
news tends to be more balanced or positive, eliciting trust and anticipation. In the study,
headline sentiment was analyzed using TextBlob, while audience comment sentiment was
classified with NRCLEx, demonstrating the potential of this combined method to enhance the
reliability of fake news detection systems [17]. this dual-layer approach underlines the
connection between the purpose of the communication and the perception of the audience. It
provides an all-inclusive knowledge of the dynamics of disinformation. Studies that use tools
such as TextBlob (sentiment analysis of the headlines) and NRCLex or VADER (reactions of
the audience) have shown that combining emotional signals from the publisher and reader
improves the performance of fake news classifiers. Moreover, non-verbal affective cues like
emojis are also utilized in the sentiment modeling process since these symbols often express
subtle emotions like sarcasm, laughing or fury that cannot be captured through textual analysis
alone [12].
This approach highlights the prevalence of negative affect in disinformation, but most studies
emphasize the role of negative emotions (e.g., fear, wrath, and disgust) in the spread of bogus
news to increase its virality. One study, however, disputed this agreement by demonstrating
that bogus news can also use pleasant emotions . This view stresses that misleading information
can be intentionally created to generate optimism, hope, or even laughter to increase
believability, decrease resistance, and ease dissemination among like-minded people. This
difference further highlights the benefit of capturing the complete range of emotion in detection
models as opposed to only negative sentiment. To handle this complexity, one study
concatenated the textual features obtained through TF-IDF and the emotional features obtained
through sentiment analysis to capture manipulation strategies, and also incorporated the
domain-specific lexical features, such as Thai herbal and disease names, to identify health-
related fake news [18].
According to study, fake news detection algorithms work better when emotional, contextual
and semantic levels are considered combined. The combination allows models to mimic how
phony emotions might support manipulation through social structures and verbal messages.
Word sentiment, network centrality, semantic similarity and message volume were predictive
[19]. For example, one paper suggests a full feature engineering approach with 39 sentiment,
linguistic and named entity variables. This multi-dimensional architecture will provide an
opportunity for deep learning models like GRU, LSTM and RNN to understand lexical
regularities, emotional polarity and entity specific patterns to recognize manipulation methods
better. The emotional and linguistic cues complement each other to provide subtle deception
cues and the diversity of features is required for false news identification [2]. In later works,
there has been a gradual movement towards the combination of classical textual elements with
deeper semantic and contextual models. This progression is exemplified by approaches like
Named Entity Recognition (NER), Relationship Classification (RFC) and Stance Detection
(SD) that move the analysis focus from superficial lexical frequencies to the pragmatic and
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semantic structures underneath news content. NER finds the major entities and events, RFC
finds the relational relationships among them and SD finds attitudes towards concrete claims
or players. The integration of these methodologies provides a unified analytical scheme to
enhance the interpretability and depth of false news identification. A prominent progress in this
line of research is the Joint Learning Framework for Fake News Detection (JLFND) . It uses
an improved BERT-based architecture to jointly learn NER, RFC and SD in a multi-task
learning framework. The model adopts hierarchical attention methods to capture local and
global dependencies, so as to improve the ability to evaluate factual coherence and semantic
consistency [7].

Although integrative approaches help to get a fuller picture of disinformation, emotional
expressions are different for different languages and platforms and contextual cues may be
different as social interactions are different. The models need to be improved, especially with
adaptive architectures that can grasp shifting semantic and emotional conditions in real time.
3.2 Temporal And Network-Based Diffusion Dynamics

Researchers have begun to study the dynamics of spreading bogus news. Empirical studies
have shown that fake news usually has a burst-like diffusion pattern: it spreads with an
accelerated speed in the initial phase, due to novelty and emotional resonance, quickly getting
shares and interactions, but then falls off sharply in engagement after a relatively short period
of time. This temporal pattern sets it apart from genuine news, which tends to disperse more
evenly and keep interest over longer durations. To capture these dynamics, researchers use
diffusion tree analysis, temporal modeling, and network centrality measurements, among other
methods. on both cases, the methods find that, on general, falsehoods spread to more people,
reach a sharper peak and disintegrate more swiftly than truth-based stories. This unique
diffusion curve, a marker of untruth, of quick acceleration followed by fast decrease, has been
consistently observed in large scale social media datasets [20]. Earlier studies have criticized
the generalizability of cascade analysis and network measurements across platforms and
contexts . Diffusion based models are less predictive in real time as they observe patterns of
spread afterwards. Datasets with short temporal coverage are often affected by outdated
information or broken links, which makes replication difficult and undermines current
approaches. To model the complexity of disinformation dissemination, scholars propose deep
graph modeling with temporal and sentiment supervision [21]. Extending this line of work it
has been proposed to use spectral graph deep learning to detect the structural properties of the
relationships between news items, and to combine it with Gated Recurrent Units (GRU) to
represent the temporal dynamics of information flow. Their results show that the combination
of the network structure and temporal sequence can considerably increase the accuracy of
prediction and enable more efficient identification of fake news than existing methods [22]. In
addition to analytical models based on networks, some research have also addressed behavioral
measures to reduce the spread of fake news. For example, researchers examined the influence
of crowd ratings versus expert ratings on users’ impression of news reliability and inclinations
to spread the news . The results demonstrated that the inclusion of ratings, either by experts or
ordinary users, diminishes the perceived credibility of false material and inhibits its re-
dissemination. This shows the need to integrate social and behavioral aspects with technical
models to increase the efficiency of fake news identification [23].

3.3 Integrating Textual And Visual Cues

multimodal models that integrate text and visuals have emerged as a potential path to improve
detection accuracy . A lot of bogus content uses random/unrelated photographs or pictures out
of context. From a semiotic perspective, the congruence of word and image creates credibility,
while incongruence indicates manipulation. Cognitively, when words and visuals are not
congruent, it is harder for readers to retain and comprehend information, and they lose trust.

In technical terms, models like CLIP learn to construct joint spaces of representations for text
and images so that the system can estimate how well they match. Based on this, recent work
has suggested multimodal models with Co-Attention processes that assess semantic
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consistency at two levels low-level entities such as people, locations, and organizations and
high-level descriptive alignment between text and images. These approaches have shown a
high potential in spotting inconsistencies as deceptive news often breaks this consistency [8].
Apart from these technical contributions, the authors also propose a new multimodal dataset
for Bengali comprising text and image data over four categories, viz., factual news,
misinformation, rumors, and misleading headlines, providing an improved empirical basis for
multimodal false news detection [24]. Besides simple semantic consistency, scholars have also
noted the relevance of picture manipulation analysis. Many altered or compressed photos have
unique patterns which are visible in the spatial and frequency domains. For example, the spatial
features can be used to describe the visible content such as objects and events, while the
frequency features based on the DCT-CNN can expose the compression artifacts, watermarks
or splicing as the frequent falsification signs. Models can combine these visual signals with
textual information to better identify discrepancies and enhance classification performance
[25]. More recently, the findings have been extended by employing enhanced CLIP models
and vision architectures such as Vision Transformers (ViT) to extract broad visual properties.
The techniques can be used to assess the coherence between text and images, but also to allow
the systems to detect manipulations, such as the reuse of old photos or changes in the visual
environment. Computer vision has the potential to use visual and textual information to
significantly improve the reliability and accuracy of detecting fake news, which is beyond the
reach of language analysis [26]. Finally, some academics have suggested fully integrated
multimodal frameworks in which many approaches are combined within a single decision-
making system. One study employed a methodology combining NLP and LSTM for text
analysis, computer vision and ANFIS for detecting image manipulations, and fuzzy matching
for text-image consistency checks. These outputs were combined in a fuzzy inference system,
which gave a better accuracy and interpretability in the detection process [27].

Recent work has concentrated on more extensive hybrid frameworks based on multimodal
advancements combining mostly textual and visual information. These approaches incorporate
several kinds of features including linguistic, semantic, emotional, network, and transfer-based
representations to build integrated detection models that can capture misinformation from
multiple analytical angles.

3.4 Unified Multi-Feature Frameworks

Another work further extends the integration of different feature types and applies a
combination of textual, semantic, and sentiment-based features for detecting fake news content.
The features used Bag of Words, TF-IDF, and Hashing which are statistical representations of
the tweets. Semantic features were included by word embeddings and LSTM representations,
so that the model can capture contextual meaning. The authors also included sentiment based
features using the Sentiment Majority Voting Classifier (SMVC) that labeled each tweet as
good or negative. Finally, the study presented hybrid transfer features by mixing the outputs of
Decision Tree and LSTM models which leads to richer feature representations [28].

the examined studies indicate the fact that no single strategy is sufficient for reliable false news
detection. Diffusion-based, textual, semantic and sentiment-centered techniques provide useful
insights, but their limits become apparent when employed in isolation. The most promising
trend is in hybrid and multimodal models that include linguistic, cognitive, structural and
affective characteristics hence providing more robust and generalizable answers.

(Table 1) summarizes the different approaches used in automated systems, highlighting the
benefits and limitations of each.
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Table 1. Comparative Overview of Fake News Detection Approaches

Approach Key Characteristics & Streng Limitations
Y Captures shallow textual patterns Lacks deep semantic and
Linguistic and . . o
. like word frequency, TF-IDF, contextual modeling; limited
Statistical . 2
and stylistic indicators. accuracy when used alone.
. Integrates sentiment cues from Emotional expressions and
Emotional, . s N
publishers and audiences; contextual cues vary significantly
Contextual & . . . .
. effectively reveals manipulation across different languages and
Semantic .
strategies. platforms.

Captures the accelerated spread  Less predictive in real-time; relies
Uil and and sharp peak characteristic of on post-spread cascade analysis
Network-Based P p P P y

fake news diffusion. and network measurements.
. A ti ist . : .
Multimodal SSCSSES SEMANtIC CoNsIStency Higher architectural complexity
between words and images; . .
(Textual + exposes imase manioulations or and relies on computationally
Visual) P £ P heavy tools like CLIP or ViT.

compression artifacts.

From the above table, we can see that no one method can perfectly detect fake news in all
cases. Linguistic and statistical approaches are semantically shallow and sentiment-based
approaches are not applicable to cross-lingual and platform variation. Furthermore,

network based approaches are not capable of early detection and multi-modal models are
computationally expensive.

This means that one approach is no longer sufficient on its own. This emphasizes the
significance of hybrid frameworks that combine several techniques to overcome the
limitations of each one of them and to achieve higher accuracy and robustness.

4. Evolution And Comparative Analysis Of Fake News Detection Models

The detection of fake news has transitioned from statistical and classical machine learning
techniques to deep learning and transformer-based models. Previous works showed reasonable
performances, but they suffered from semantic understanding and domain adaption. Recent
advances with enriched representations and hybrid architectures have dramatically improved
robustness and precision. This section contains a statistical study of the classification

approaches described in the literature, with a focus on major methodological patterns (Figure
3).
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Figure 1. A statistical study of the classification algorithms

4.1 Statistical With Classical Ml

Having described the many techniques that researchers use to detect false news, it is important to study
how these models work in the real world. Comparative evaluations show that typical machine learning
models based on surface features have middling success, whereas deep learning architectures enhanced
with semantic, sentiment, or multimodal variables routinely outperform them. Understanding the reasons
for these performance disparities highlights the strengths and limitations of each modeling paradigm, and
suggests future study directions.

One of the central concerns in fake news detection is why do relatively simple models such as SVM
occasionally beat more complex deep learning architectures such as LSTM? The main one is the nature of
the textual representation. When raw text is translated into accurate statistical characteristics, e.g. using
the TF-IDF, then the surface-level lexical indications such as word frequency and distribution can be
adequate for effective categorization. SVM is well known for its capacity to handle high dimensional and
sparse feature spaces as well as to find a stable and optimal decision boundary.

This seeming gain should not be mistaken for a fundamental advantage of shallow models over deep ones.
It is generally due to limited dataset size and breadth. Simple lexical or sentiment-polarity signals allow
shallow models to easily detect bogus news from authentic news. Deep learning algorithms perform best
on large and diverse datasets and they employ richer semantic and contextual frameworks. Smaller or
domain -

specific corpora are not making use of their representational capability and are either underperforming or
overfitting.

This argument is corroborated by a study on Twitter sentences where SVM outperformed other classifiers
clearly with 98% accuracy, whereas LSTM attained accuracy values ranging

from 54% to 65% [14]. These results emphasize a paradox: the apparent robustness of classic machine
learning models is not due to a more profound representational power, but rather to their compatibility
with restrictive data contexts that make the classification task deceptively simple. A similar type of
evidence was given by a study that addressed a fake-news detection on social media by a text-based
approach integrating word-embedding techniques and both machine learning and deep learning models .
The authors use Truth-Seeker dataset and extract features using TF-IDF, Word2Vec and Fast-Text after
performing a pre-processing pipeline of text cleaning and tokenization. Results indicated that SVM with
TF-IDF achieved the greatest accuracy 99% while CNNs performed well with semantic embeddings but
did not top SVM. This study further supports the idea that detection performance is mostly determined by
the match between feature representation and model architecture rather than the model choice alone [6].
Another work made a similar finding where hybrid transfer features were produced by merging outputs
from Decision Tree and LSTM models with typical textual representations like Bag-of-Words, TF-IDF,
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Hashing and embeddings. Surprisingly, Logistic Regression on these transfer features had the highest
accuracy (98.9%) which surpassed deep learning approaches such as LSTM (93%) [28]. This highlights
the notion that given sparse data, well-engineered feature based classical models can outperform deep
learning models that need big and diverse corpora to unleash their full potential.

Data patterns were also crucial in assessing the performance of algorithms. The fake news was
characterized by recurrent and explicit linguistic traits, such as sensational words and short constructions
that drew samples closer together in the feature space. In contrast, the larger stylistic and semantic
variation of genuine news led to a higher spread among the samples. This means that the effectiveness of
algorithms depends on how homogeneous the data is, and can explain the advantage of particular machine
learning models in certain environments. One study utilized several algorithms (Logistic Regression, K-
Nearest Neighbors (KNN), and Multilayer Perceptron (MLP) to a Kaggle dataset of around 21,000 pre-
labeled news items fraudulent vs real. All models obtained high accuracy (>95%), with KNN being
excellent in fake news detection, while Logistic Regression and MLP provided a balanced performance
across both classes [29]. But the reliance on repetitious domain data points to the possibility of
overestimating resilience.

Limitations of conventionalfake-news categorization methods hinder their utility. First, the textual noise
severely hinders their ability to extract semantic features. Second, they do not alleviate the class imbalance
that degrades minority accuracy. Third, assumptions on simple textual data are applied. Such challenges
highlight the need for more sophisticated models that can deal with noise, imbalance and language
complexity. For the numerically represented WELFake dataset utilizing TF-IDF three ensemble models
were used: 1) Balanced Random Forest for imbalance, 2) XGBoost as an efficient gradient-boosting
method and 3) Light-GBM as fast training and efficiency. The ensemble techniques consistently
outperform standard models in earlier investigations. The top performing models were Light-GBM (97.6%
accuracy and 97.7% F1-score), XG-Boost (96.8%) and Balanced Random Forest 94.4% [30.[

The majority of the prior work was limited to a single domain, such as politics, leading to models that are
not very successful for other news topics due to their narrow scope. To overcome this constraint, the
present study used multi-domain data comprising politics, society, economy, health, and entertainment
news to improve generalization. After preprocessing and numeric representation, a public textual dataset
from Kaggle was used to apply multiple classifiers, such as Logistic Regression (LR), Decision Tree (DT),
Random Forest (RF), K-Nearest Neighbors (KNN), and Support Vector Machine (SVM). The
performance of models varied and the most accurate was SVM with 93.61% accuracy, 91.32% precision
and 95.70% recall [31]. Statistical methods are limited to shallow linguistic patterns and cannot verify
factual consistency or capture deeper semantic linkages. This has led to the inclusion of external
knowledge signals that enable models to check assertions, find contradictions in entities, and assess the
plausibility of material. When paired with verbal or affective aspects, knowledge-based signals are
substantially more accurate and generalizable. For example, the authors of [20] used eight linguistic and
knowledge-based attributes, such as source credibility, topic coverage, and fact-checking indicators, and
found that the accuracy achieved by the linguistic features alone was 77.6% and 89.46%, knowledge-
based features alone was up to 81.2%, and combining both features was 94.4% by using Random Forest.

These findings show the efficiency of hybrid knowledge-enhanced methods on fake-news identification.
Empirical studies give significant evidence that the use of features based on sentiment and lexicons in the
modeling phase can close this gap. For example, the Emo-SL Framework presented for Arabic sentiment
analysis revealed that the performance of the models is significantly improved when affective cues from
emojis are combined with textual data. The study used around 58,000 Arabic tweets and found that the
accuracy of SVM classification rose from 70% for text-only input to 89% when integrating emoji
sentiment ratings with lexical information, with an F1-score of 0.89. This result is in line with the broader
evidence that affective signals, either conveyed by textual polarity, domain-specific lexicons or visual-
emotive cues, are significant to improve classification robustness across several NLP tasks, including fake-
news detection [32]. A study on a Thai-language health dataset, based on this evidence, showed that the
addition of sentiment analysis and health-specific lexical cues in TF-IDF representations improved model
accuracy by more than 7% compared to text-only approaches, with XGBoost providing the strongest
baseline performance.[IA]
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(Table 2) summarizes classical and statistical machine learning models.

Table 1. classical and statistical machine learning models

REF/

Year

[18]
2024

[6]
2024

[14]
2024

[20]
2022

[28]

2024

[29]

2023

[30]
2023

Language

Thai

English

English

English

English

Ukrainian/En
glish

English

Features
represent-tation

semantic
Representat-ions

Statistical,
semantic
Representat-ions

Statistical,
Representat-ions

semantic
Representat-ions

semantic
Representat-ions

statistical +
semantic
Representations

statistical
Representations

Detectio
n
Method

Machine
Learning

Deep
Learning
+
Machine
Learning

Deep
Learning
+

Machine
Learning

Machine
Learning

Machine
Learning
, Deep
Learning
,Transfer
Features

Machine
Learning

Ensembl
e ML

AT

Data Set

health
dataset
collected
from
online
platforms

TruthSeek
er Dataset

Twitter /X
dataset

BuzzFeed
Political
News

Deepfake

Kaggle
Fake News
dataset

WELFake
Dataset

Performanc
e

Accuracy of
XGBO =
0.887, F1-

score =
0.885

SVM + TF-
IDF =99%
Accuracy,
F1=99%;
CNN-3 +
TF-IDF =
98.99%
Accuracy of
SVM: 98%
Logistic
Regression:
95% Naive
Bayes =
74%
LSTM= 54—
65%
Random
Forest
94.4%
accuracy
logistic
Regression
+ Transfer
Features =
98.9%
accuracy

High
accuracy
with
Logistic
Regressio
n=95%

LightGBM :
Accuracy =
97.6%,
F1=97.7%:;

Limitations

-Limited
domain.
-imbalance
between
fake/real
news.

-Single-

domain

dataset.

- Ethical
aspects not
addressed.

-Labeling
Inconsistenc

y.

-Dataset
limited to
political
domain.
- Domain
specific
dataset.

- No real-
time
evaluation.

-lacks
contextual
features.

- Sensitive
to textual
noise,
limited to
text-only
analysis.
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Table shows classic machine learning models (e.g., SVM, XGBoost) can achieve high accuracy over 95%,
with the help of statistical features such as TF-IDF. However, their performance is still limited to specific
domains (Single-domain) and lacks the contextual depth, which demonstrates the need for advanced
models that can generalise and understand complex texts.

4200  Sentiment With Deep Learning

Deep learning models have higher capability to grasp the emotion , contextual dependencies and subtle
affective cues which older methods fail to capture . Thus, recent work has been devoted to the integration
of sentiment and emotion variables into deep neural architectures for improved detection accuracy and
durability .

To overcome this gap, recent work has explored augmenting traditional text representations with emotive
and sentiment-based information. For instance, a complementary perspective on COVID-19 related fake-
news tweets from a Kaggle dataset revealed that shallow statistical characteristics such as TF-IDF or Bag-
of-Words paired with sequential deep learning architectures can achieve strong results. For instance, in
this work, Bi-GRU achieved 91% accuracy, 93% recall and F1-score of 0.92, outperforming LSTM and
other models [15]. This shows the importance of combining lexical cues with contextual sequence
modeling. The Covid-19 Fake News Sentiment Analysis project extended this inquiry by engineering 39
features, such as sentiment, linguistic, and Named Entity Recognition (NER) features. Deep models on
raw text only achieved 55-59% accuracy while AdaBoost fared somewhat better with 79.88%. However,
the addition of these engineered features led to considerable improvements GRU, in particular, achieved
86.12% accuracy as well as improvements in AUC, precision, recall, and F1 score.[]

Another research extended this approach by combining textual, sentiment, and emotion data for further
improvement of detection. Here, the semantic content of headlines was obtained using GloVe embeddings,
the sentiment was obtained using the polarity scores of TextBlob, while the emotion features from
NRCLex were used to identify fear, disgust, trust and joy categories, then aggregated into higher-level
clusters such as novelty, expectation and neutrality. Only moderate performance was achieved by models
trained only on text (LSTM, GRU, CNN, Bi-LSTM) but performance improved with constantly adding
sentiment and emotion layers. The most striking result was achieved by Bi-LSTM with feature fusion,
presenting AUC 96.77%, accuracy 96.89%, and F1 97.81%, showing proof that emotional cues, contained
in the news content or reflected in the audience responses, give important signals in identifying false from
real news.[IV]

The study showed that combining emoji-based sentiment and textual sentiment considerably enhanced the
performance. Inputs with merely text got an accuracy of roughly 73%, while adding emoji features raised
the accuracy to 84%. When included in the proposed Bi-LSTM model, the overall accuracy achieved
99.68%, significantly exceeding both classic ML baselines and standard deep learning models. This
highlights the importance of emojis as complementary sentiment signals to improve in fake news detection
[12]. The profanity is not only verbal noise, but it contains emotional clues that boost the accuracy of
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sentiment analysis. One LSTM model maintained the profanity while the other one removed it. The results
indicated that removing the profanity decreased the accuracy from 83.4% to 81.6%. This finding implies
that profane utterances include essential affective cues and they may lose subtle emotional information
that negatively affects model performance when removed [33]. The above studies are concerned with
incorporating sentiment and lexical data in false news detection, however the importance of advanced
sentiment modeling has also been emphasized in comparable studies in other fields. For example, the
OptiASAR system for healthcare reviews shows that the combination of BERT-based embeddings, aspect-
level sentiment analysis, sequential models BILSTM, GRU and attention mechanisms can significantly
improve performance. Although such methods have not been used for fake news detection, they
demonstrate the possibility of transferring aspect-based and domain-specific sentiment methods to better
misinformation detection in the future [34]. Introduced by the study for Sentiment Analysis that directly
addresses one of the fundamental shortcomings of traditional embedding models like Word2Vec and
GloVe, i.e. their inability to capture emotional polarity. Traditional embeddings are good at capturing
contextual and grammatical links, but they tend to place words with opposite sentiment, such as good and
terrible, close together in the embedding space because they are used in similar contexts. To tackle this
problem, the authors introduced the Continuous Sentiment Contextualized Vectors (CSCV) model that
improves the pre-trained embeddings by adding the sentiment polarity obtained from lexicons such as
SentiWordNet, SenticNet, and VADER. We adopt a modified CBOW architecture, which is trained to
predict sentiment classes instead of words and then fuse the sentiment and semantic spaces using Principal
Component Analysis (PCA) to get enhanced word representations that better capture emotional
orientation. Extensive empirical evaluation on benchmark datasets MR, SST-1, SST-2 employing CNN,
LSTM and Bi-LSTM architectures shows constant accuracy gains of 1-2% above state-of-the-art standard
embeddings, with Bi-LSTM obtaining up to 88.6% accuracy. These results show that sentiment-aware
embeddings can substantially improve the performance of downstream sentiment classification, offering
more fine-grained affective modeling than typical semantic embeddings [35]. Deep learning models have
made significant advances but performance still relies mainly on sequential architectures, which can face
challenges in handling long-range relationships and subtle contextual inputs. These constraints motivate
the study of more sophisticated language-understanding paradigms that can capture richer semantics,
global context and cross-domain generalization. (Table 3) summarizes deep learning models with emotion
features
Table 2. Deep learning models
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(Table3) illustrates the superiority of sequential deep learning models (such as Bi-LSTM and BiGRU) in
achieving exceptional accuracy, approaching 99%, when combining semantic and statistical features.
Despite this high performance, these models share fundamental challenges, most notably their inability to
understand linguistic complexities (such as sarcasm and colloquialisms) and their lack of transparency and
explainability.

430  Transformers Models

Traditional word representations have showed a good ability to capture surface-level linguistic patterns,
particularly when paired with deep learning methods like convolutional and recurrent neural networks.
Their biggest disadvantage nonetheless is the lack of a representation of meaning in an integrated, context
rich framework. Modern models, on the other hand, leveraging transformer topologies, have demonstrated
improved performance owing to their capability to encode language in deeper semantic spaces and to
capture subtle differences in style, tone and contextual dependencies. Following recent discoveries,
scholars also started to distinguish between human-made and Al-made fake news. Human-made fakes
usually depend on rhetorical devices and cultural signs, while Al-made texts exhibit

particular stylistic signs that can be identified by using contextual embeddings and transformer-based
representations .['1]

The current study developed a new dataset of 1500 Modern Standard Arabic articles 500 real pieces
obtained from Okaz newspaper, 500 fake articles produced by human writers, and 500 fake articles
generated using language models (GPT). Experiments included classic word representations Word2Vec,
FastText and GloVe, and contextual representations based on transformer models such as ARBERT,
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MARBERT, and AraVec. Different deep architectures such as CNN, Bi-LSTM, and GRU were also used
along with transformer based models to differentiate real and fraudulent news. The results showed that the
human performance for fake news detection was limited, not exceeding 52% for Al-generated texts.
However, the transformer models, ARBERT in particular, produced much better results, with an overall
accuracy of about 78%, outperforming traditional models and human participants [37]. Meanwhile, this
line of research was continued by building a cross-domain dataset across politics, economy, health,
religion and manufactured stories characterized by risk level high vs. low. The model used MARBERTV2,
QARiB embeddings, and a multitask deep learning framework to do three tasks simultaneously: fake-
news detection, categorical categorization, and risk prediction. The system attained F1-scores of 94.12%,
84.92% and 88.91% for detection, categorization and risk assessment respectively. Notably, ArabFake
also suggested valence scoring as an explainability technique [38]. In the same line, a model was proposed
to push the field of sentiment analysis further with the concept of an integrated deep architecture, called
Deep Sentiment Analysis (DSA), that depends on a Decision-Based Recurrent Neural Network (D-RNN).
The proposed model uses the capability of BERT-Large Cased to deeply comprehend the linguistic context
and the Stochastic Gradient Descent (SGD) algorithm to improve the training process. Besides, it employs
feature extraction methods such as Bag-of-Words and Word2Vec to represent the text more precisely.
Furthermore, the model achieves better performance by combining Aspect-Based Sentiment Analysis
(ABSA) and Priority-Based Sentiment Analysis (PBSA) for more complete and accurate sentiment
categorization. The experimental findings indicated that the suggested model had a better accuracy of
sentiment prediction than existing models [39]. The LGCF model is a complementary framework to the
DSA framework with the same goal of modeling better understanding of emotions via integrating local
and global context analysis. It proposes a multilingual architecture that employs attention mechanisms and
bidirectional networks to produce accurate representations of semantic and affective interactions in text.
Thus, LGCF can be considered a natural extension of the DSA approach, improving the ability of models
to capture complex emotional characteristics and offering possibilities for a wider use of fake news
detection based on the study of contextual and affective tone.[5.]

These results show that more sophisticated contextual models, especially Transformers, are more robust
and reliable for fake-news identification than traditional techniques. As misinformation gets more
sophisticated, especially with the advent of Al-generated content, future systems will need to leverage
deep contextual knowledge and transformer-based architectures in order to stay effective. (Table 4)
summarizes the transformer models.

Table 3. transformer models
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Table (4) shows that Transformer models such as BERT and its derivatives (ARBERT and MARBERT)
achieve a remarkable breakthrough in the accuracy of fake news detection and sentiment analysis,
averaging over 94% across multiple languages. Despite this superiority, these models remain limited by
their high hardware costs and their sensitivity to noise in neutral texts.

4400 Model Optimization Strategies In Fake News Detection

To improve the resilience and generality of fake-news detection systems, several fundamental issues need
be addressed, including data distribution, model complexity, and feature representation challenges. One
of the most persistent problems is class imbalance , which often results in models being biased towards
the majority class , usually actual news , while reducing their capacity to correctly identify fake news .
This imbalance increases the probability of type Il errors of not detecting bogus content and lowers the
reliability of detection systems in the fight against disinformation. To address this, the designers of Themis
model applied data augmentation techniques like TSIT and MixGen to rebalance the dataset and increase
the training samples. The experimental results indicated that the total performance was significantly
improved, with the ReCOVery dataset obtaining up to 97.5% accuracy by combining TSIT with LoRA,
suggesting that augmentation-based rebalancing offers a feasible and viable way to address data imbalance
[26]. Other than balancing at the data level, a crucial strategy to improve performance is to optimize model
efficiency. The fine-tuning of big language models such as BERT suffers from severe computing hurdles
because of the huge number of parameters, which typically limits their implementation in large-scale or
resource-constrained scenarios. In this respect, the ABERT model provided a parameter-efficient
alternative by freezing the base weights of BERT and solely training light-weight adapters. This strategy
decreased the number of trainable parameters by ~67.7% compared to full fine-tuning and achieved great
accuracy (91.98% on PolitiFact, 85.79% on GossipCop and 99.09% on an Al-generated news dataset).
These results demonstrate the feasibility of ABERT to obtain competitive results against heavier systems
like BERT and DistilBERT, while significantly reducing the computational costs.[¢l]

Furthermore, the influence of input encoding schemes on the performance optimization of fake-news
detection has been pointed out in recent works. In a study to evaluate the SGDM-GRU model, three
encoding methodologies profile based, Word2Vec and BERT were tested to determine their relative
impact on classification accuracy . Profile based encoding resulted in the lowest results, 88.7% accuracy
on Weibo and 89.7% on Twitter, whereas Word2Vec produced slightly higher accuracy, 89.7% and 89.4%
respectively. However, with BERT encoding, the model achieved an impressive accuracy of 98.3% on
Twitter, with an Fl-score and recall of 98.5% [22]. These results provide evidence that contextualized
embeddings such as BERT encode deeper semantic and syntactic relationships that standard encodings
miss. This, in turn, dramatically increases the accuracy and the generalization of fake-news detection
systems .

In general, these optimization methodologies, from data balance to parameter efficient fine tuning and
sophisticated input encoding, show that enhancing fake-news detection needs an integrated approach that
addresses both data and model level issues.

4501 Graph-Based Models

A challenge for heterogeneous graph-based fake news detection systems is the poor representation of short
texts. Most of the news shared on social media platforms are usually short and concise, which results in
less semantic information and difficulty to extract discriminative features that allow the model to tell the
difference between true and false news. Existing models heavily depend on linking entities to external
knowledge bases, but they are usually not effective for short texts and different writing styles, which limits
the ability of models to capture accurate semantic relations. Although these methods have facilitated
knowledge-based detection, they largely ignore the topic context of the news and heavily rely on the
quality of entity knowledge alignment, which makes them vulnerable to semantic ambiguity and polysemy
errors. Constructing. The researchers used the LUN and SLN datasets which have multiple news types
like trusted, satire, hoax, and propaganda for evaluating the model in both binary and four-way
classification settings. The data were modeled as a heterogeneous graph of three node types, sentences,
topics and entities, where topics were extracted via Latent Dirichlet Allocation (LDA) and entities were
linked to Wikipedia using TAGME. The proposed FND model incorporated a two-layer heterogeneous
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graph attention mechanism to fuse textual, knowledge-based and topical information in a unified semantic
framework. The experimental results have shown that the integration of the topic information can
significantly improve the performance of baseline models, including BERT and CompareNet, increasing
the accuracy of binary classification and four-way classification by 0.83% and 1.85%, respectively, thus
confirming the effectiveness of the topic integration in fake news detection [42]. A study [43] aimed to
enhance the accuracy of automated rumor verification in real-world scenarios, relying on the analysis of
Twitter claims as events unfolded and developed using the PHEME database. To achieve this, researchers
devised a time-bound mechanism for collecting external evidence to ensure the exclusion of any
information published after the rumor's emergence and to avoid knowledge contamination by future
events. They also developed an innovative approach to constructing knowledge graphs capable of
identifying paths and connections between disparate pieces of information. Furthermore, they created a
novel sequence-matching metric to select the most relevant statements to the rumor, surpassing traditional
information retrieval methods. These statements were then integrated as text with the original tweet into
the verification model. Finally, they refined and updated the PHEME database classifications, specifically
the "Unverified" category, after discovering discrepancies and inconsistencies between the retrieved
evidence and the original classifications. The results proved that this proposed model outperformed
previous state-of-the-art models in performance on the PHEME base, in addition to showing exceptional
ability and high flexibility in generalization when tested on time-separated and objectively different data,
specifically on a database related to Covid-19 pandemic rumors (Covid-RV). To address the limitations
of existing multi-task learning models in processing long conversation threads and capturing inter-task
dependencies, a study [44] proposed the Coupled Hierarchical Transformer for stance-aware rumor
verification. This novel architecture adapts pre-trained contextualized embeddings, specifically BERT, by
dividing lengthy social media threads into shorter subthreads to capture local interactions, which are then
sequentially processed by a global Transformer layer to encode the overall conversation context. To
further exploit the relationship between stance classification and rumor verification, the researchers
introduced a coupled transformer module that explicitly models inter-task interactions, alongside a post-
level attention mechanism that integrates predicted stance labels directly into the rumor verification
process. Extensive evaluations on the SemEval-2017 and PHEME benchmark datasets demonstrated the
model's superiority, as it significantly outperformed state-of-the-art multi-task learning baselines in terms
of Macro-F1 scores. a study [45] introduced an innovative framework for rumor verification on social
media platforms, relying on Stance-Aware Structural Modeling to overcome the sequence length
constraints that limit the efficiency of Large Language Models (LLMs) when processing long
conversations. The proposed methodology entails encoding each post and integrating it with its specific
stance signal, followed by aggregating and compressing reply embeddings based on stance categories to
form a dense, semantically enriched representation of the entire conversation thread. To enhance the
structural understanding of the context, the researchers incorporated two key structural covariates: "stance
distribution" to capture collective orientation and stance imbalance and "hierarchical depth level" to
measure the influence and progression of replies within the conversation. Extensive experiments on
benchmark datasets demonstrated this model's significant superiority over previous approaches in
predictive accuracy, alongside proving its high effectiveness in early rumor detection and its seamless
cross-platform generalization capabilities. (Table 5) summarizes the graphical models used in detecting
fake news.

Table 4. Graph-Based Models
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Table (5) shows that graph-based models and hierarchical transformers excel at integrating external
knowledge and analyzing the contextual structure of conversations. Despite their remarkable superiority,
their effectiveness is heavily dependent on the quality of entity linking and requires rigorous time-based
evidence-gathering mechanisms.

4.6 Hybrid Deep Learning

The ongoing challenge of fake news detection stems from the inherent intricacies of misinformation itself,
including its capacity to mix factual fragments with fabricated ones, employ various linguistic styles, and
utilize textual and visual modalities to deceive audiences. Traditional deep learning and machine learning
models, successful as they are at classifying binary cases of true vs false news, often fail to generalize
across domains, or capture subtle interplay between semantics, context and modality. This analytical
limitation has motivated researchers to search for models that can capture not only the linguistic structure
of news content, but also its contextual and cross-modal relationships. To tackle this challenge, recent
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studies have proposed hybrid deep learning models by combining different neural architectures or multiple
feature types to improve the representational depth. Some recent advances on the detection accuracy and
robustness have been made by the methods of hybridization of CNN and BiLSTM, fusion of graph-based
propagation models with temporal networks, and integration of textual and visual encoders. In addition,
we have stressed the necessity of multi-class classification, enabling us to classify misinformation into
more specific classes such as mainly true or mostly false, reflecting the intricacies of real-world scenarios.
Still, there are conceptual and methodological limits in the field. Many hybrid systems improve accuracy
but suffer from interpretability and scalability issues. Higher architectural complexity generally leads to
lower transparency and computing efficiency. Similarly, multi-class situations are under-explored and
appraised inconsistently across datasets, making the results hardly comparable. This calls for a detailed
review of the latest hybrid frameworks to examine the role of alternative architectural combinations in
addressing the limitations of traditional models and extending the frontiers of false news detection
research, whether textual, multimodal, or reasoning-based. Methods like Bag-of-Words or TF-IDF,
however, do not take into account the semantic context or deeper linguistic patterns. To overcome this
limitation, the researchers propose the CNN-3BiLSTM model that combines the capability of
Convolutional Neural Networks (CNN) to extract local patterns and key phrases and the power of
Bidirectional Long Short-Term Memory (BiLSTM) networks to capture long-range contextual
dependencies within the text. The experiments on several datasets such as Fake News Corpus, Kaggle
Fake News, GossipCop and Fakeddit show that the proposed model outperforms traditional baselines by
a significant margin, with the classification accuracy being improved by around 8% to 15%, especially on
short text datasets like GossipCop. These results validate the efficacy of merging CNN with BiLSTM [46].
Recently, hybrid multi-feature models have drawn more and more attention to capture varied textual
representations and contextual dependency. A prominent contribution in this area is a study that provides
an integrated framework of TF-IDF networks, convolutional neural networks (CNNs), and bidirectional
long

Short term memory networks (BiILSTM) followed by a fast learning network (FLN) classifier. The model
combines the global, spatial, and temporal aspects at an early stage, thus, exploiting the statistical and
semantic qualities of news material. We experimentally evaluated our model on benchmark datasets [SOT
and FA-KES and it outperformed current models such as HyproBERT and DeepCnnBilstm with over 99%
accuracy. The results of this technique show the efficacy of hybrid deep learning architectures combining
several feature domains and providing high detection accuracy along with the computational efficiency
achieved by the use of FLN as a lightweight and fast classifier.[¢V]

In addition to sequential and convolutional combinations, hybridization at graph and temporal levels has
also been examined by researchers to capture the structural dissemination of news in social platforms. The
study included four important datasets in the field of false news identification, including Weibo, Twitter
(twitterl$5, twitter16), Politifact and Gossipcop, covering a variety of genres ranging from political rumors
to entertainment news. The researchers used a hybrid model that incorporates Spectral Graph Deep
Learning (SGDM) that captures the structural patterns of news transmission, and a GRU network that
learns the temporal and dynamic elements. The model was compared with various baseline methods
including Decision Tree, SVM, GCN and LSTM. The results showed that the SGDM-GRU greatly
outperformed the others, reaching the best performance in all datasets. On Twitter, it reached an accuracy
of 98.3% with a recall of 98.5% and an F-score of 98.5%. It also achieved excellent results on the other
datasets (Weibo: 0.9205, Politifact: 0.9732, Gossipcop: 0.9642), demonstrating its capability to detect
bogus news with high precision [22]. The sentiment analysis role is a strong indicator of the manipulative
content. A study on 402 tweets using XGBoost found that the sentiment was the most influential factor,
followed by the network centrality, word similarity, and the interaction volume. The Random Forest
algorithm had the highest accuracy (94.1%) among the models.[19]

Building on such hybrid concepts, models have begun to include domain adaptation techniques to better
generalization over diverse forms of news information. The SLFEND (Soft-Label for Multi-Domain Fake
News Detection) model has a hybridization type that blends various neural architectures into one textual
framework. The hybridization combines Leap-GRU that improves efficiency by leaving out uninformative
terms, and a group of expert networks (TextCNN, DCNN and DPCNN) that are coordinated by a Domain
Gate to balance their domain-specific contributions. This hybrid technique attempts to harness the

q0




Journal of Al-Farabi for Medical Sciences volume (3), No (1) September (2025)

complimentary power of recurrent and convolutional models, modeling both sequential dependencies and
local textual patterns, while alleviating domain bias. As a result, SLFEND delivers better generalization
on many domains and better detection accuracy than standard single-model baselines. Results revealed
better performance with F1 scores of 92.49% on Weibo21 and 89.98% on Thu, outperforming state-of-
the-art baselines [48]. Further, hybrid deep learning has developed with intricate textual architectures,
incorporating linguistic, relational, and stance-based elements. For a more sophisticated approach, the
Joint Learning Framework for Fake News Detection (JLFND) enhances the power of deep learning by
adding entity recognition (NER), relational features (RFC) and stance detection (SD) to BERT. This
paradigm incorporates many signals into a coherent model with hierarchical attention and consistency
losses. JLFND outperformed both traditional baselines and typical BERT implementations with
impressive accuracy F1 0f0.94/0.95 and 0.98/0.98 on the FakeNewsNet datasets PolitiFact and GossipCop
respectively.[V]

Another area for hybrid model development has been the use of Chain-of-Thought reasoning to boost the
interpretability and reliability of false news detection systems. This method enables the model to
demonstrate the logical reasoning stages to get its decision, so that the user may understand why a piece
of news is labeled as true or false. Also, it helps mitigate the impact of random errors by allowing the
model to revisit the reasoning sequence and check the internal coherence before the final result is
generated, which makes the classification process more accurate and transparent. Within this framework,
a hybrid model combining Chain-of-Thought reasoning and In-Context Learning with Knowledge
Distillation from the GPT-4 model to the lighter Qwen2 model was built. The study used the CEFKE
dataset, which was created to facilitate linguistic and logical interpretability in classification judgments.
The CEFKE dataset added a category of "undetermined" news, which is a signal of a progression towards
multi-level categorization. The findings show the better performance of the model with respect to the
accuracy (94%) and the interpretative consistency .[£9]

The methodological path has also gone beyond text-only designs to multimodal fusion, combining textual
and visual clues for a better detection of manipulation. The MultiBan FakeDetect study goes beyond text-
based methods and demonstrates the potential of multimodal solutions. The researchers worked with a
dataset of 9,600 text-image combinations, across four categories including disinformation, rumor,
clickbait and true news. They integrated language models such as mBERT and XLM-RoBERTa with the
visual model DenseNet-169, investigating three fusion strategies Early, Late and Intermediate. The early
fusion approach among them performed best with an accuracy of 79.69% for binary classification, whereas
that for multi-class classification was more difficult due to the overlap among categories .[T¢]

This line of research led to more advanced multimodal architectures that focused on semantic alignment
between text and images. For example, the SSA-MFND model was assessed on datasets in Chinese Weibo
and in English. It extracted textual characteristics using BERT with BERT Whitening to address
embedding anisotropy and visual features using VGG-19. with the addition of OCR for text in photos and
tools for entity recognition and description. By using a Co-Attention strategy to maintain the semantic
consistency at both the entity and description levels, SSA-MFND achieved state-of-the-art results of 0.912
accuracy and 0.914 F1 on Weibo and 0.975 accuracy and 0.973 F1 on English datasets, respectively. We
show that the combination of textual and visual modalities coupled with embedding refinement leads to
better and more generalizable outcomes compared to text-only techniques.[A]

This approach was subsequently enhanced in subsequent investigations by explicitly modeling cross-
modal alignment between written text and related imagery, and handling circumstances of semantic
incongruence. The drawback of unimodal models in detecting false news, stating that text-based methods
usually neglect the discrepancy between the text content and the associated graphics, letting misleading
stories slip through if real text is combined with altered visuals. To address this problem, the authors
proposed the MFFFND-Co model that integrates textual features extracted from BERT, spatial features of
images using VGG19, and frequency-domain features using DCT-CNN. They also added a semantic
consistency module to evaluate the consistency between the news text and the automatically generated
image captions. The experimental findings reveal the reasonably good performance of textual
characteristics only, with the classification accuracy beyond 85%. But, the results were greatly improved
with the addition of picture features, with the F1-score of 90% for the Weibo dataset and 94% for the
English News dataset. The comparison demonstrates that images, especially when their frequency data are
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extracted and merged with text using the Co-Attention mechanism, boost the performance of the model
for fake news detection, particularly when the textual and visual modalities are semantically contradictory
[25]. The researchers used a multimodal approach to detect fake news. This included natural language
processing using LSTM to analyze text, computer vision with ANFIS to detect picture modification, and
fuzzy matching to evaluate the consistency between text and image. The outputs were then integrated into
a fuzzy inference system, yielding an accurate and interpretable conclusion.[TV]

In sum, these results point to a clear trend in the field: the development in false news detection is more
and more being achieved via hybrid and integrative methods. Researchers are shifting from statistical and
lexical characteristics to multimodal fusion and context-rich architectures, producing systems that are
more accurate, resilient, and adaptable to other domains. )Table 6( provides a summary of the hysterical
patterns in fake news detection.

Table 5. Hybrid deep learning
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Table (6) shows that hybrid and multimodal models achieve exceptional accuracy, often exceeding 94%,
thanks to the integration of textual, visual, and network features. However, this high accuracy comes at
the cost of significant structural complexity, high computational costs, and scalability challenges.

5.[] Major Limitations And Future Research Directions In Fake News Detection Models

The above study raises a number of technical and methodological issues. Future work needs to address
these issues to further improve false news detecting systems.

(D] Sarcasm and irony: The most challenging problems in preprocessing as mentioned in research
[12], [5], [15]. There is no adequate paradigm to handle sarcasm and irony.
Slang: Slang was considered as a challenge during the preprocessing step in the research [21 .[Is] o[

Multilingual data: This was highlighted as a barrier in preprocessing [6], [24] and the study [28] was
limited to only processing two languages, Chinese and English.
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LI Multilingualism: The propagation of news is one of the concerns most explored in studies on fake

news detection. It is a frequent problem in all communities. Designing a system that is only capable of
processing one language limits the generalizability of the model. Systems that work in more than one

language are needed.[¢]

[JC]  Multimedia content: The growth of multimedia on social media is on the rise. Fake news is
commonly accompanied by photographs or video, hence it is necessary to include multimedia in news
identification. A model that mixes text and image/video needs to be designed [7.[IA] 5[

L] Emojis and Paralinguistics : Emojis are used to represent user emotions such as, rage, excitement,
anxiety, and other emotions . Their removal from the input set has an adverse effect on the quality of the
sentiment analysis. Therefore, emojis are better to be used as features to feed into the system, instead of
eliminating them .[TA]

L] Labeled data dependency: Over-dependence on labeled data hinders generalization and
propagates errors from the preceding step. Semi-supervised or unsupervised learning is more acceptable
[12 .[T1] [

(] Real time detection: Detecting bogus news before it is circulated might limit its detrimental

impact. Some of the proposed systems require non real-time signals to detect news, e.g. based on its speed
of spreading across the network. Therefore, it is necessary to develop a strategy that evaluates in real time

177

[0 Coverage and cross-platform generalization limitations. Using narrow or specialized datasets, e.g.
Reddit [17], Kaggle [6], limits coverage and generalization.
[LIL]  Class imbalance: Fake news datasets are usually imbalanced with one class resulting in bias and

poor generalization ABERT found this problem and offered data augmentation and rebalancing as future
remedies.[IV]

(0] Transparency and interpretability: To avoid uncertainty and undermine the recipient's trust in

classifying a piece of news as false, complex models should not operate as a "black box" as in studies [17].
Study [27] directly addressed this issue by incorporating an interpretability and transparency mechanism
Therefore, by using interpretability mechanisms such as SHAP or LIME users can understand the rationale
behind classification decisions.

6.L.1  Conclusion

This review demonstrates that fake news detection transcends simple linguistic analysis toward a
comprehensive understanding that integrates semantics, emotions, and social context. While traditional
models achieve acceptable performance in limited domains, deep, transformers and hybrid particularly
multimodal models exhibit greater generalization ability and higher accuracy in real-world settings.
Despite these advances, challenges such as training cost, model interpretability, real-time detection, Al-
generated content, linguistic bias remain and demand systematic solutions. The study therefore
recommends a future focus on developing interpretable hybrid models that combine the predictive power
of transformers with transparency in reasoning, while incorporating ethical and linguistic considerations
to ensure the accuracy and efficiency of fake news detection systems across languages and cultures.
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