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Abstract: This study addresses the problem of the absence of well-
defined procedural auditing standards that can be used as guidance when
conducting  audit  engagements in  cloud computing  environments—an
environment characterized by complexity, constant technological
evolution, and the involvement of multiple service providers and clients.
These conditions make the application of traditional auditing approaches
insufficient and often ineffective. The study is based on the assumption
that international auditing standards (ISA) can be integrated with global
security and governance frameworks such as ISO/IEC 27001, ISO/IEC
27017, COBIT 2019, and |ITIL to design a unified procedural audit
guideline capable of meeting the specific requirements of cloud-based
systems and improving audit quality and reliability.
The study aims to propose a practical and applicable framework that
enables auditors to ensure accuracy, reliability, and transparency in cloud
auditing ~ processes  through  the  development of  detailed guidelines,
practical steps, and checklists that enhance the credibility of digital audit
evidence. Furthermore, it seeks to adapt ISA standards to the “shared
responsibility” model that defines cloud environments, clarifying
accountability  and  responsibility = boundaries  between  service  providers
and users to enhance control effectiveness.
The study concludes that achieving high-quality cloud auditing requires
the development of a hybrid auditing framework that combines strict
technical  controls,  governance  requirements, and international  auditing
standards, along with the validation of digital evidence reliability,
identity and access management controls, and continuity testing to

ensure service resilience and data integrity.

Finally, the study recommends developing a comprehensive and integrated audit guideline
that aligns ISA standards with the mentioned frameworks to unify auditing practices and

strengthen trust and transparency in cloud-based environments.
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