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'1,;. r,;r,r-'. ;,s.i;r-tt
ClrJ ir..l Liu dF.$l;- )s.ti,'.r-. ,r-rr:!r .J.1 iiu:yr, r.-61

sil 6tdJl pl J- i+--rll (sMs) dL+ll ij'r+t d.-r r-l Ying ,Huang Dinglong ,Zhu Flaif, patrick Rau
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..-Ll i-+ll cJL_rL.ll o. UJ,,.. r sju !. ! asJ nF $ ellJ
' tlJJl

\p\,Jr-,rjts s-lo ^+Jl 
{JL-! q+r]j e.LJ8 'L+ -3

..D &l o. (lrrl irrur drYllr) irlur cJKll J iiLryl.r

r- !,Jr, d. Ul illll 11! *! ,rri< 
".tt 

dLjl ,nhr ,:-)jll
i,.J, r (sMs) ilLJ 'rii) -l' dl l[_r+ll '.j.+l i,-Ji iis

. +rJ (MMS) 6.*-. r! ljLll iJL-) qJil:

f,.+tt 4irJE

iya:lr (sils) &r-.r
.:,ll (Short Messages Service) '.;rr-ill clLrJl i-.lr $rl

-:,2-!l .!o ..!Sr-, &,.1r .-d..ll \r-s i.,-a:Ulr ar"ii.f t

;Sa., ijL2ll;.sl-5,11 i.i-n'ru-rl irllr Lr6- t ZO i:url
!' r,,61 Jlj J$UJ (Jli*.lo Jl AL-r]! oLi- !' tuLj

t ,ri . , U- 700 ,r"r r-";,,:l l-.ttt1rr.;SJl ilL^.JI.jAl dF
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'Li} 
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. [4] .:.Li- 10 iE;r-!jl llL.,Jl o! ,rrtu. U-1600]

err , dBliljll ,l 'tr-!t ;,- lrit..: L-r-,. LfLjl .ra .,nit

r!-,:. L,it-., clL-J d:l) &t-jl .:!l etni.r rF lrr I r.-i

. t4l(sMs) dsLr .r}i oeLl L!., (l) .J(Jb . (r,tr\4s)

2014 ( 4) 19 ,$At ft!'! c+s: iJ+-

d"s.rl t- Jul ; C-5 ,.jis-:, .1r;t '.;.-J .t.ri:-t .r.5i 6-,
,,1.5S :e eaJ! r 

'fr+ 
>rS ,j+&U:rlr .:fb.l.r'. 'l sla ,lllr

crr 6u ols/l .4li<r 
"pi:Jt 

iits ps: gLJlt eLB gl

.lil,ji- iits. ilJJt

.:rYl.lrl (,lsJ 6bjil iljr-l "h4!l j arJilnlr Cj. r-
ir,ts ;l 1L4iL-1e- '*i3 a: . -r JLL-jl ..rr g-lc _*-:n
.!r--_.r "-l ;,u-.-ar i' . i---- l--J.I rll;.tt 6r--_rtr
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e,{r,Jrl
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L.3r.t J .r' t)_, (MMS) it:#l ;$ll l"3L-Jl ill-J Ah
Jliil drrrL- arojl alJit l J .lJoll O- ir+ iJL LJ-
t_p rJ-1 ;r *;116 -Yt -:yl is..: rre dELjl Jbti leLc

. 1.i1,J..

o. Jr-plr e-n+l Jilj ij s-Jlir-ill (SMS) clLjl iru- -2
.lll ar! r.'{J J dlr,+ll -t.rl OlrE arF. !, a},rJ .b-!l
Jril &-+lt ,-r:.-:!r, osr.:lt;'5*:<.'.'-", tr J &t-Jll

"EL-rl 
(JL !d!r .Js-iiJ ) r el!-I. I u-li-i!l ,,r-r ,Jr,-!l

ir--i-:i! dJrli-)tll sb &.1.-EjJ,r-!r *L L.j, ljL-ia

't _€---E-G
.x. ffi .#i

.HL g
0..". !

(sMs) #r-J rrEj o.Ll 0) deljl

-,,Sl,7. ..r r.- J'i. (SMS) &LJ ,J,i rrj L-J, . srr.JrSryl

',JJ. il &t-jl r-.ii.:.l-ih J (SMSC) .1,),. -,'l &Lril i-s
. [5,4].r1;.lt aJtj;lt d; dl di (sMS gateways)

(Multimedia Message Seryic€) iuj.I ljL{rl a!tr.)

q..s:J e-r crF.i lils *!1, 
'ha gljlr Jt..F -)ll; ,rAr

J LJri J r-i. J,- J i,.r,- 6LiL d.-5 ilt-r dl-rl.r J!+ll

(Jj s.r.3 i+trll Ar ;,1 .'. 1- ,u-r--rlt .-t1 lit;yl.r e lt-.r

lLJll CFLJ Ls .ll:&l a3 tsJl l$ lrr . t}l=ll cry!+ll

-.x. rJt_,+lt ..r- &i r-. Fl olilJl 4! .4rrJ (MMS) "o'-l \l

. [E,7,6] a^Jl .rA il"-!{ &)L-trl cisj
Stream CiPher u",ti.lIl ;d.!tl

(EMS) sEl,{)

Enhancement Messages) ii-.Jl cEL-;Jl i--r: sa:
i.Ll.4 ".'* o. duss; 'r-j cELr.Lli e- dJl (Servic€

. [4] uq-J-o.l cr,-, -J.i>:- --.1 ,i glJl ,i
(Short Messages Service Center) ledl d'L{r0 Lri isJ.

&!r (r, ir-ru (sMs) &L-ll 1+. jr Jj .r. Jj- }J
Lri -.:6-r ri b.u ilL.) &J, L.E &J.! ob .ilx .rbJl-,

L.! ilt-_j'll .l$J e-!r rr, J'+lrr (sMsc) '!, . :tl &L-jl

; ,f-, 't4"AL^,!rr 
cp,;r.:F,J.'.J-i.'.Url -1i te-,11- 'r*'.

Jdl l# auS i;Il illrll or b.r.r_r-i.ll dlll JJ &j
:r..rll c!L-J LIJ a,l--L li r_r , SMS !e; i-ir- e.--
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.ili j .lr1-.r f:rll 9 grEll 6tiJl l-+ . e^rX dA- ajsr
. nol ,uryr

.psl CEL,tl -2

Oli JllltU ,.liiyl ,j[r ilLjl errl .).b ari:.! fill Cl:iJl JA

lu;,, i.4 9- a&-r 6Ei^ll e-ii sr<r. l aLJl, &-/l
6l-:iJl l.u ;--, r c!.L 2l dA qlJJl Cllill alJi:-l 13 daJl

. [0-12] 4,1"jCl ertill +lj3l iiull d+* 1$ +
i.l-;lt erlU.tt ifu3 .,!fr.I {f!s!I

ii)j ar. i,\ij+ll i. lill .)J.C di.ll ,{,.U-lYl *.jill .tLr ,.,S3r

ds-Jt : j\:r F, (2) LEJ| JiJ ajl .'.r- . LJI JA 6y+*
& d!n, x d+-Jl L.+ . x4@x5 LDti 1.;- x cJi-Jl ir- y

.)- cr!+ nJi-Jl Jl iiu:) r y3ey4 Drj. o- y Jr-Jr
l,J.ld-.ryl $5l1 cA oL . xg@yslrltxls x,y ici-Jr D.j,

6,iUJl src e).i tlXt., array of part keys irri* (,i.,..5
2129406079 ,$L4 (2t'-l)(21 -l)(2r r- 

I )rA '.JJiJl i,6j+ll

I elEI 6 r e !ri!l 1lb |]rs: .

+lj * c,5 , out of stream cipher=((xl2Q6)@n l0))
llL-J .:.t! rr, J .Jt- !- .rli-!l! Jti-ll O-. 'l I -

numbr of out o0 lJt 8 JrJr 'Lr-- 
!.J|(SMS)

(SMS) ilLj! ol:. !' irr s crF . (strcam cipher:s*8

olrj- &-r- Jt c+! J_ jl.4l1J 8 !.lU 1.U.. 
..tJ iJ.lt

Lrl :r.; g.rll -1r J_ll l$ c,F ell3!{., . qo- FJ Jl +Ut .:[)
,tiiY :ie ll (MMS) i'.-.. tr ljLr! :JL.e o" crEr_l+il itr.
ca)+Jr ul ,'r- . !--{sMs) iJL.J ol:J 6!r_/l c.)^ &l:
Jslr, . dJJr Cr'r n iijs i). r. ,r riL iJr. ll!)r 1.lLJt j
(SMS) ilLJ .l-i-) .r-.!UJ ' $irl ciuJl "J., 

{jS dr} (2)

. 1,1. !l (MMS) ir-r'3.]l .LiLjl i..1L2 $,1.r a}-nl

2014 ( 4) 19 ,ilAt .i ,iltt i)r

,i-iil !,t J+ll e+ull .lJ. Ji d UtslJ.i-l;,ll .).:31 o- Ja.,

,i-5I i/L , ({!rJ) i-r&'{J &UrsJr is{r,Jl . -r-il
i- lill J. ji iE! .llLlr a,e. L.ll .lLJSJl *.j31 

'L+.tt 
\rr.lrdll

i,i.lr.l,ll *-rill i,l &r- .Li!- Jt- sJ ,t!r!t rir i-,i.j+ll

Inr ;, . t91 .Ll,Jt jljr Jt riurlu (.)lrd 'or,: u- urs+
i.+jJ!Al 4..6. j+ll i. till .Jljt u-Ii s,.lr..il r|-5 a,t.-j .j

. .ui)l q,lityl

sJ+"il| .r$'ii! el.Ej 1,ls+
c+- o- is.- d- 

"11+-.rJt 
;g-:lt i-.!,1 +"- Orln

ijhi. irl.i YJ i+Li LJ clb_' : jLr : i!: 1-rr3 dJlj isul

o-lF dljLl rE OL"J (C,UJ) r,i. I ..,i, 4+.r .!l..]!" .rrj\

(q ,+ E) ,i.j3ll L.+ + c.F 'i.:.ll !-Jl J) e>-tt ,.p,tt

. lJ,.j 't iL illr
(Steganography System) :1$utt ptll:

&lA liL flJs!.L dJulrJl 
'ur) .lcr iri i,rLi iJd:ll plJn ei"),;

qJib 1..ii- iJL_2 rr-. rr ekll ir s-JU, diiln fl C!" 
. :yi td

er-r -. rLLr qll di.-'yl cELy g- \.1 u-t q|.1J1 , .t tl

i;lJl J! kl-l C+.l:a steganogrraphy i-K l-l . ,jL;y t .rrr,

C-l"il! "Al L: ll qr-5J stegano C-.t6.ll O,- uJ,S:iJ i--,i. l,Jrll

'.r!iJl LrisJl JA qJ;J'.ll .iJb ejl -,l r'usr 9l graphy

.[0]

Cr:ti.Jt gbl
:L"A 

Cri_ 
tiJt j. rji'i s,

Ftrlt CuLI -l
'4 h , , U L cls arb &rt]i. flrs-l L# ie elll i4j}ll sr
,tiiYl d r$L-e atJl CEiJI dJ .'r .c,-li Cr'.r y ?L: Crn

v0

Out prrt

nE

i+.;+ ggt tt dJr o+, (2)ds.rll

n'7d6

rl

ry
yl
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rll\l I
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9.!*{ ..x.; frr--.t 1sJ6.ll +iJlJl'Jl d-o J#f
ill-J J3J ir-a:! (SMS)dr+ll c;61 i.tt*y rt$!

,Lr- J,atl (MMS) iuirl .bn-u$

1l\-J irri* J\\ : '1+.Jr$ Jl crUji*'tDI d_,j r+
SMS[m] ii.-J 1!ri* i-. U!, MMS[n] '..)!&Jt Llt-jl
Secret key[z],JJJl CBiJI ijJi-- dEl! lrJlii)r!)Jl lrdll
MMS[m] ;Jr.r..lll-Ljl ilLJ't " 1r irLill (i r.i} ,

ilL.oJl J+ . i i aJJt ,os .l;-Jt SMSaJLe I .trlr s-ii-
ijJid cliJAi aJii l^J!J . s .Ji:.ll sr r.- . U t^JUiJ rbJl

Julu, , (binary) (,jtnll !.Jl dr' 1rri* J) .f>,tt a," ,'

. k[a] iji.Jr rl. qllrj.+ $+Jr.,ij Jlr illJl j)]i
ijJ,i.Jl (Jj 1..-.-!r.!lJ.!lb rti-ll .1. iJJ. .r,1.; ai b.r-.,

. 
', -l .-:1 -tiri--tt .J.r d.t-ji- |L.JF+ .r,i,ir stringl [b]

generator of part .{+3j+ll i. u.]l J.; iij* ur t-c---_r

; ' lj Jl !,j+ll C+Lill # gr+- :!-'!+ pF U.r-u , keys[i]

,E! rF L.! i=151 i-.lJl ,o-r) , surn +iJl ,r e-;r,
ir&ill LlL_rll ilLJl 151 d-.I+ll ir- 1$,1 i?,-ill (sms) ilL,-j

a.-^:jr iJ+ill J) sum i-i . r.. . l^J-J 
-].1rJl 

(MMS)

'J-1F, &"jill i" ull J" Ji ijri* cDB u.r. sl J,'r.ll ;
ot4 ctii! c;irl MMS ;J),a^ll .l'iLjl ilLJ O. bytes e!-
LLJaO-6.'- rl 

C-!l !l .4X Aur-ll SMS iJL-; bits

>61 <r:ls lil sl i+ .F-n ts , l,)Jl Ct1ill .rlj ijj-
,ta)l iJ-.Jii)' +Jrldl oL -l.Jll 6isl dll.s (,lJ n ar.

)li- 1,:- !l MMS;" -'. tlJ"it-jl ilt-r.-f- d rtr\J

.!l-: g dt' 
"r 

ul .i+;ll sMS ilLl cljill i.il 4+.rlL

ficr liL el c.5 . ,tiiyl i;l-r u,i: i+jJl.;iJl djj !'J rl ,il!i

,,rr 1{.,-..r, +-il SMS[g] ljL-jl .:.t-ji- -..!.;+ pJi
p d[u] .ril-n eji* J +Jl lll &F f-:r Char 'riiJl
Lpt:, o-_, wJ$ l ,rr .- ,r d[u] iiJ,i-ll J+ rL-!.i .J,it

bit dl gLr :.ii-ll d-E 6Lrri.- '.,!E .F while iiL
s!.F11 ,rr JJiill d$ c.ltJi'. aL $ll3ltJ Bl tra:ll d r..5J

while iil'll .)lji .J. j/l rl rl 61,Ji-. 6.!i, .ii .Lruij

i. Lill .l]li ij-ris .3tiji! &J+ arii lri-r(i<n) do

$ij U&J. ascii J) t$-e, pi e-rkl rr l d r--6.j+ll

i.Jt--1 g-.3tnJ .r!.!l cr-rll 91Bl rJil.r,r-ii: g.Jl 6J5Jl

LDti o- l.rJl .-,ru O- .l_ll ,'.rtt .r: .r.-.:r, i--itt SMS

ilLjr (lti, &ls $iij !l J +Jrt .:t ,.t- _r!F * . i=i+k2

dB * Jl s +r.ll 6tiji!. &Jal.F. etdll SMS

!,g1ji.Jl .r. cti:! 6jr tr.rn.J dl[u] ijri-ll ; &-r,
Cill rF (JlnLll # (iriill 6tiJl !3 J,A es +-Jl .j-).,
JFJI dt[u.l ij.i-lr.:JE JI- \,!r l0tirJr J] y,-Pt50

2014 (4) 19 ,ii..),e!t Fi.n c'!u i)p

iJl-t eLli! ert -J Jrt i3 fl"-,-3t 4-rJf!.I +jrJlrill
,1,!&$.Lrt-Jl :Jt ,u dilr iplJl (SMS) ,Jtdt lja+l

+J.\ (NN[S)
INPUI:MMS [n].SMsJ'r).sec'er ker. I=t .

OLIPUT:MMS [n]has embedded SMS[m] .

i= l5l,sum=h=0;
s= length ofsms by bits;

For F0 to20
K[a.l - convert secret key[fl to binary:
Next f
In The beginning x0,.......x12,y0,........y6,n0, ......
..n10= take value fiom K[a] ;

for p=0 to(s*8)
t I =x4@x5 ; t2=y3@y4;t3=x9@y514=x I 2@y6; output
of slream cipher:t4on l0 ;
xl2=xl l,xl 1=xl 0,x10=x9,x9=x8,x8=x7,x7=x6,x6=x
5,x5=x4,x4=xj,x3=x2,x2=xl,xl =x0,x0=t2 ;
y6=y5,y 5=y4,y4=y3,y3=y2,y2=y l,y l=y0,yo=tl :
n I 0=n9=,n9=n8,n8=n7,n7=n6,n6=n5,n5=n4,n4=n3=n
2,n2=n l,n l=n0,
n0=t3 ;

stringl[b]= output ofstream cipher ;
next p

Generator ofpart keys[i]= convert stringl [b] to anay
ofchar;
for L =0 to (length ofgenerator ofpart keys[i]-l)
kl=generator of part keys [i];k2=convert kl to
ascii;L=L+ l;sum =sum +k2
next L
sl =i+sum; tF(s1>n) thenexite
else

Forg=0tom-l
Char = SMS[g], d[u]= convert Char to binary,w=
lenth of d[u],u=0 ;
While (u =<( w-l ))do
Bldlul,u =u+l j=0 ;

whilei<ndo
kl=generator of part keys[i];k2=mnvert kl to ascii;i
=i+k2 ,

the first bit for byte MMS[i]=Bl j=j+1, Break
end while
end while
next g
end
dt[h]=mnvert s to binary v = lenth of dl[h] by
bits,h=0 ;

uhile (h =<(v-l )) do
i= 150, the first bit for ble MMS[i]=dl [h],i = i -
l,h=h+l
end while
i( h <50) then
begin
while icl00 do
the first bit for bye MMS[i] =0,i=i-lend while
end if
now sms into mms and ready to send

end algorithm
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6lj ll--Jl (SMS) cFt-J rE 'tjiJ rjJ rhtc AF, a'- d!+l
''.r- . i,:. Fl (MMS) 'o '.* l"3Lr dLJ Ji'lr iiEi- 1$-l
(Jyt -:t isr., _x, ,l ,ll (SMS) ,J!+lr ".j{-J &uo rju".rl i
diLa,ll ii: jsLr. e- ,* LA 
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.rrt; i-tt-jt ulb , ir' nl SMS ilLJ I .rrli fji- ii. r-ll
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INPUT : MMS[n], Secret key[z].
OUTPUT:SMS[m].
Note ; i=lOl,b:l
For i= l0l to 150

D[g] = content the first bit for byte MMS[i]
Next i,x= convert D[g] to dec
For F0 to 20
K[b] = mnvert secret key[fl to binarfb:b+8;
Next f , ln The beginning
x0,...x12,y0,...y6,n0,...n10= take value from K[b]
for p=0 to(x*8)
tl=x4@x5; A=fi@y4;B=x9@5;t4=xl2@y6; output
of stream ciphern4@n l0;
xl2=xl 1,xt l=x10,x10:x9,x9=x8,x8=x7,x7=x6,x6=x
5,x5=x4,x4=x3,
x3=x2,x2=x I,x I =x0,x0=t2;
y6=y5,y 5=y4,y4=y3,y3=y2,y2=yl,yl =y0,y0=tl ;
n I 0=n9=,n9=n8,nE=n7,n7=n6,n6=n5,n5=n4,n4=n3=n
2,n2=nl,nl=n0,
n0=t3;
stringl [fl = output of stream cipher;
next p,Cenerator of Part keys[d]= convert stringl[f]
to array ofchar;
ficr L =0 to (length ofgenerator ofpart ke,s[d]-l)
kl=generator of part keys[L];k2:convert kl to
ascii;L=L+l;
ficr i = 0 to (n-l) do
string3[g]: content of the first bit for byte of
MMSIi+k2l;break;
nexti
next L
SMs[m]=convert string3[g] to string
end algorithm
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Key of secret
Size of sms by number ofcharacter

Size of mms by byte
English

t0 lgkblac

Ftgresaihu),tbvcxzmok 40 40kb),te

9204758t264863869302 30 60 28kb),te

FTGHNYUIOOWERFCDGHMP 40 80

FTGHNYUIOQWERFCDGHMP 50 70 98kblte

a,1 i.t.i.;h< - -ll 60 t20 225kbvte

VFDGBHYTRESDCVBNHJCF 70 160 l5okbMe

tl4l iir,.I dL! +bi g"r$ ur$r. &+le: (2)dr+r
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Design of stream cipher for generat partial keys to Hide the Short Message
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Service (MMS)
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Abstract
Mobile devices messages which are sent via the communications nefworks (SMS) are widely used in practiaal
life. All the messages are sent via the communications networks which are stored inside the mobile devices, are
under the threat of attackers or hackers. Mobile devices are being developed very rapidly in response to the
user's need, while the protection of the (Messages or Information) is achieved by locking the mobile devices
with a special lock. This lock can be unlocked using the opening programs which are existed in the computers.
So, these messages need the design ofa programmed system for their protection. The purpose ofthis research is
to construct algorithm to hide the short message service (SMS) within the multimedia message service (MMS)
with a very higb secrecy via the design ofa(Stream Cipher) to create a series ofpartial keys for that algorithm.
This design cansists ofthree shift registers. Each one consists of l2 bits where there is a series of zeros and ones

series. Thatcreates a series which is the series ofthe partial keys through which the choice ofthe bits position is
selected &om thc sound multimedia message service with a very high secrecy which makes it difficult to the

enemy to locate those positions. To achieve this, the least significant bits (LSB) which have been used by using a
secret key compos€d of 2l b,,tes ( 168 bits).Conse4uently, the probabilities that maybe taken in the initial state to
fe€d the registers are (2168-l) probabilities. Thisalgorithm has been executed on an htc mobile devices.

Multimedia massage service (MMS),short message service (SMS), Least significant bit(LSB)
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