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The criminal liability resulting from the misuse of
artificial intelligence

Assist.Lect.Salah Mahmood Khdair®”

Abstract

The world is witnessing an unprecedented knowledge and technological revolution with
therise of artificial intelligence (Al), which has become capable of making decisions with broad
legal, economic, and social implications. This research aims to analyze the extent to which Al
can be held criminally liable when it commits harmful or illegal acts, and to review the legal
and ethical issues this raises. The research is based on the premise that Al is not merely a
technological tool, but an entity that may participate with humans in decision-making. This
necessitates a re-examination of traditional legal concepts of responsibility and punishment.
Criminal liability arising from the misuse of Al technologies, in light of rapid technological
development and the unprecedented legal challenges it presents, has contributed to the
emergence of new forms of crime, such as deepfakes, cyber fraud, privacy violations, and the
use of intelligent systems to harm individuals or public interests. The main issue lies in the
adequacy of traditional rules of criminal liability to identify the perpetrator, particularly in
cases where Al systems possess a degree of autonomy in decision-making. The research also
discusses the difficulty of establishing the mental element of the crime and determining the
criminally responsible party, whether it be the programmer, the user, or the system owner.
The research concludes with the necessity of developing the penal legislative framework by
adopting specific legal rules governing the use of artificial intelligence, thereby achieving a
balance between the requirements of criminal justice, encouraging technological innovation,

and protecting society.

Keywords: Artificial Intelligence — Criminal Liability — Legal Responsibility — Ethical
Issues — Decision Making — Legal Challenges — Artificial Intelligence and Law — Technological

Revolution — Harmful Acts of Artificial Intelligence.
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