The supplement of Aliragiya University Journal,Volume( 19),The Proceedings of the Law and Digital
World Conference, September 2023".

m ISSN(Print): 1813-4521 Online ISSN:2663-7502  &ci s Aot
alao Journal of the Iragia University =

Adnsutasolall gyajlable online at: https://www.iasj.net/iasj/issue/2776 IR

ic Scientific Journals

(gl duntl39) (gui g SRl 3 yuiatl] (o el utei | el Gt |
Shdds Jgdia il 0
G asd daolnd] 3ol AuS
Civil Liability Arising from Electronic Extortion
(A Comparative Study)
Asst.Lect. Firas Meshhal Abduljabbar

Al-Noor University College - Department of Law
Email: firas.meshhal@alnoor.edu.iq

Allall Laagdy A ALl ol Caness 8381 A30V1 8 Lgnaal cipgls ) dagally Ean) alshal) e s 5KV I3 5alh A
el BB GLYL sysadis Gl sha o Lha (uSat o)1 cansial (g SV ilal) s (30 Bysem dbeasy ¢ eyl Jladl)
Al A5 Aragads B daa (g AY) Y by dhsuall clla) e 38 4 8 Sude HET s cl ¢5dl
cAihally diaall Lo gt ddgdeal) dile ciym AT L. e laal) dealsill Jilugg 4 5SIY) Golall Calidarg cann e o0 ll 4cgdy
Ganll Liads Q31 eY) cale 8ypamn Ay SN wibally ciald Bygems (3 A DY) &ali (g Couilglll (A oanpdi 8 35msl
Y seha 1Y) lall A i g S SRV el 1) €bane 8 A S S o 5500 Agaal) Ayl b
idgsendl) AlSal (ld sed 1 SN Canaall Wl ¢ 39 Y S5V (8 diaal) A ghenal) ST 1 SN lladl i caailiady 39 5SIY)
Aol ) et Al sa SV e Garsall 1 SEY lladlly cAsad) A gheall (g0 1Y) A L ¢omlhe G dadl)
(Aaal) A ggend) — sl = 35 SN SINY) thabida) Lol siedlls

Abstract:
The phenomenon of electronic extortion is a modern and significant issue that has gained prominence in
recent times due to the immense developments witnessed in the digital world. As a form of cybercrime, its
consequences negatively impact individuals' lives and sense of security, instilling fear and panic and
leaving psychological scars more profound than physical injuries. Electronic extortion, characterized by its
remote occurrence through various electronic means and social communication channels, gives rise to both
civil and criminal liabilityGiven the legislative gap in laws, particularly regarding electronic extortion and
cybercrimes in general, the responsibility, whether civil or criminal, becomes a matter of concern. This has
prompted our research into the civil liability arising from electronic extortion in two main sections. The
first section defines electronic extortion, covering its concept and characteristics. The second section
outlines the elements of civil liability in electronic extortion. The subsequent section elaborates on the
provisions of civil liability in two subsections, one discussing the claim of civil liability and the other

addressing compensation for extortion, which serves as a means of redressing material and moral
damages.Keywords: (Electronic Extortion, Compensation, Civil Liability)
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1- Code Civil Article 9 "Vous aurez un droit au respect de sa vie privée. (Les juges peuvent, sans préjudice
de la, propres empécher ou faire cesser une atteinte a l'intime de la vie privée : ces mesures peuvent, s'il y a
une urgence, étre ordonnées en référe).
2- Tribunal de grande instance de paris 17émé chambre civile jugement du 24 nov 2010, Available on link:
(www.legalis.net/ jurisprudences/tribunal-de-grande-de paris-jugment- -24-nov-2010). last visited at
1/7/2023.
Dictionary Books:
e Ibn Mukram, A. J. (n.d.). Lisan Al-Arab (Vol. 1). Dar Al-Ma‘arif.

Legal Books:

e Al-Bahi, A. S. (2016). Civil Liability for Technological Risks and Insurance. New University Publishing
House.

e Al-Nadawi, A. W. (2011). Civil Litigation. Dar Al-Atak for Publishing.

e Malouki, I. A. A. (2007). Law of Civil Litigation. Law Library.

e Smaiel, T. H. (2017). Civil Liability of Journalists for Violating Their Rights in Media Coverage. Modern
University Office.

e Al-Zunoon, H. A. (2006). General Theory of Obligations (\Vol. 1): Damages. Wael Publishing House.

e Moussa, H. (2018). Crimes Committed Through Social Media. Arab Renaissance Publishing.

e Ahmed, K. H. A. (2018). Cybercrimes and Electronic Extortion (A Comparative Study) (1st ed.).
University of Alexandria Publishing House.

o Fadel, S. A., & Saber, A. A. (2017). Civil Liability for Unusual Neighborhood Harms. Arab Center for
Publishing and Distribution.

e Amin, S. H. (2015). Civil Liability for Publications (1st ed.). Law Library.

e Al-Dulaimi, A. M. (2011). New Media and Online Journalism. Wael Publishing House.

e Hakeem, A. M., Al-Bakri, A. B., & Al-Bashir, M. T. (2012). The Concise in the Theory of Obligations in
Iragi Civil Law (Vol. 1): Sources of Obligations. Legal Library.

e Salama, M. A. A. (2006). Computer and Internet Crimes. Maaref Establishment.

e Al-Arian, M. A. (2004). Information Crimes. New University House.

e Al-Momeni, N. A. Q. (2010). Information Crimes. Culture Publishing and Distribution.

e Boubhlit, Y. (2019). Cybercrimes and Prevention. New University House.

Master's Theses:
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e Bint Khamis, A. B. A. (2018). The Problem of Cyberbullying in the Education Phase (Master's Thesis).
Sultan Qaboos University.
e Majid, S. S. (2015). Civil Liability for Media Institutions (Master's Thesis). University of Karbala.
e Mahdi, M. S. (2020). Civil Liability for Online Publications (Master's Thesis). Middle East University.
Research Papers:
e Ashour, E. J. A. (2020). Criminal Liability for Electronic Blackmail on Social Media. Research Published
in Maysan Research Journal, Faculty of Law - University of Maysan, (31).
e Rasheed, I. H. (2012). Estimating Compensation for Audiovisual Media Damages. Research Published in
Journal of Law Research, Faculty of Law - University of Karbala, 4th Year, 1st Legal Conference Issue.
e Saleh, T. M. (2018). Electronic Blackmail. Research Published in the Alexandria Law College Research
Journal, University of Alexandria, Egypt.
e Abdullah, A. A. (2011). Liability Resulting from Misuse of Modern Communication Devices. Research
Published in the Journal of Legal and Political Studies, University of Anbar, 1st Year, 3rd Issue.
e Qais, H. A. (1989). Compensation for Literary Damage in Iraqgi Legislation (A Comparative Study).
Research Published in the Journal of Legal Studies, Judicial Institute, 1st Volume, 3rd Issue.
Iraqi Laws:
e Constitution of the Republic of Iraq of 2005.
e Iraqgi Civil Law No. 40 of 1951.
e Iraqgi Penal Code No. 111 of 1969.
UAE Laws:
e UAE Civil Transactions Law No. 5 of 1985 (as amended).
e UAE Cybercrimes Law No. 5 of 2012.
French Laws:
e French Civil Code of 1804 (as amended).
French Penal Code No. 92-683 of 1992.
French Trust in the Digital Economy Law No. 575 of 2004.
Unpublished Judicial Decisions:
Federal Supreme Court Decision No. 206/Civil Body/2005 on 12/10/2005.
Basra Events Court Decision No. 43/Events/2015 on 17/3/2015.
Central Criminal Court Second Chamber Decision No. 3853/2/2018 on 4/9/2018.
Federal Supreme Court Decision No. 341 on 18/4/2018.
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