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The impact of artificial intelligence on criminal liability arising from cybercrimes.
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Abstract:

The advanced digital and technological evolution in the age of artificial intelligence has led
to an increase in cybercrime and the emergence of new and different, such as electronic
hacking, online fraud, and data theft. These have become some of the most common crimes in
the current era due to the increased use of information and communication technology.
Consequently, the international and national legal systems face complex challenges in
enforcing the law and addressing these cybercrimes. While artificial intelligence offers
significant capabilities that increase the efficiency of detecting cybercriminals, prosecuting
them, and identifying criminal behavior through big data analysis and the recognition of
suspicious patterns to prevent them, it also opens the door for criminals to use Al to design
complex cyberattacks. This makes it difficult to detect the perpetrators and determine their
criminal liability, especially since some cybercrimes are transnational, with perpetrators in
different countries and victims in others, which further increases the challenges facing the
legal system and highlights
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