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Lisan al-‘Arab, Ibn Manzur, Dar Sadir, Beirut, 3rd ed., n.d., vol. 7, p. 24.
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Protection of Private Life in Law, Jassim Mohammed Nasser, Dar al-Matbu‘at al-Jami‘iyya,

Alexandria, 2018, p. 45.
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Cybersecurity and Privacy: Challenges and Legislative Prospects, Mohammed Jassim Al-Hiti, Dar al-
Kutub al-Qanuniyya, Baghdad, 2024, p. 112.
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Islamic Jurisprudence and Its Evidences, Wahbah al-Zuhayli, Dar al-Fikr, Damascus, 4th ed., vol. 4,
p. 2850. and Contemporary Financial Jurisprudence, Ali Mohiuddin al-Qaradaghi, Dar al-Basha'ir
al-Islamiyya, Beirut, 2010, p. 156.
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Kuwaiti Encyclopedia of Islamic Jurisprudence, Ministry of Awqaf, Egypt, vol. 19, p. 221
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Radd al-Muhtar ‘ala al-Durr al-Mukhtar, Ibn ‘Abidin, Dar al-Fikr, Beirut, 2nd ed., 1992, vol. 5, p.
512.

and Medical Surgery Rulings, Muhammad al-Shingiti, Jeddah, p. 420.
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Contract Regulations: Comparative Study, Abdul Hamid Al-Ba'li, Cairo, 2000, p. 92, and
Resolutions of the International Islamic Figh Academy, OIC, Jeddah, Resolution No. 43.
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Jami’ al-Bayan fi Tafsir al-Quran, Al-Tabari, ed. Ahmad Shakir, Al-Risalah Foundation, Beirut, 2000,
vol. 22, p. 302.
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Sunan Abi Dawud, Abu Dawud al-Sijistani, ed. Muhammad Muhyi al-Din Abd al-Hamid, Dar al-
Fikr, Beirut, n.d., vol. 4, p. 271, Hadith no. 4880..
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Lisan al-‘Arab, Ibn Manzur, previous source, vol. 15, p. 332, and Tafsir al-Qur'an al-'Azim, Ibn
Kathir, Dar Taybah, Riyadh, 2nd ed., vol. 7, p. 377.
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Cybercrime in Islamic Jurisprudence, Noura Al-Subaie, Dar Kunooz Ishbiliya, Riyadh, 1438 AH,and
Cybersecurity and Privacy, Al-Hiti, previous source, p. 142.
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Sahih al-Bukhari, Al-Bukhari, previous source, vol. 9, p. 52, Hadith no. 6888, and Sahih Muslim,
Muslim, previous source, vol. 3, p. 1699, Hadith no. 2158.
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Ahmad ibn 'Ali Ibn Hajar al-'Asqalani, Fath al-Bari bi Sharh Sahih al-Bukhari, vol. 12, p. 446 Book of

Dream Interpretation, Chapter “Whoever Falsely Claims a Dream,” Hadith no. 6635,
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Sahih Muslim, Muslim ibn al-Hajjaj al-Qushayri, ed. Muhammad Fuad Abd al-Bagi, Dar lhya’ al-
Turath al-Arabi, Beirut, n.d., vol. 4, p. 1706, Book of Manners, Hadith no. 2177.

18500 ¢ @2l s «(£15 Byall cpll (gme e cBpuolall LI LLaal a8

Contemporary Financial Jurisprudence, Al-Qaradaghi, previous source, p. 185.
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Islamic Jurisprudence and lts Evidences, Al-Zuhayli, previous source, p. 2862, and Contract
Regulations: Comparative Study, Al-Ba’li, previous source, p. 85.
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3D Data Management: Controlling Volume, Velocity, and Variety, Doug Laney, Gartner, 2001, and
Big Data: Concepts and Challenges, Amani Mujahid, Arab Journal of Archiving and Information,
issue 38, p. 12.
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The Age of Surveillance Capitalism, Shoshana Zuboff, n.d., p. 65, and Big Data and Data Mining,
Ghassan Murad, Journal of Media Research, Cairo University, issue 52, p. 142.
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Az ylaislg iy eludl @l s b (@l Houas el Gl.‘g;z)‘ o elus cplus )
19860 25647

Sahih Muslim, Muslim, previous source, vol. 4, Hadith no. 2564, p. 1986.
50100 Az «@ila sbmn e onl ol d& (Gaasle onl 2sls) Slasll 5l e Sl s, ™
Radd al-Muhtar ‘ala al-Durr al-Mukhtar, Ibn ‘Abidin, previous source, vol. 4, p. 501.

Big Data: A Revolution That Will ) LpSasy lileey Lidue 4a,b paiew 898 idesall @bl a
Eamon :,adl 1o 1S5S Sy o pisd mbe 5934 ((Transform How We Live, Work, and Think
125-122 4o 22013 <543 945 <Dolan/Houghton Mifflin Harcourt

Big Data: A Revolution That Will Transform How We Live, Work, and Think, Viktor Mayer-
Schonberger & Kenneth Cukier, Eamon Dolan/Houghton Mifflin Harcourt, New York, 2013, pp.
122-125

gyl Lal s w2 4 a2 (@3l slas¥ b § desall bl led silall allaidl ™
450 22021 5,alall
Legal System for Protecting Big Data under the Digital Economy, Muhammad Nasr Muhammad,

Dar Al-Nahda Al-Arabiya, Cairo, 2021, p. 45.
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Kashaf al-Qina’ ‘an Matn al-Iqna’, Mansur ibn Yunus al-Bahuti, Dar al-Kutub al-‘llmiyya, Beirut,
nd., vol. 3, p.212.

4

2018 ¢ 9591 5lx3¥1 ((GDPR) Liliedl ALos) alal) Asdl1”
General Data Protection Regulation (GDPR), European Union, 2018.
950 (2017 (yalall Asldll Apall Hlall caalze Glel (sl clildl 468>

Big Data Governance, Amani Mujahid, Al-Dar Al-Masriya Al-Lubnaniya, Cairo, 2017, p. 95.

Byalal) Appall La @l s Jrelos] e dani ¢ 2z llly Sl slila ¥ €5 il puad! oY1 ™
45 o (22022

Cybersecurity and Artificial Intelligence: Challenges and Response, Ahmed Ali Ismail, Dar Al-Nahda

Al-Arabiya, Cairo, 2022, p. 45.

67 szl 03y 2400 Az (@il siias (L mumin) meomiall dicdl palzl”

Sahih al-Bukhari, Al-Bukhari, previous source, vol. 1, p. 24, Hadith no. 67.
Slygdde cdylaill 2xdSL ol dimye "ol yianll § @8 edidl Pl . saaadl CapgAl)" ¢yya5"
£2023 o Aseidia

Report: "Deepfake: A Weapon of Digital Destruction in the Modern Era", Al-Azhar Observatory for
Combating Extremism, Al-Azhar Publications, 2023.

28500 Az «3ils somn « o3l By cdxdsly LY daall™

Islamic Jurisprudence and Its Evidences, Al-Zuhayli, previous source, vol. 4, p. 2850.

4ulys "(Deeptrace): "The State of Deepfakes: Landscape, Threats, and Impact ducwge 45 %

2019 (Aiaiy dslas)
.The State of Deepfakes: Landscape, Threats, and Impact, Deeptrace, 2019

.Goodfellow, lan |, et al, "Generative Adversarial Networks", arXiv preprint, 2014, p. 5-7 7!

Loy e oluxe¥l Zalaall slslly (2018 Ziud 175 03)) Gpall cloglall Aas @il dndlSe Geils™
FUNES RS
Egyptian Law on Combating Information Technology Crimes, Law No. 175 of 2018, with relevant

provisions on privacy violation.

11200 (22005 (1L (3dns Gl s (sl plhias i AdlaY! Bsindl § ey il 2l
15

Sharia Policy in Islamic Rights, Muhammad Mustafa Al-Zuhayli, Dar al-Fikr, Damascus, 2005, pp.
112-115.
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Al-Ahkam al-Sultaniyya wa al-Wilayat al-Diniyya, Abu al-Hasan al-Mawardi, Dar al-Kutub al-
‘llmiyya, Beirut, n.d., pp. 236-238.
2105 00 12z «ig s <aalall CaSIl s siendl @B ol LS5 ol o i coAllall oy o nadsll 3lel”
110
Ilam al-Muwaqqji‘in ‘an Rabb al-'Alamin, Ibn Qayyim al-Jawziyyah, Dar al-Kutub al-"llmiyya, Beirut,
vol. 2, pp. 105-110.
-88 40 (2021 c3liy Aigilall 4aSLl adye il e Ogilally LY dasll § Zolaglall @il ™
.92
Cybercrime in Islamic Jurisprudence and Law, Abdullah Murshid, Legal Library, Baghdad, 2021, pp.
88-92.
Al oles ouilatdl ls (gl e @151 e (@ylae duly) LY 485l § Lpoguaill G
214-210,0 (22003
The Right to Privacy in Islamic Jurisprudence (Comparative Study), Abdul Razzaq Ali Al-Hiti, Dar
Al-Nafa’is, Amman, 2003, pp. 210-214.
AL olie ol s olede J1 Gus sgdve 1 Gudes cobladl guga o pealnl coladlgll
22-18 4o ‘ZC ‘f°1997/'“1417
Al-Muwafagqat, Ibrahim ibn Musa Al-Shatibi, ed. Mashhoor Hasan Al-Salman, Dar Ibn Al-Afaan,
vol. 2, pp. 18-22.

38

() 4345 (C5511) 433 515k« Juall 1969 2d 111 63, 1yl ligaall pils™
Iraqi Penal Code No. 111 of 1969 (Amended), Articles 433 (Defamation) and 434 (Insult).
s 2 dnaly Sial) Alaa 8 sdie sy el Ol 8 ol it cigligs
314 U 62021 s9ax. c9 Al;a [ azu\.«.u:}]\ (:M d.ab z\_a.n\;
38200 21z il saimn gl s o o8 0LAN il G oled! ol
Jami’ al-Bayan fi Tafsir al-Quran, Al-Tabari, previous source, vol. 21, p. 382.
2010 18z (21984 « udss ¢ yaidl] Apwdsall Sl g ile el yalladl o« pugaally yoymall®
Al-Tahrir wa al-Tanwir, Muhammad al-Tahir Ibn ‘Ashur, Dar Al-Tunisiyya, Tunis, 1984, vol. 18, p.
201.
1960 1z « puan xS ylmtll S Salikl cpdl (335 « piall palsedl b youisll (ags®
Fayd al-Qadir Sharh al-Jami’ al-Saghir, Zain al-Din Al-Manawi, Al-Maktaba al-Tijariyya al-Kubra,
Egypt, vol. 1, p. 196.
o alall CasIl s cagrad! uadl > Aaslad) 455 5a,d9 aclyd § sllaslly sLs¥
83,0 21990
Al-Ashbah wa al-Nazair fi Qawa'id wa Furu’ Figh al-Shafi’i, Jalal al-Din Al-Suyuti, Dar al-Kutub al-
‘llmiyya, Beirut, 1990, p.83.
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28700 Az <Gl sume « 3l By cdadsly Ly aaall®
Islamic Jurisprudence and Its Evidences, Al-Zuhayli, previous source, vol. 4, p. 2870.

84-83 (o (3ilee sosmn illailly slat™
Al-Ashbah and al-Naza'ir, Jalal al-Din al-Suyuti, Previously Cited, pp. 83—84.

(0.5) ((do.) Apelal) oSO Sl cuums ol cnatll 035 coloard] Lagis ol e e illailly slestn”
(L3) g udla¥l LA s (£l 8,aN all (qme e (Byimlall LI LLasl 458 5485 4a
12 4o 022010

Al-Ashbah wa al-Naza'ir According to the Hanafi School, Zayn al-Din Ibn Nujaym, Dar al-Kutub al-
‘llmiyyah, n.d., p. 85; and Contemporary Financial Issues in Islamic Jurisprudence, Ali Mohiuddin
Al-Qaradaghi, Dar al-Basha'ir al-Islamiyyah, Beirut, 2010, p. 112.

(3007) ol @3y ¢ yoglnll b sl slell LS 3ol sumn (Slnd] umis
Sahih al-Bukhari, Muhammad ibn Isma'il al-Bukhari, previous source, Book of Jihad, Hadith No.
3007.

L) 5538 313 el 3llae s 895 (ddat Aloals Lalys oIl 4aall § Aloglall @ity
142 o 21438 1L (5L, )

Cybercrimes in Islamic Jurisprudence: A Foundational Applied Study, Noura bint Mutlaq Al-Subaie,
Dar Kunooz Ishbilia, Riyadh, 1438 AH, p. 142.
(4880) sl 03y (uad) § b s LS (@il soimn 9l 3l e

Sunan Abi Dawud, Abu Dawud al-Sijistani, Dar al-Fikr, Beirut, n.d., Hadith No. 4880.

ooty (gilall CasIl Sl ¢! sl S8 il BLaTy aBloll it Am guailly il a1

Cybersecurity and Privacy: Challenges and Legislative Prospects, Mohammed Jassim Al-Hiti, Dar al-
Kutub al-Qanuniyyah, Baghdad, 2024, p. 115.
(2590) Caiell 03, ol ¥y Aally sl QLS 3ol sums colis puass

2

Sahih Muslim, Muslim ibn al-Hajjaj, previous source, Hadith No. 2590.

91 4o 2z 21979 g SN 515 (o 9ka ALl dse :Fudns « ks o el (L] Gutilio emas”
Magayis al-Lughah, Ahmad ibn Faris, ed. Abd al-Salam Harun, Dar al-Fikr, Beirut, 1979, Vol. 2, p.
91.

A5 0o <2020 (palall i)Y aial] B yadl Zelaikl o yadl Joudl 3 Aaladl Slucusl] 2aSyo 4,357

Governance of Public Institutions in Arab Countries Report, Arab Administrative Development

4

Organization, Cairo, 2020, p. 15..
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Governance in Islamic Thought: A Comparative Study, Ahmad Al-Shami, Journal of International
Islamic Studies, King Saud University, 2021, Issue 4, p. 112..
382 4o 21 7 «a2001 (palall a1y gl oz o i (OLaN gl Jisls ope oLl pals ™
Jami’ al-Bayan fi Tafsir al-Qur’an, Al-Tabari, Dar Hajar, Cairo, 2001, Vol. 21, p. 382.
201 4o 18 7 (21984 ¢ gt piil) Zudgll Slall gle ol sallall g« ugatlly yoymtll
Al-Tahrir wa al-Tanwir, Ibn Ashur, Tunisian Publishing House, 1984, Vol. 18, p. 201.
oo 1 g () rume (S Aylaal) LS (ol aill o pdall aelall gyt el (ags™
196
Fayd al-Qadir, Al-Manawi, Al-Maktabah al-Tijariyyah al-Kubra, Egypt, n.d., Vol. 1, p. 196.
83 o« Biles s ¢ lladlg sl ™
Al-Ashbah wa al-Naza'ir in Shafi'i Jurisprudence, Al-Suyuti, Dar al-Kutub al-'llmiyyah, Beirut, 1990,
p.83.

6 7 o(05) ey caladl CaSOl ls (558U camy | e U (ol pals 7 5395 Aams™
71 4

Tuhfat al-Ahwadhi, Al-Mubarakfuri, Dar al-Kutub al-llmiyyah, Beirut, n.d., Vol. 6, p. 71.
2870 o Az (@3) Als sdas ,Sall s el By cadsly L daall

Islamic Jurisprudence and Its Evidences, Wahbah Al-Zuhayli, Dar al-Fikr, Damascus, 4th ed., Vol. 4,
p. 2870.

365 4o 27« stmn gbLAN uge cn sl calaslll @
Al-Muwafagqat, Al-Shatibi, Dar Ibn al-Qayyim, Vol. 2, p. 365

135 o 3z (@) g cialadl CaSIl s el ol S5 o o 08 lladl oy e cnadsll le)
Ilam al-Muwaqqi‘in, Ibn al-Qayyim, Dar al-Kutub al-‘llmiyyah, Beirut, Vol. 3, p. 135.

s (88 3,150 Az gl cnl ] U (i sedile ol sallall i (ALYl By adl salis
Magasid al-Shari‘ah al-Islamiyyah, Ibn Ashur, Ministry of Awqaf, Qatar, 2004, Vol. 3, p. 412.

(g ALY LA s (B3 8,801 uall goma e (iad, Nl J3loilly 8yumlakl el LLasl 428™
245 40 (2018

Contemporary Medical Issues and Digital Developments in Islamic Jurisprudence, Al-Qaradaghi,

Dar al-Basha'ir al-Islamiyyah, Beirut, 2018, p. 24.

z p1986/21406 215 «cg s dpalall oSOl 13 Sl ol o)le il 81 i3 @ piliall pily
154 4o 5

Bada'i al-Sana'i fi Tartib al-Shara’i, Al-Kasani, Dar al-Kutub al-'llmiyyah, Vol. 5, p. 154
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Children’s Rights in Islam, Muhammad Al-Zuhayli, Dar al-Maktabi, Damascus, 2010, p. 88.
32 g (@) Bpalall el 1 sslll el gl cisllaladl 2S5
Al-Ahkam al-Sultaniyyah, Al-Mawardi, Dar al-Hadith, Cairo, n.d,, p. 32
12 o (22005 (3yalall ag S «adl dpesd! dee cloglall e, 2y dsgilall Zlosd!
Legal and Shari‘a Protection of Information, Abdulhamid Al-Ba'li, Wahba Library, Cairo, 2005, p.
112.

bl Glexdl 5 83 o (@) dpalall CaSh s Jogundl cuall Pla illaslly ot
67 4o «p2011 ()Y ilaidl ls « Jnmdl 0 (DY) 4aall § Asloslasl)

Al-Ashbah wa al-Naza'ir, Al-Suyuti, p. 83; and Criminal Protection of Informatics in Islamic
Jurisprudence, Mohammed Al-Haniti, Dar al-Nafa'is, Jordan, 2011, p. 67..

1 el ug LY 3 Jaball Bsa> 94154 (o <5z cdilee sbimn Sy adl iy 3 pilall il
(GDPR) 2561 biled) Aulasd Aalall ZsMUl 0 (8) 8alll 2y (1yl85 188 Lo ¢2010 (33 ool
Sl L) g, sl
Bada'i al-Sana'i fi Tartib al-Shara'i, Ala al-Din al-Kasani, Dar al-Kutub al-llmiyyah, n.d., Vol. 5, p.
154; and Children’s Rights in Islam, Muhammad al-Zuhayli, Dar al-Maktabi, Damascus, 2010, p.
88; Compare with: Article (8) of the General Data Protection Regulation (GDPR) concerning
conditions for child consent.
112 o e il susan colaglanld A adls Auigilall dlesedl
Legal and Shari‘a Protection of Information, Abdulhamid Al-Ba'li, Wahba Library, Cairo, 2005, p.
112..

AL bl il Glhsll s ciad! €l e ¢ eyl die A9 AT elarl) dyaall 2S>Y]
142 4o .22004/21425

73

Jurisprudential Rulings on Electronic Transactions, Abdulrahman Al-Sanad, Dar al-Warragq, Riyadh,
2004, p. 142.

74

5 4(6245) couxll o3, DM oldiiaYly medadl Gl (ol LS (Bl saimscgled moe
((2153) cqux péj (ol Ol cala¥ oS (@il yluaa A"QLM )

Sahih al-Bukhari, Muhammad ibn Isma'il al-Bukhari, Previously Cited, Book of Seeking Permission,

Hadith No. 6245; and Sahih Muslim, Muslim ibn al-Hajjaj, Previously Cited, Book of Etiquette,

Hadith No. 2153..
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Jami’ at-Tirmidhi, Muhammad ibn ‘Isa at-Tirmidhi, Previously Cited, Book of Asceticism, Hadith No.
2317; and Sunan Ibn Majah, Muhammad ibn Yazid Ibn Majah, Previously Cited, Hadith No. 3976..
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Al-Ashbah wa al-Naza'ir fi Qawa'id wa Furu' Figh al-Shafi'iyyah, Jalal al-Din al-Suyuti, (n.ed.), p.
84, 1983.

(2822) 0, ¢ ilee sums «(soAll e £(5128) 03, ¢ Balis subima 9l Al e

Sunan Abi Dawood, Sulayman bin al-Ash'ath al-Sijistani, No. 5128; Sunan al-Tirmidhi,
Muhammad bin Isa al-Tirmidhi, No. 2822, (n.d).
67 go b (ool ot o 8 (Aiylae Aulyd k) daall § Agleslael) Asliztl Ll
) ) ) 22011/21432
Criminal Protection of Informatics in Islamic Jurisprudence: A Comparative Study, Muhammad bin
Hussein al-Hunayti, 1sted., p. 67, 2011.
1829 w3, « il setimn «elus gumas 1(893) 1) «dolas suan bl s
Sahih al-Bukhari, Muhammad bin Ismail al-Bukhari, No. 893; Sahih Muslim, Muslim bin al-Hajjaj
al-Naysaburi, No. 1829, (n.d).
21986/21406 164 o 7 «Bilee setims il i) sty § piliall pilay™
Bada'i al-Sana'i fi Tartib al-Shara'i, Ala al-Din al-Kasani, 2nd ed., Vol. 7, p. 164, 1986.
aSI ls aglaaid! @Sl coamemall e haradl 745 o 2z (@laylas lle Loge”
66 o (27 ¢ s (g Arelall
Al-Muwatta, Malik bin Anas, Vol. 2, p. 745; Al-Mustadrak alal-Sahihayn, Al-Hakim al-Naysaburi,
Vol. 2, p. 66, (n.d).
21999/21419 (87 Lo ((Lo.s) « il ami ol eigi ol e e sllally sLs™
Al-Ashbah wa al-Naza'ir ala Madhhab Abi Hanifa, Ibn Nujaym al-Hanafi, (n.ed.), p. 87, 1999.
2564 o3, «Bileo oo ol gumin ¥
Sahih Muslim, Muslim bin al-Hajjaj al-Naysaburi, (n.ed.), No. 2564, (n.d).
92-89 o (3l soima (diylie Huslys oIl 4aall 3 Aleglaol] alindl Blosl :ylany ™

Criminal Protection of Informatics in Islamic Jurisprudence: A Comparative Study, Muhammad bin

79

3

Hussein a|—Hunayti, Op. Cit., pp. 89-92.
85

2079 1) «3rba ssms il unio
Sahih al-Bukhari, Muhammad bin Ismail al-Bukhari, (n.ed.), No. 2079, (n.d).
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Jurisprudential Rulings for Electronic Transactions, Abdul Rahman bin Abdullah al-Sanad, 1st ed.,
p. 156, 2004.
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Muwatta Malik, Malik bin Anas, (n.ed.), No. 2758, (n.d).
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Legal and Sharia Protection of Information, Abdul Hamid al-Ba‘ali, 1st ed., p. 44, 2005.
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Al-Muwafaqat, Ibrahim bin Musa al-Shatibi, 1sted., Vol. 2, p. 365, 1997.
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Summary:

This study aims to establish a jurisprudential framework for "Digital Privacy”
amidst the information revolution. The core problem lies in the legislative gap
regarding the classification of moral rights related to digital data. The research
employs an analytical-foundational methodology, applying major Islamic legal
maxims—such as "Harm must be eliminated” and "The sanctity of blood, property,
and honor"—to modern technological contexts.

Key Findings:

* Characterizing digital data as "immaterial property” (Amwal Ma'nawiyya), where
any infringement invokes the rulings of misappropriation and liability.

* Classifying "Digital Espionage” as a discretionary crime (Ta'zir) that transcends
simple breach of secrecy to a grave violation of private sanctity.

* Providing a Sharia-based grounding for the "Right to be Forgotten” (Digital
Erasure) based on the objectives of Sharia (Maqasid) regarding concealment of
faults (Al-Satr) and social rehabilitation. This concept serves as a legal remedy
against the "digital immortality” of past mistakes.

Recommendations:

The study concludes by urging the Iraqi legislature to fill the existing legal
vacuum by enacting a "Cybersecurity and Data Protection Law" rooted in Islamic
principles. It further recommends mandating tech companies to provide "permanent

deletion” features to safeguard human dignity from digital character assassination.
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