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Article Information Abstract
Research Idea: The infringement of Internet users’ data gives

oo rise to two forms of liability: civil liability and criminal liability.
Rece.lved. AT However, the scope of this research is limited to civil liability,
Revised: 10/6/2026 through examining its concept, scope, and the legal effects
Accepted: 22/6/2026 resulting from such infringement.

Published: 25/6/2026 Objective: This research aims to clarify the meaning of
infringement of Internet users’ data and its various forms, to
emphasize the inviolability of such data and the prohibition of

LauE e any form of infringement thereof, and to identify the legal
Humam M. Yaqoob. consequences resulting from such infringement.

Methodology: This research adopts the analytical method in
Keywords examining the provisions of the Iraqi Civil Code, as well as other
Civil Liability, relevant Iraqi legislative texts wherever applicable, in addition

to the opinions of legal scholars and judicial decisions, and the

Criminal Liability, legal provisions of other countries, in order to identify the extent
Assault, User Data, of legislative shortcomings and to benefit from the approaches
Internet. adopted by other legal systems in this regard.

Results: The research reveals that the infringement of Internet
users’ data entails both civil and criminal liability, in the
absence of a precise legal definition. It further concludes that
the basis of civil liability lies in the rules of the general theory
of obligations, given that the Iraqi legislator has not included
specific provisions in the Civil Code nor enacted a special law
regulating such liability.

Conclusion: The research confirms that the infringement of
Internet users’ data gives rise to liability requiring legal
sanction, particularly civil liability. It also emphasizes the
importance of legislative intervention by the Iraqi legislator,
either by incorporating specific provisions into the Iraqi Civil
Code or by enacting special legislation regulating the liability
arising from such infringements.
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