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Abstract: The traditional concept of State sovereignty has undergone a
fundamental transformation as a result of the rapid development of
information and communication technologies and the increasing reliance
on digital tools in the operation of States' critical information
infrastructures. This technological evolution has significantly increased
the exposure of such infrastructures to cyber targeting, giving rise to the
concept of cyber sovereignty as an extension of the principle of
traditional sovereignty.

The virtual space occupied by cyberspace has become a domain capable
of threatening State sovereignty, owing to the ease of access to and
penetration of digital systems beyond conventional geographical
boundaries.Consequently, cyberspace is now regarded as a modern form
of State boundaries and an essential component of national and digital
security. With the emergence of cyber sovereignty, the criteria of
sovereignty have been reformulated in the context of the technological
age. Sovereignty is no longer confined to territorial borders alone; rather,
a fourth dimension has emerged, represented by States' sovereignty over
their cyber domain.

Moreover, the recognition of cyberspace as a new arena of interstate
conflict has led to the exploitation of legal gaps resulting from the
absence of explicit legal rules within public international law governing
State behavior in this domain. This situation has highlighted the urgent
need for the development of an international cyber legal framework
capable of addressing contemporary challenges. This need has become
particularly pressing in light of the recent escalation of cyber attacks,
some of which have reached the level of aggression through the
destruction or disruption of vital service infrastructures, such as energy
facilities and healthcare systems thereby adversely affecting.
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Consequently, cyberspace is now regarded as a modern form of State
boundaries and an essential component of national and digital cocurity
With the emergence of

civilian populations and resulting in substantial loss of life Accordingly,
it has become necessary to reconceptualize sovereignty in a manner
consistent with the information age, extending beyond geographical
territory to encompass the State's digital domain. This has prompted
States within the international community to enhance the protection of
cyberspace by incorporating it within the scope of State sovereignty and
by seeking to establish international legal rules to safeguard it against
external threats, particularly through the conclusion of international
agreements aimed at combating cyber attacks and regulating the use of
cyberspace in a manner that promotes international peace and security.

Keywords: State cyber sovereignty, Cyber operations, Cyberspace,
International wrongful acts, International responsibility
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