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Abstract

The topic of the international legislative framework for combating
cyberterrorism is one of the most important subjects in which the
international community falls victim to terrorist acts, particularly in the
context of conflicts that societies experience under international terrorism,
with the intention of curbing this phenomenon and eliminating it
definitively. Cyberterrorism is a global phenomenon and an international
crime with cross-border effects, as it targets human and economic resources
regardless of religious, sectarian, or national considerations, given that the
international community is passing through this dangerous phase in the face
of the challenges of terrorism, which are considered the most dangerous
because they target international peace and security, and target a larger
number of people and economic resources that the international community
i1s keen to protect and defend by all possible means and methods. The
relative characteristic of these cyberattacks lies in their low cost and ease
of recourse to them, as they do not require masses of fighters, thousands of
weapons, or numerous means as in traditional conflicts. They can be carried
out by a single person or a group of those with experience and skill in using
computers and knowledge of software and system vulnerabilities, enabling
them to use them against a particular state. Thus, the characteristic turns
into a source of concern, along with the effects and consequences of these
attacks on populations, for instance if they were carried out against a
nuclear facility or energy sources. The same applies to electronic
journalism, which is considered a new form of electronic terrorism if use
improperly given the important role it plays in the political dynamics of
countries. Despite its recent emergence, it has become a reality that cannot
be ignored.

Keywords: Cyberterrorism, legislative framework, cybersecurity, legal
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