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(30) Article 82Right to compensation and liability" 1. Any person who has suffered material

or non-material damage as a result of an infringement of this Regulation shall have the

right to receive compensation from the controller or processor for the damage suffered."
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(36) Article 7 Conditions for consent: 1. Where processing is based on consent, the controller
shall be able to demonstrate that the data subject has consented to processing of his or her
personal data.

2. If the data subject's consent is given in the context of a written declaration which also
concerns other matters, the request for consent shall be presented in a manner which is
clearly distinguishable from the other matters, in an intelligible and easily accessible
form, using clear and plain language. Any part of such a declaration which constitutes an
infringement of this Regulation shall not be binding.

3. The data subject shall have the right to withdraw his or her consent at any time. The
withdrawal of consent shall

not affect the lawfulness of processing based on consent before its withdrawal. Prior to giving
consent, the data subject shall be informed thereof. It shall be as easy to withdraw as to
give consent.

4. When assessing whether consent is freely given, utmost account shall be taken of whether,
inter alia, the

performance of a contract, including the provision of a service, is conditional on consent to
the processing of personal data that is not necessary for the performance of that contract.

(37) Article 8: Conditions applicable to child's consent in relation to information society
services

Where point (a) of Article 6(1) applies, in relation to the offer of information society services
directly to a child,

the processing of the personal data of a child shall be lawful where the child is at least 16
years old. Where the child is below the age of 16 years, such processing shall be lawful
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6.

REGULATION (EU) 2016/679 OF THE EUROPEAN PARLIAMENT AND OF THE

COUNCIL of 27 April 2016.
sLiladl)

Court of Justice of the European Union (CJEU), Case C-300/21, UI v. Osterreichische
Post AG, Judgment of 4 May 2023.

Court of Justice of the European Union (Third Chamber), Case C-340/21, VB v.
Natsionalna agentsia za prihodite, Judgment of 14 December 2023

sl g Jash g 1)

Legal Research Team at TermsFeed <GDPR Data Controller vs. Data Processor
https://www.termsfeed.com/blog/gdpr-data-controller-vs-processor/ 31/8/2025/ 5:25 »
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Abstract

The Nature of Civil Liability of the Controller and the Processor for the Violation
of the Right to Information Privacy
1Zainab Hassan Mahdi, 2Amer Ghanem Alwan
1.2 College of Law - University of Baghdad

The research addresses the legal framework of civil liability of the controller and
the processor in cases of violation of individuals’ informational privacy. It analyzes the
general rules of civil liability and compares them with the legal provisions contained in
personal data protection laws. The study reveals that the European legislator has
adopted a conditional liability system, whereby the controller’s liability is established
in specific circumstances and under particular conditions. Moreover, the data subject is
granted the right to claim compensation for any material or non-material damages
resulting from an infringement of his or her personal data. The research further
concludes that personal data protection laws have clearly defined the obligations of
both the controller and the processor, and that any breach of these obligations gives
rise to liability and entitles the injured party to compensation. Additionally, these laws
impose certain penal sanctions, such as imprisonment and fines, on both the controller
and the processor in cases of non-compliance with their legal obligations.

Keywords: Civil Liability, Information Privacy, Data Controller, Data Processor,
Personal Data.
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