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Abstract

Crime patterns have undergone a radical transformation as a result of the rapid

development of digital and communication technologies. Crimes are no longer

confined to the traditional physical space but have moved into cyberspace, which is

characterized by speed, complexity, and a borderless nature. This transformation

has posed significant challenges to criminal justice systems.This is especially
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relevant in the field of criminal evidence, which is the cornerstone of achieving
justice and establishing criminal liability. This study aims to analyze the role of
technological advancements in proving cybercrimes by comparing the lraqgi and
Egyptian legal systems. It examines the extent to which national legislation has
responded to technological developments and its capacity to accommodate
electronic evidence and grant it legal weight in court. The central question revolves
around the extent to which technology contributes to developing mechanisms for
proving cybercrimes and the degree to which legislation in Irag and Egypt has
managed to strike a balance between effective enforcement and the protection of
individual rights.The study adopted a comparative analytical approach, analyzing
relevant legal texts, examining the legal concept of digital evidence, its technical
characteristics, and the conditions for its admissibility and probative value. It also
analyzed the procedures for investigating cybercrimes and the competent
authorities in both systems. Furthermore, the study explored the impact of
international agreements on regulating evidence and investigations in these crimes,
and their influence on national legislation. The study concluded that technological
advancement is a double-edged sword; on the one hand, it has contributed to
uncovering cybercrimes through sophisticated digital tools such as records, data,
and electronic communications. On the other hand, it has created legal and
technical challenges, such as the ease of tampering with evidence and the difficulty
of identifying its source and storing it across borders.

The comparison revealed that Egyptian legislation is more advanced, particularly
with the issuance of Law No. 175 of 2018 on Combating Information Technology
Crimes, while Iraqi legislation suffers from significant shortcomings due to the
absence of a comprehensive legal framework for cybercrimes. In conclusion, the
study recommends the necessity of updating national legislation, training technical
personnel in the fields of investigation and the judiciary, strengthening international
cooperation, and adopting unified standards that guarantee the integrity and
admissibility of electronic evidence, in order to achieve effective and balanced
digital criminal justice in the face of the developments of the digital age.

Keywords: Electronic evidence, cybercrimes, criminal proof, technological
advancements, electronic criminal investigation, Iraqgi law, Egyptian law
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