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ABSTRACT

The rapid growth and increasing mobility of Internet of Things (IoT) mobile devices significantly intensify flow setup
requests in Software-Defined Networking (SDN). Frequent movement of mobile devices across access points triggers
repeated flow rule installations in data-plane switches, leading to excessive controller overhead under limited flow-table
memory capacity. Inaccurate mobility prediction in existing approaches further aggravates this challenge by causing
unnecessary rule placement and redundant flow setup requests. This study investigates the impact of mobility-aware
prediction on controller overhead with experimental scenarios using different groups of mobile IoT devices, while
considering controller CPU and memory utilization. A proactive mobility prediction model is employed to reduce
reactive controller interactions. The proposed prediction model demonstrated approximately 100% accuracy compared
to the benchmark model, significantly reducing unnecessary flow setup requests and minimising controller overhead.
Furthermore, sensitivity analysis reveals that lower prediction error reduces controller load, whereas higher prediction
error leads to increased controller overhead, highlighting the importance of accurate mobility prediction for scalable
SDN-enabled IoT networks.

Keywords: Controller, IoT, Mobility, Prediction, SDN-enabled

Introduction

The application of the Internet of Things (IoT)
has revolutionized the process of accessing and ex-
changing information in a globalized system. This has
supported modern technological advancement with
associated challenges. The demand for IoT applica-
tions, particularly with mobile devices, has expanded
the growth of the internet into heterogeneous and
large network environments. In,1 the radio network
evolves from 4G to 5G to accommodate the rapid
increase in traffic generated by mobile devices; the

wireless infrastructure is becoming more complex,
making it challenging to manage the entire system.
To address this challenge Software Defined-enabled
Internet of Things (SDN-enabled IoT) is introduced.
Software Defined Networking (SDN) is a flow-based
network that separates the control plane from the
data plane. The control plane (network control logic)
uses the controller to install flow rules into the flow-
table of a switch to obtain information about the
entire network for effective control and management.
This provides the controller with global knowledge
and constantly handles the incoming flows into the
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network. Similarly, in the perception layer of the
SDN-enabled IoT data plane (forwarding plane), some
devices are stationary (immobile). In contrast, oth-
ers are mobile, which requires constant monitoring
of the device’s location via access points (APs) for
information exchange. Mobile nodes are connected
to different access points (APs) and move from one
location to another at different times (from time
t1 to time t2). They generate traffic flows into the
network via APs, and the flow table of a switch is
responsible for storing the flows. Unfortunately, the
switch has limited flow-table memory to accommo-
date large flow entries because it is power-hungry and
costly.2 Therefore, accurately monitoring and pre-
dicting the location of mobile devices is challenging,
leading to unnecessary flow rule placement. Ac-
cordingly, several machine-learning approaches were
conducted to address mobility prediction.3–6 How-
ever, mobile devices can generate a large number
of traffic flows, requiring different QoS, generating
frequent flow setup requests between the controller
and the switches. In this regard, the controller must
provide the corresponding flow rule for each traffic
flow to avoid table miss entries. Table miss always
triggers flow setup requests, which introduces con-
troller overhead. Therefore, each flow setup request
requires the controller to update the network state.
Notwithstanding, as the number of mobile devices in-
creases, the flow setup increases. This process creates
room for rule placement problems in accessing the
network. To address this challenge, several mobility-
aware approaches have been carried out by.7,8

The existing solutions can be classified into two
parts to address the rule placement problem. Some
researchers adopted machine learning, while others
used mobility-aware approaches. However, both ap-
proaches experienced inaccurate prediction of mobile
devices, which may provide unnecessary rule place-
ment. Thus, unnecessary flow rule installation causes
table miss entries because the controller may not
install the required corresponding flow rule entry.
Accordingly, table misses cause flow setup requests,
resulting in controller overhead. However, as the net-
work grows with the high application demand of
mobile devices, more flow setup requests are sent
to the controller for necessary action. In response,
the controller must install the corresponding flow
rules to match the incoming flows. This process
may consume the controller’s CPU and memory, re-
sulting in controller overhead and affecting overall
network performance. Despite the growing atten-
tion to mobility-aware SDN solutions, existing studies
largely overlook the controller overhead caused by
rule placement under inaccurate mobility prediction.
Prediction errors trigger frequent reactive flow setup

requests, which significantly increase controller over-
head. This work therefore focuses on mobility-aware
prediction and the quantitative analysis of controller
overhead, specifically examining flow setup requests
generated by mobile IoT devices. Thus, the contribu-
tion of this paper is outlined below:

I. Design and implementation of a mobility-aware
predictive model for SDN-enabled IoT networks.

II. Enhanced mobility prediction by integrating key
decision parameters, including user preferences,
bandwidth, and signal strength.

III.In-depth analysis of controller overhead under
varying numbers of mobile IoT devices, captur-
ing the impact of mobility-induced flow setup
requests.

IV.Improved prediction accuracy that significantly
reduces unnecessary flow rule installations com-
pared to existing studies.

V. Complexity, sensitivity, and quantitative anal-
ysis of controller overhead, explicitly linking
prediction error to reactive flow setup requests.

Related works

Accordingly, to address the installation of flow
rules, various machine learning methods were con-
ducted. A Mobi-Flow scheme for reducing rule
placement is presented.3 The scheme adopted a
path estimator for predicting user locations, and a
flow-manager for determining access points (APs).
The scheme minimizes delay, control overhead, en-
ergy consumption, and cost. However, APs trigger
additional packet-in messages due to incorrect lo-
cation prediction, which increases control overhead,
as noted by the authors. This limitation is also pe-
culiar in their early version.9,10 Also, the scheme
overlooked flow setup hit ratio (FSHR2), which is crit-
ical for latency-sensitive services.11 In addition, it is
admitted that redundant flows due to wrong location
predictions of APs usually increase overhead.12 An-
other work presented the Health-Flow scheme, which
is a criticality-aware traffic forwarding for mobile
devices.4 Machine learning is applied to determine
critical flows and the location of the mobile devices.
Integer Linear Programming is used for optimization
by optimally selecting APs that minimize overhead.
Flow-rules are placed or removed dynamically at the
edge APs while considering the critical levels. This
process minimizes latency, overhead, and energy con-
sumption, and enhances network performance, but it
requires accurate criticality prediction. However, it is
difficult to decide because the scheme cannot provide
edge nodes for multiple disease identification.13 This
indicates poor prediction of mobile devices. Also, it
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considered only the healthcare system, which can-
not be generalized for other systems until similar
research is conducted. In contrast, to address load
management in the control plane, a prediction-based
control plane load reduction (CORE) is proposed.5

Mobility prediction, rule caching, and optimized con-
troller assignment are combined to reduce the control
load. Also, CORE used a Markov Predictor for mo-
bility prediction, a Rule-Caching Algorithm for rule
placement, and a Master Controller Assignment Al-
gorithm for timeout allocation. Compared to the
existing methods, the result improved prediction ac-
curacy and reduced control plane load, but suffered
from poor prediction of mobile nodes. This is be-
cause the Markov Predictor overlooked important
parameters including bandwidth, user preference,
and signal strength, which reduces the prediction ac-
curacy. Additionally, it overlooked the flow setup hit
ratio (FSHR2), which is critical for latency-sensitive
services.11 This indicates that CORE needs improve-
ment because the control load is always associated
with flow setup requests, which are more frequent
among large mobile users. Also, it may not scale with
large networks due to high computational complex-
ity. Likewise, a mobility-aware adaptive flow entry
placement approach to address the flow-rule entry
placement problem while considering the mobility
of mobile nodes is presented.6 The approach uses
the Q-learning algorithm to predict mobile nodes’
device locations and the AdaBoost algorithm to select
heavy and active flows. The algorithm reduces table
miss entries and resource expenditure but experiences
poor mobility prediction of mobile devices. Also, poor
prediction may cause unnecessary rule placement.6

In addition, wrong predictions may be attributed to
any machine learning-based approach if data is scarce
or is plagued with variability and uncertainty; impre-
cision in Quality of Experience (QoE) measurement
results can occur.14 Thus, efficient ML model training
is highly required.

Furthermore, machine learning approaches were
applied to address the rule placement problem.
DeepMonitor framework for traffic monitoring in
SDN-enabled IoT is proposed.7 The framework is
developed based on a federated deep reinforcement
learning approach to maximize detailed analysis of
different traffic flow statistics, and Double Deep
Q-network (DDQN) is employed to enable the Deep-
Monitor agent to reach an optimal policy rapidly.
Although the framework reduces flow-table over-
flows, the DeepMonitor agent may not be able to
learn all traffic generated by various IoT devices at
the edge node, and sensitive data are at risk when
shared among DDQN agents. Also, the study did
not consider the mobility of mobile nodes, which

generate many traffic flows. Thus, learning the traf-
fic generated is highly required for the prediction
accuracy of IoT devices. It is noted that a system
should provide a high degree of prediction accuracy
because an inaccurate prediction would hamper the
user’s experience.15 In addition, there is a communi-
cation cost due to sharing data sets among training
agents. Similarly, DeepPlace is proposed for maxi-
mizing the number of match-fields in the flow-table
entry, and Markov Decision Process (MDP) is ap-
plied for managing the dynamic nature of IoT traffic
flows.8 However, the adopted algorithm may gen-
erate overhead due to computational requirements
in a large-scale environment. Also, the study over-
looked the mobility of mobile nodes, which generate
frequent flow setup requests, thereby causing con-
trol overhead. Likewise, an eviction method using
deep reinforcement learning (DRL) is proposed.9 The
method deletes unimportant rules to create space
for frequent incoming rules. This process improves
network performance; nevertheless, DRL may not
be efficient in complex (large-scale) networks, and
it overlooks the mobility of mobile devices. Also,
the result was not compared with others for effec-
tive evaluation. Likewise, to minimize flow table
overflows, a DRL framework for evicting Aggregate
Flow Entries (AFE) is proposed.15 The framework
determines the required number of flows that can
entertain with other parameters for evicting AFE.
The findings reduce overflows, flow reinstallation,
and control signalling overhead by 37%, 87%, and
45%, respectively. However, the framework fails
to consider the mobility of mobile devices, which
generates many traffic flows. Overlooking this can
cause frequent flow setup requests, resulting in con-
troller overhead. In another study, an Agg-ExTable
approach is introduced to efficiently manage the us-
age of multiple flow tables (MFT).16 However, despite
its effectiveness, the method resulted in significant
flow table space consumption, indicating a need for
further optimization to reduce table usage. Addi-
tionally, Load Balancing for IoT aimed at achieving
a high-performance and more reliable system was
developed in,17 while the study integrated Wireless
Ad Hoc Networks to enhance Smart Cities through
IoT and Cloud Computing. However, both studies
failed to consider the impact of device mobility. On
the other hand, to secure authentication for Internet
of Medical Things (IoMT) networks, the work of18

adopted energy-aware cluster head (CH) selection
based on Artificial Democratic Cuckoo Glowworm
Remora Optimization (ADCGRO) using blockchain
technology. However, the study relies on a static
network configuration, which may not reflect the
needs of a real-time medical application. To further
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address high demands on conventional communica-
tion networks due to the exponential expansion of
multimedia IoT devices, the work of19 proposed an
information-centric network (ICN) based on a coop-
erative caching framework for content retrieval using
a name instead of a location. Although the framework
improved the caching process, the dynamic nature
of user and essential mobility parameters was not
considered. In addition, the study of20 implemented
an automated vehicle for detecting and classifying
vehicles based on a chaotic equilibrium optimiza-
tion algorithm with deep learning (VDTC-CEOADL)
in high-resolution remote sensing images (RSIs).
However, the algorithm adopted an offline process
requiring substantial graphics processing unit (GPU)
and computational time, specifically in large-scale
networks. Collectively, the above studies overlooked
device mobility, which generates frequent flow setup
requests resulting in controller overhead.

Conversely, other researchers focus on mobility-
aware approaches to address rule placement prob-
lems. A mobility-aware, prioritized flow-rule place-
ment scheme is proposed.21 The scheme proactively
gave priority to flow rule placement based on mo-
bility and flow classification while considering delay
sensitivity to minimize TCAM occupancy. However,
the scheme overlooked the mobility prediction of
mobile devices. Although the previous works mod-
erately improve the flow setup hit ratio (FSHR),
they only maximize resource efficiency and ne-
glect bandwidth limitations, which stop resources
from being fully utilized to maximize FSHR and are
critical for latency-sensitive services.11 In another
study carried out, user mobility introduces frequent
flow setup latency in software-defined mobile edge
networks (SDMENs), compromising latency-sensitive
services.11 Thus, the authors proposed linear pro-
gramming using a polynomial-time approximation
algorithm for default routing (PFS-DF) and a greedy-
based heuristic algorithm for dynamic routing (PFS-
DY). Although the flow setup hit ratio improves
by 30.99%, the mobility prediction of mobile de-
vices is overlooked. The influence of mobile devices
generates many flow setup requests, resulting in con-
troller overhead. Also, obtaining an optimal solution
is computationally difficult due to the complex-
ity of the problem, which relies on approximation
and heuristic algorithms. Other studies focused on
enhancing software vulnerability. The work of22 pre-
sented an optimization-assisted artificial intelligence
(OA-AI) model for source code vulnerability predic-
tion, thereby helping in handling mobility of IoT
devices. Furthermore, to address cyber-attacks due
to the distributed and multi-user nature, the arti-
cle of23 implemented a multifactor authentication

model with three stages: user authentication, biomet-
ric verification, and integrated identity, password,
and biometric checks. This way, the model ensures
robust confidentiality, integrity, and resistance to
cyber-attacks in large-scale network settings. In ad-
dition, the study of24 proposed an integrated strategy
using deep learning techniques for anomaly detection
to secure against system failure, thereby enhancing
system reliability and effectiveness. However, the
works of23,24 overlooked mobility awareness in SDN-
enabled IoT networks, particularly mobile devices.

In summary, the studies7–9 overlooked the mobility
of mobile devices and11,18 ignored the mobility pre-
diction of mobile devices. Overlooking the mobility
of mobile nodes and their prediction usually gener-
ates a large number of traffic flows, and each flow
requires a corresponding flow rule entry from the
controller. However, as the number of mobile devices
increases, packet-in messages (flow setup requests)
increase. Thus, frequent flow setup requests due to
the demand of mobile nodes generate communica-
tion between the switch and controller, resulting in
control overhead. Likewise, the works3–6 experienced
poor prediction of mobility of mobile devices. This is
attributed to overlooking important mobility history
parameters, such as bandwidth allocation, user pref-
erences, and signal strength, when predicting their
location. As mobile nodes move from one location
to another, their bandwidth also changes. The closer
the mobile node is to the AP, the stronger the signal,
and the farther from the AP, the weaker the signal.
Likewise, each mobile node usually visits some loca-
tions more frequently than others. Thus, overlooking
these parameters can contribute to poor prediction
of mobile devices, leading to unnecessary rule place-
ment, and the controller may not install the required
flow rule to handle the incoming flows. Consequently,
if flow entry does not correspond, a table miss will
occur. This action will generate a flow setup request
(packet-in messages), which in turn causes controller
overhead. Thus, there is a need for accurate mobil-
ity prediction to enable effective rule installation,
thereby minimizing table misses. Table 1 provides a
summary of the existing studies while highlighting
their limitations.

Materials and methods

The design and implementation incorporate a net-
work model and begin by analyzing the performance
of the SDN controller based on different numbers of
mobile devices. To analyze mobility prediction and
controller overhead, the methodology considered mo-
bility prediction, flow setup requests, network state,
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Table 1. Comparison of mobility prediction with existing solutions to enhance mobile device prediction.

Parameters

Reference Problem address Prediction Approach M
ob

ili
ty

Lo
ca

tio
n

D
ur

at
io

n

A
rr

iv
al

tim
e

Tr
an

si
tio

n
pr

ob
ab

ili
ty

Ba
nd

w
id

th

U
se

r
pr

ef
er

en
ce

Si
gn

al
st

re
ng

th

Weakness
3 Rule placement Order-k Markov

predictor and MILP

√ √ √ √ √
X X X Additional packet-in

messages due to
incorrect location
prediction, which
increases control
overhead

4 Rule placement ML-based approach
√ √ √ √ √

X X X Is not capable of
providing mobile
nodes for multiple
disease identification
due to inaccurate
prediction

5 High control plane
load in SDN

Order-m Markov
predictor

√ √ √ √ √
X X X It overlooked the flow

setup hit ratio,
resulting in high
computational
complexity.

6 Flow rule placement Q-learning
√ √ √ √ √

X X X It requires efficient
ML model training

Proposed work Controller overhead Order-m Markov
predictor

√ √ √ √ √ √ √ √

and control message overhead. In the subsequent
sections, subsection A presents the network model,
and subsection B presents and derives some formulae
to analyze the impact of mobility prediction, flow
setup requests, network state management, and con-
trol message overhead while considering CPU and
memory usage of the SDN controller performance.
Finally, results were discussed based on experiments
conducted to verify the proposed formulae.

Network model

Considering a network G = (C, S, A, M), where C
denotes the SDN controller, S is the set of switches S=
{S1, S2. . .SN}, A set of access points (APs) AP= {AP1,
AP2. . .APn}, and M is the set of mobile devices (mo-
bile stations) M= {M1, M2 . . .Mn}. Thus, each switch
Si is connected to the controller, and each APi is
connected to a switch Si. Each AP sends the received
traffic from one mobile station to another via a single
path. Also, each mobile node Mi is connected to a
particular APi. The Mobile nodes generate traffic flow
and transmit it to the network via the AP, and the AP
forwards it to the switch. The controller is responsible
for installing the corresponding flow rule for handling
incoming flows into the flow-table of a switch. Due to

Fig. 1. Network topology.

the mobile nature of wireless devices, let Mi denote
the probability that mobile Station (MSi) is associated
with APi. Fig. 1 depicts the network topology.

Analysis of SDN controller overhead

The analysis is carried out based on four (Eq. (4))
performance analyses: flow setup request, network
state, prediction accuracy, and controller message
overhead. The research focuses on four because of
the mobile nature of mobile devices. Mobile devices
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move from time t1 to t2 across different locations
within an access point (AP) coverage area and out-
side it while generating traffic flows. Accordingly, the
controller is required to monitor their location, con-
nection, and disconnection to update the state of the
network. The update process involves frequent flow
setup requests and such event-triggered control mes-
sages between the switch and the controller, resulting
in controller overhead. These reasons motivated the
choice of four performance metrics. The next sections
explain the selected metrics:

Mobility prediction
To obtain real-time prediction of mobile devices,

the MP constantly monitors flows by collecting and
processing data accordingly. Network-based location
information is used to determine the current location
of a mobile device. The timestamp specifies when a
mobile device arrives at a particular location. The
duration of stay determines the time a mobile device
stays at a location. The mobile device movement pat-
terns are determined by velocity, direction, and other
relevant factors (such as bandwidth, user preferences,
and signal strength). Collected data from various
network devices are aggregated and processed ac-
cordingly. Relevant features such as speed, direction,
location, and duration of stay of a mobile device are
extracted using a Markov Predictor. IoT edge devices
are utilized for collecting and preprocessing data be-
fore forwarding it to the controller, and the controller
processes and updates the Markov model. Real-time
communication ensures low-latency communication
between the IoT network devices, thereby improv-
ing flow-table utilization and minimizing controller
overhead. The Markov Predictor continuously learns
with the latest data and regularly updates to refine
predictions.

The controller is responsible for maintaining and
managing the entire network by constantly updating
the network state. Thus, the load on the controller
plane is determined based on the number of packet-in
and packet-out messages handled by the controller
during a time slot. The number of messages de-
pends on the number of devices associated with each
switch at a time slot, particularly with mobile de-
vices. Thus, predicting the mobility of mobile devices
can assist the controller in updating the network
state, minimizing controller overhead. To predict the
device-to-switch association, the mobility history of
each mobile device is stored as prediction data. The
prediction data is used to cache flow rules of spe-
cific devices in a switch and determine the optimal
controller-to-switch association. Thus, to predict the
future locations of mobile devices, a Markov Predic-
tor is adopted as in.25 Markov Predictor is the most

widely used tool for predicting the future location of a
mobile device based on mobility history. An order-m
(O(m) Markov Predictor considers m the most recent
locations of mobile devices and predicts the next
location. It requires little storage and performs best
among predictors for small values of m. For this rea-
son, the Markov Predictor is used to predict the future
locations of mobile devices and is adopted in this
study.

Accordingly, to predict the location of a device
dk(t), the Markov Predictor considers the following
variables: ηk(t ) = {{Lt,kTt,k

∨
t,k},Pt,k} denote the mo-

bility history of dk(t ) at time-slot t, and is used to
determine the mobility of a device from one access
point to another to facilitate seamless handover and
dynamically allocate resources for maintaining QoS
while in transit. Lt,k = {ltk1ltk2 . . . ltkn} represent the
locations visited by the devices and the current loca-
tion, which provides fundamental data for predicting
future mobility to ensure constant connectivity. Ttk =
{τtk1τtk2 . . . τtkn} denotes the set of arrival times at the
locations in Ltk, and Ltk is used to determine the inter-
arrival time of each device for easy computation.
Vtk = {νtktνtk2 . . . νtkn} represent durations set at each
location in Lt,k, and is used to determine how long
the device stays in a particular location. Ptki j ε Pt,k
denotes the transition probability from location ltki to
location ltk j, i 6= j, and is used for optimizing signal
strength, handover management, and estimating and
managing latency for real-time applications, which
can be achieved by predicting the distance of the
mobile devices. The output lt+1,k ∈ Lt,k denotes the
predicted location of devices dk(t) in time slot t + 1.
The context is formulated as in Eq. (1)

h = Lt,k = (n−m+ 1, n)

=
{
ltk(n−m+1), ltk(n−m+2) . . . ltk(n−1), ltkn

}
(1)

Where h denotes the location of mobile devices.
The Markov Predictor extracts the context h from the
input set Hk(t) and examines the duration of stay Vl
at location l that follows h. Therefore, the duration of
stay is formulated as in Eq. (2)

Vl = {νtki|νtki = τtki(i+1) − τtki,

where Lt,k (i−m+ 1, i+ 1) = hl} (2)

Where Vl denotes the duration of stay of a mobile
device at a particular location. For each Vl , when a
device is shifted to a location l within 1t and exceeds
the elapsed time τ , the conditional probability is com-
puted as Pι(τ ≤ υ〈τ +1τ |h, τ ). Thus,1t is considered
the remaining time of the current time slot.
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In previous studies, mobile devices are poorly
predicted, resulting in unnecessary rule placement.
Because important parameters such as bandwidth,
user preference, and signal strength were not con-
sidered. Overlooking these parameters can lead to
poor prediction of mobile devices. As a result, the
controller cannot install the required flow rule to
handle incoming flows, causing a table miss, and this
condition generates controller overhead. To enhance
prediction accuracy, this study adopted additional
parameters: bandwidth (Bl), user preference (Pu), and
signal strength (Sl). Accordingly, to calculate the
conditional probability (P(l|h, τ ) with additional pa-
rameters for any given context h and elapsed τ , the
probability for a device that will move to a possible
location l within 1τ time is given as in Eq. (3)

P
(
l|h, τ

)
= P

(
l
)
Pι
(
τ ≤ υ < τ +1τ |h, τ

)
. f (Bl,Pu, Sl ) (3)

Where P(l|h, τ ) represent the probability change of
any possible location l, P(l) is the transition prob-
ability from the current context h to location l, Bl
is the available bandwidth at location l, Pu is the
user preference for location l, Sl is the signal strength
atlocation l, and f(Bl, Pu, Sl ) is a function that adjusts
the transition probability based on the bandwidth,
user preference, and signal strength accordingly.

To predict the next location of mobile devices, the
expression is formulated as in Eq. (4)

lt+1,k = argmaxl∈Lt,kP
(
lt+1,k = l

)
(4)

Where lt+1,k represents the predicted location of
device k at the next time slot t+1. The subscript t+1
denotes the future time slot, and k indicates the spe-
cific device. The argmax is a function that stands for
“argument of the maximum”, and returns the highest
probability location of the variable l. Furthermore,
the additional parameters allow the selection of the
nearest AP that covers the predicted location with
sufficient bandwidth allocation, matches user prefer-
ence, and has strong signal strength. This selection is
based on maximizing a score SAP and is formulated as
in Eq. (5)

SAP = argmaxAPi∈APs coveringlt+1,k

(
α.BAPi + β.Pu + γ .SAPi

)
(5)

Where SAP denotes the score or value assigned to
a specific Access Point (AP). The term α·BAPi repre-
sents the contribution of the available bandwidth at
APi (BAPi) to the overall score, and α determines the

weight of bandwidth. The term β·Pu represents the
contribution of user preference (Pu) to the overall
score, and β is the weight of the user preference
in selecting the AP. The term γ ·SAPi represents the
contribution of the signal strength at APi (SApi) to
the overall score, and γ is the weight of the signal
strength in the selection process. Therefore, this re-
search assigned the weight values as:

γ = 0.5, α = 0.3, β = 0.2, given β + α + γ = 1.

These weights were empirically adjusted based on
Quality of Service (QoS) requirements and mobility
objectives. The signal strength (γ = 0.5) is prioritized
for link reliability, bandwidth (α = 0.3) for traffic
demand to support QoS, and user preference (β =
0.2) for policy compliance. This provides normaliza-
tion in the network. Finally, to update the location of
the device-switch association and disassociation, the
Zik(t) can be set to 1 if switch Si is associated with
the selected AP. Thus, mathematically,the expression
is formulated as in Eq. (6)

Zik (t ) = 1 (6)

Where the term Zik (t ) represents the binary vari-
able indicating the association between mobile device
k and switch si at time t. Thus, if Zik (t ) = 1, it means
that device k is associated with switch si at time t and
if Zik (t ) = 0, it means that device k is not associated
with switch si at time t.

The mobility prediction receives inputs from the
proposed MAP algorithm. It is followed by extracting
the location of a mobile device from the mobility
history at a particular time slot t, and computes the
possible location of the mobile device in lines 2-6 of
the MPA algorithm. The conditional probability of a
given mobile device with additional parameters at a
location, starting from l with the current state h at
time t, is determined in lines 7 -14 of MPA. Similarly,
the next location of the mobile device is predicted
based on computed probabilities in lines 16-18 of
the MPA. Likewise, the nearest access point (AP) that
covers the predicted location of the mobile device and
matches the radio access capability of dk(t ) is selected
as indicated in line 19. Finally, to update device loca-
tion, suppose the mobile device is associated with the
selected AP, the algorithm sets Zik(t )← 1, but if the
mobile is not associated with the AP, Zik(t )← 0. The
Predictor backtracks to O(m-1) and determines the
most frequent location based on the history as shown
in lines 21-25. Therefore, the algorithm executes suc-
cessful future location prediction and association of
mobile devices with suitable APs and the network is
updated accordingly.
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Algorithm 1: Mobility Prediction Algorithm
(MPA).

Flow setup request
Flow setup request is a packet-in message to the

controller for updating the network state triggered
by a mobile node. It may occur as a result of proac-
tive rule installation, reactive rules installation (table
miss) or flow-table overflow. In Fig. 1, at time t1, a
mobile node (MN) may send traffic flow (f) to MN2 or
MN3 that are connected to the same AP or to a differ-
ent AP. Accordingly, the controller has to update and
manage their communication since the MNs are in
different locations, either in the same AP or other AP
coverage. Let TDI denote the data flow initiation time.
As the controller receives a request, it processes it and
forwards it to the MN. Let TCP denote controller pro-
cessing time, and TPC denotes path calculation time. It
is assumed that selected paths can meet the flow QoS
demand. Thus, the controller selects a route based
on flow QoS. Also, let TCMP denote control message
propagation time, which is the time the controller
sends a message to a relevant switch and attached AP
along the route. Eq. (7) demonstrates how to obtain
flow setup requests.

FST =
∑

TDI + TCP + TPC + TCMP + TFE (7)

Where FST denotes the total flow setup time,
∑

represents the total summation for the whole flow
setup requests, TDI indicates data ingress time, which

is the time taken for a packet to arrive at the switch.
TCP serves as controller processing time, which is
the time taken to process a packet-in message by
the controller. TPC represents the propagation and
communication time between the switch and the
controller. TCMP denotes computation and matching
processing time, which is the time taken to calculate
a forwarding decision that matches flow rule entries,
while TFE indicates flow entry installation time, which
is the time taken to install the flow rule into the flow-
table of a switch. Therefore, this equation determines
the total summation of flow setup time in an SDN-
enabled IoT environment based on different mobility
scenarios. This allows the analysis of the controller
overhead by capturing incoming packets, controller
processing, communication between the switch and
controller, mobility-aware decision-making, and flow
rule installation.

Network state management
The Network State Control Management (NSM) is

responsible for managing and updating the network
state while monitoring switches, AP, MN location,
association, and disassociation of MN with associated
AP. Let Sti denote the network state at time ti and
each mobile node is associated with information in-
cluding location, connection status, and associated
AP. Let D(ti) denote the information associated with
mobile device ‘i’ at time ‘t’. However, MN may change
its location at any time due to mobility behavior.
Thus, let represent the movement of mobile devices
‘i’ as a function Mi (ti), showing the device’s location
at time ‘ti’. Therefore, the relationship between the
mobile devices and the access points can be repre-
sented by function Ai (ti), indicating the access point
is connected to a particular mobile device i at time
ti. Whenever the status of a device changes, an up-
date takes place accordingly. Let Ui(ti) denote the
update process for mobile device i at time ti. Thus,
the calculate the total consumption by the NSM can
be formulated as in Eq. (8)

S (t ) = {Di (t ) ,Ai (t )∀Device i} (8)

Where S(t) denotes the network state at time t,
which is the mobility-aware status for the mobile
nodes, and t indicates the time at which the network
condition is updated. Di(t) represents the mobility-
associated state of device i at time t of the predicted
next location, and i denotes an index of a specific mo-
bile node. Ai(t) denotes the association state of device
i at time t, which indicates its current connection with
AP. ∀ indicates the present state of IoT devices in the
network. This way, Eq. (8) will capture the mobil-
ity status of all associated IoT devices at any given
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time. This enables mobility prediction, proactive rule
installation, and controller overhead minimization.

The network state changes as the mobile devices
move from one location to another, which changes
the status of the mobile devices as well. Thus, for
each change of mobile device ‘i’, an update process
is triggered, as in Eq. (9)

Di (t +∇t ) = ui (t ) (9)

Where Di(t +∇t ) represent the predicted mobility
status of device i at the future time. ∇t denotes the
prediction increment time. ui(t ) denotes the mobility
predicted status of device i at time t. This enables
Eq. (9) to predict future mobile node status based
on data history. This way, the controller can an-
ticipate device mobility and pre-install flow rules,
which reduces controller overhead. Usually, the NSM
is complex because several mobile devices interact
by generating a lot of traffic flows. This condition
triggers updates due to mobility, connection, change
of location, bandwidth, signal, and other network
events.

Control message overhead
Control Message Overhead (CMO) refers to an ad-

ditional processing load incurred on the controller as
a result of managing SDN-enabled IoT, with mobil-
ity association and disassociation of mobile nodes.1

In15 Q-learning algorithm experienced poor predic-
tion due to omission of important parameters such
as bandwidth allocation, user preference, and signal
strength. This may cause poor predictions, leading to
unnecessary rule placement and enabling flow setup
overhead.14 Wrong predictions may be attributed to
any machine learning-based approach, particularly
if data is scarce or overwhelmed with variability
and uncertainty, causing poor Quality of Experience
(QoE) measurement. Thus, the controller may install
an incorrect flow rule when a mobile node is wrongly
predicted, which may lead to an unnecessary flow
rule placement, resulting in table misses and flow-
table overflow. Consequently, frequent flow setup
requests would be triggered, causing overhead for the
controller. Thus, the element of CMO can be stated
as CI, denoting the message used in conveying infor-
mation about the network condition, like association
and disassociation of mobile nodes and other events.
Also, let ‘E’ denote the set of all potential mobile
nodes, and ‘TCMO’ denote the total control message
overhead. Accordingly, the TCMO can be formulated
as in Eq. (10)

TCMO =
∑

(Ci)∀ event i in E (10)

Where TCMO denotes total control messages, which
serve as the total computation cost carried out by
the controller.

∑
represents the overall summation of

the control-related messages; Ci provides the cost of
control messages for event i (packet-in and packet-out
messages); and i represents the control event for an
individual mobile node. E represents control events
such as mobile node association, disassociation, and
flow setup requests, while ∀ denotes summation over
every event within the set E. This equation en-
ables understanding of how mobility generates flow
setup requests that contribute to controller overhead,
which can assist in reducing controller overhead.
Naturally, the TCMO can augment over time due to
mobile nodes’ mobility. Thus, as the mobile nodes
increase, the TCMO increases, resulting in controller
overhead. Accordingly, the relationship between the
previous and the current network state can be com-
plex due to several factors, including the efficiency
of control messages, the strategy of managing the
network state, and prediction accuracy, which is
critical.

Quantitative analysis. To compute a quantitative
analysis of the controller, let M(t) be the number
of mobile devices moving at time t, PER denotes
prediction error rate, Fe(t ) represent the expected
number of flow setup requests; Fcorr represents the
number of requests for correct prediction; and Ferr
number of requests for wrong prediction. In SDN-
enabled IoT, mobile devices (M) are expected to
move across different coverage areas of access points
(APs) at time t. Therefore, the controller overhead
is driven by the mobility-induced flow setup re-
quests. When M moves from one AP to another,
correct mobility prediction at time t allows proac-
tive rule installation, which mitigates table-miss and
reduces controller interaction. On the other hand,
prediction error causes unnecessary rule placement,
thereby triggering a reactive flow setup request
to the controller, resulting in controller overhead.
Thus, Fe(t ) = M(t )((1− PER)Fcorr + PERFerr ), where
wrong prediction (Ferr > Fcorr). Therefore, the con-
troller message overhead (TCMO) can be expressed
as TCMO = mc · Fe(t ) where mc denotes the aver-
age number of control messages generated per
flow setup request. Consequently, the additional
controller overhead due to prediction errors can
be expressed as 1Fe(t ) = mc · PER ·M(t )(Ferr − Fcorr),
demonstrating a linear relationship between predic-
tion error and controller overhead. Consequently,
this effect can be intensified when the network
experiences high mobility density. This highlights
that accurate prediction directly minimizes controller
overhead.
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Complexity analysis. To analyse the computational
complexity, let n denote the number of mobile devices
(k = 1, . . . , n) and mdenote the number of possible
user locations per device (l = 1, . . . ,m). The Eqs. (2)
and (4) of the proposed MPA run in constant time
O(1), as do the association update and backtrack-
ing decisions. In Line 2, the outer loop iterates over
all devices, executing n times. For a fixed device
dk, lines 3–6 compute the duration of stay from the
location history in O(1). In Line 7, the inner loop iter-
ates over all candidate locations l = 1 . . .m, executing
m times. Lines 8–13 compute conditional probabil-
ities and update the user’s location, each in O(1).
Hence, the iteration cost for device dkis O(m). Lines
15–19 predict the next location Eq. (4) and select
the best AP Eq. (5) in O(1), while lines 20–25 up-
date the device–AP association and handle possible
backtracking, also in O(1). Therefore, the total cost
for device dkis: O(1)+ O(m)+ O(1)+ O(1) = O(m),
where O(m)denotes linear growth with respect to the
number of candidate locations. To process all devices,
the total cost becomes: T (n,m) = n× O(m) = O(nm).
Thus, the overall time complexity of the MPA is:
O(nm), which denotes linear growth with respect to
both the number of mobile devices and the number of
possible user locations. This indicates that the MPA
scans and processes each device across all candidate
locations once, demonstrating that the complexity
scales linearly in practical SDN-enabled IoT mobility
scenarios.

Sensitivity analysis. To carry out sensitivity analysis,
the following parameters were considered: prediction
interval (1τ ), number of mobile devices (n), number
of user locations (m), history of mobility duration (h),
and prediction error rate (PER) sensitivity. When a
mobile device moves to a new location area of AP cov-
erage at time t, the controller must update the current
location of the mobile device. Thus, if m is wrongly
predicted, the flow rule would be installed reactively
by the controller. This increases controller over-
head. Firstly, small 1τ executes frequent prediction
updates, frequent controller interactions, and good
responsiveness to mobility. Conversely, large1τ min-
imizes computation overhead, but increases the risk
of inaccurate predictions. Therefore, moderate 1τ

can provide balanced execution between prediction
accuracy and controller overhead. Secondly, as the
number n increases, the prediction cost and the con-
troller overhead increase linearly due to frequent
flow setup requests. Thirdly, large m increases the
prediction search space per device and is restricted
within the AP range. Conversely, small m is moderate
within the coverage area of the AP. Fourthly, small h
executes fast computation with less reliability, while

large h enhances prediction with a slight increase in
computation and memory utilization. Finally, higher
PER executes frequent reactive flow setup requests
with increased controller overhead. On the other
hand, lower PER executes proactive rule installation
with reduced flow setup requests. Accordingly, the
sensitivity analysis demonstrates that the proposed
MPA is linear with m and n, whereas its performance
remains sensitive to the prediction interval and pre-
diction accuracy. The moderate values of 1τ and
h attain a balance between accuracy and controller
overhead, while higher PER substantially increases
controller overhead due to frequent reactive flow
setup requests.
Simulation setup

The study is conducted with a Mininet Wi-Fi sim-
ulated environmental setup using an Intel (R) Core
(TM) i7-1255U, 1.70 GHz, and 8.00GB memory. For
testing and evaluation, the Ryu open-source con-
troller is adopted for creating real-time network
topology scenarios. The network topology was built
using Python code to evaluate the experiment, and
OpenFlow switches were adopted to connect differ-
ent access points (APs). Similarly, mobile nodes are
connected to APs via wireless equipment on Mininet
Wi-Fi. Mobile nodes are predicted from different lo-
cations based on their parameters while generating
several traffic flows to APs using the Distributed In-
ternet Traffic Generator (DITG).

Results and discussion

Hewlett Packard Enterprise,26 recommends sup-
porting approximately 30–50 devices per AP for
real-world deployments to maintain network stability
and quality of service. Thus, this study adopts the
configuration of 25 mobile devices per AP, enabling
realistic modeling for practical deployment scenar-
ios. The experiment revealed that CPU and memory
usage increase as the number of mobile nodes and
active flow entries rises. Table 2 presents five dif-
ferent scenarios, each based on the controller’s CPU
and memory usage under varying behaviors of mobile
devices. In each scenario, the experiment examines
different sets of mobile devices along with their to-
tal active flow entries. The prediction accuracy was
observed to be 100% across all the scenarios, demon-
strating the effectiveness of the Predictor model as
mobile nodes changed locations within the network.
Fig. 2 illustrates prediction accuracy for different sets
of mobile nodes; Fig. 3 shows prediction accuracy
under varying flow entries; and Table 2 shows the
controller’s CPU and memory usage for varying num-
bers of mobile nodes.
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Fig. 2. Prediction accuracy with different mobile nodes.

Fig. 3. Prediction accuracy across varying flow entries.

The graph in Fig. 2, compares the prediction accu-
racy of CORE and the Present Work across different
numbers of mobile nodes (5, 10, 15, 20, 25). The
x-axis represents the number of mobile nodes, while
the y-axis indicates the prediction accuracy, ranging
from 0% to 100%. It appears the “Present Work”
outperforms the “CORE” significantly, achieving an
accurate prediction accuracy of 100% across all sce-
narios tested, regardless of the number of mobile
nodes. In contrast, the “CORE” shows slightly lower
prediction accuracy across different numbers of mo-
bile nodes, with 83.72%. Thus, Fig. 2 highlights the

effectiveness of the Present Work, which consistently
predicts mobile devices with 100% accuracy irrespec-
tive of their number, demonstrating its robustness
compared to the “CORE” model, which has a lower
and slightly variable prediction accuracy.

In Fig. 3, a comparison of prediction accuracy
across varying flow entries between the Present Work
and the Agg-ExTable is presented. At 25 flow en-
tries, the Present Work achieves an accuracy of 0.95,
while the Agg-Ex-Table records 0.65. The Present
Work consistently demonstrates higher and more sta-
ble prediction accuracy, ranging from 0.92 to 0.96,
whereas the Agg-Ex Table shows a slower improve-
ment, with accuracy values ranging from 0.65 to 0.79.
These results indicate that the Present Work outper-
forms the Agg-Ex Table in all scenarios, highlighting
its robustness and scalability in managing flow en-
tries. In contrast, the Agg-Ex Table exhibits lower
accuracy and slower adaptation, particularly under
increasing flow loads. The consistent performance
of the Present Work underscores its efficiency and
reliability in handling flow entries within dynamic
network environments.

In the first scenario, the study periodically monitors
the controller’s CPU and memory usage for 5 seconds.
Fig. 4 of scenario1 shows the CPU and memory usage
with 5 mobile nodes, corresponding to 1467 active
flow entries. The highest CPU usage observed at the
initial time is 1.3%, while the memory usage remains
constant.

at 33.5% throughout the periodic time of 5 sec-
onds. Also, it was observed that the CPU and memory
usage are relatively low because the number of mo-
bile nodes is small, resulting in a small number of
flow setup requests to the controller. In the third
scenario, Fig. 5 of scenario 2, shows 10 mobile nodes,
corresponding to 1888 active flow entries. The CPU
usage is 2.1% at the initial time, while the memory
usage is 35.2% and remains the same. It is also noted
that as the number of mobile nodes increases from
5 to 10, active flow entries increase, resulting in
higher CPU and memory usage compared to Fig. 4
of scenario 1. Fig. 6 of the third scenario presents
the performance metrics with 15 mobile nodes, cor-
responding to 3205 active flow entries. It is observed

Table 2. Experimental scenario.

Total Active Mobile Prediction Flow table
Scenario Flows Entry nodes Periods Accuracy CPU Usage (%) Memory Usage (%) utilization

1 1467 5 5 100 1.3 33.5 85
2 1888 10 10 100 2.1 35.2 85
3 3205 15 10 100 4.4 36 100
4 7189 20 10 100 5.5 35.1 300
5 8331 25 10 100 38.8 41.5 400
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Fig. 4. 1467 Active flow entries with 5 mobile nodes.

Fig. 5. 1888 Active flow entries with ten10 mobile nodes.

that active flow entries increase significantly because
mobile nodes increase from 10 to 15. The CPU and
memory usage increased substantially to 4.4% and
36%, respectively, compared to Fig. 5. The substantial
increase in CPU and memory usage reflects the grow-

ing demand for the network’s resources. In the fourth
scenario, the mobile nodes of Fig. 7 increased to 20,
corresponding to 7179 active flow entries increase.
CPU utilization sharply rises to 5.5%, while memory
utilization slightly decreases to 0.9%, indicating the

Fig. 6. 3205 Active flow entries with 15 mobile nodes.

Fig. 7. 3205 Active flow entries with 15 mobile nodes.
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Fig. 8. 8331 Active flow entries with 25 mobile nodes.

scalability challenges as the network expands com-
pared to Fig. 5. Finally, Fig. 8 of the fifth scenario
represents 25 mobile nodes as the highest number,
corresponding to 8331 active flow entries. It was
observed that the CPU and memory usage are 3.8%
and 41.5%, respectively. In general, resource utiliza-
tion of both CPU and memory increases exponentially
with rising network demand, as illustrated in Figs.
Figs. 4 to 8. As the number of mobile devices grows,
the volume of flow setup requests directed to the
controller also increases, leading to higher controller
overhead. This overhead can, in turn, degrade over-
all network performance by increasing latency and
reducing responsiveness.

Limitation and future research

Research is a continuous process from one gener-
ation to another. The application of IoT has been
increasing, particularly with the advent of mo-
bile devices. Consequently, IoT devices generate a
lot of traffic in the network under limited switch
memory for flow tables and switch-controller com-
munication. Therefore, the incoming traffic (flows of
packets) needs to be managed effectively to minimize
flow-table utilization, thereby reducing controller
overhead. This study investigates the mobility-aware
prediction to minimize controller overhead. How-
ever, the limitation of the study is as follows:

Proactive rule installation

It has been observed that in a proactive flow rule in-
stallation method, resource utilization increases as a
result of pre-installing several rules. This may unnec-
essarily consume limited switch memory compared
to the reactive method of flow rule installation. How-
ever, the reactive method reduces memory utilization
compared to proactive, but is signaling intensive,
which could consume SDN controller resources (e.g.
CPU), particularly with mobility prediction errors.

Furthermore, it increases the latency tolerance and
reliability requirements of the control channel and
control plane. Therefore, future research will inte-
grate proactive and reactive methods, which can
dynamically adapt to network changes, thereby min-
imizing flow setup requests and controller overhead.

Single controller

The study employed a single controller for easy
analysis of controller overhead in an SDN-enabled
IoT environment. However, it may experience bot-
tlenecks as the network expands, particularly single
point failure and high computational decision mak-
ing. Thus, future research will consider multiple
controllers to enhance scalability, reliability, perfor-
mance, and resilience against single points of failure.

Conclusion

Software defined networking is a flow-based net-
work that requires the controller to install the
corresponding flow rule into the switch for han-
dling incoming flows. Unfortunately, the network
increases as the number of mobile devices increases,
resulting in more resource utilization due to rule
placement. Thus, software-defined networking (SDN-
enabled IoT) is leveraged to manage IoT mobile
devices due to its programmability and scalability
for managing the global network. However, the SDN
controller and switch can be overutilized due to flow
setup requests and the limitation of switch memory.
Therefore, this study analyzed how mobile nodes’
flow setup requests, control messages overhead, and
predictions affect SDN controller CPU and memory
usage. The prediction was confirmed to be 100% com-
pared to CORE, minimizing unnecessary flow rule
installation. Similarly, the analysis revealed that CPU
and memory utilization increase exponentially as the
network demand increases with more mobile nodes.
Thus, as the number of mobiles increases, more flow
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setup requests are sent to the controller, leading to
increased controller overhead. Furthermore, sensitiv-
ity analysis shows that low prediction error reduces
controller overhead due to proactive rules installa-
tion, while high prediction error increases controller
overhead due to frequent flow setup requests as a re-
sult of reactive controller response. Therefore, future
research should consider integrating proactive and
reactive methods, which can dynamically adapt to
network changes, thereby minimizing frequent flow
setup requests and controller overhead. In addition,
multiple controllers should be explored to avoid sin-
gle points of failure, making the system resilient to
network changes.
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حليل تنبؤي مدرك للحركة لعبء المتحكم في إنترنت الأشياء المُمكَّن 

 ( SDNبالشبكات المعرفة برمجياً )
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 الخلاصة

إنترنت الأشياء ) المستمر في حركة أجهزة  السريع والازدياد  النمو  إلى زيادة كبيرة في طلبات  (  IoTإن  يؤديان  التدفقات  المتنقلة  إعداد 

(Flow Setup Requests  )( ًفي الشبكات المعرفة برمجياSDN  .)  إذ إن التنقل المتكرر للأجهزة المتنقلة بين نقاط الوصول يتسبب في

( البيانات  مستوى  العاملة ضمن  المحولات  في  التدفق  قواعد  لتثبيت  متكررة  زيادة  (،  Data Plane Switchesعمليات  إلى  يؤدي  مما 

في ظل السعة المحدودة لذاكرة جداول التدفق. كما أن عدم دقة التنبؤ بالحركة في  (  Controllerي العبء الواقع على المتحكم )مفرطة ف

الأساليب الحالية يزيد من تفاقم هذه المشكلة من خلال التسبب في وضع قواعد غير ضرورية وطلبات متكررة لإعداد التدفقات. تبحث هذه  

التنبؤ المدرك للحركة على العبء الواقع على المتحكم من خلال سيناريوهات تجريبية تستخدم مجموعات مختلفة من الدراسة في : تأثير  

( المركزية  المعالجة  وحدة  استهلاك  الاعتبار  في  الأخذ  مع  المتنقلة،  الأشياء  إنترنت  تم  (  CPUأجهزة  وقد  بالمتحكم.  الخاصة  والذاكرة 

مع المتحكم. وأظهر نموذج التنبؤ  (    Reactive Interactionsكة بهدف تقليل  التفاعلات التفاعلية )توظيف نموذج استباقي للتنبؤ بالحر 

% مقارنة بالنموذج المرجعي، مما أسهم بشكل ملحوظ في تقليل طلبات إعداد التدفقات غير الضرورية وخفض  100المقترح دقة تقارب  

المتحكم. علاوة على ذلك، أوضح تح الواقع على  المتحكم، في  العبء  تقليل الحمل على  التنبؤ يؤدي إلى  ليل الحساسية أن انخفاض خطأ 

إنترنت التوسع في شبكات  قابلية  بالحركة لتحقيق  الدقيق  التنبؤ  التنبؤ يؤدي إلى زيادة العبء عليه، مما يؤكد أهمية   حين أن ارتفاع خطأ 

 الأشياء المعتمدة على الشبكات المعرفة برمجياً. 

 (. SDNالمتحكم، إنترنت الأشياء، الحركة، التنبؤ، الشبكات المعرفة برمجياً )  الكلمات الم فتاحية: 
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