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Abstract

Deep learning has brought about a change in the ways images are hidden,
allowing the transition from manual embedding techniques to trainable, data-
driven models. This review presents a comprehensive and structured study of
deep learning-based image steganography techniques , categorizing current
approaches into five common architectural categories: convolutional neural
networks (CNNs), Generative Adversarial Networks (GANS) , transformer-
based models, diffusion-based generative architectures, and autoencoder-
based architectures. This review analyzes and compares the architectures, em-
bedding methods, performance characteristics, and evolutionary trends of ex-
isting models , with a focus on undetectable capabilities, payload capacity,
flexibility, security against steganalysis attacks , and ease of deployment. The
review begins with early CNN-based encoder—decoder models and extends
to adversarial, attention-based, semantic, probabilistic, and reconstruction-
driven steganographic frameworks. It further examines how representation
learning, self-attention mechanisms, adversarial optimization, and stochastic
generative modeling have influenced the development of modern image ste-
ganography systems. In addition to synthesizing recent advances, this study
identifies persistent research gaps, including limited cross-domain generali-
zation, insufficient explainability, computational complexity, inconsistent ro-
bustness evaluation, and the absence of standardized benchmarks. By unify-
ing developments across different architectural families and generations, this
review provides a focused taxonomy and a critical understanding of the cur-
rent state of deep learning-based image steganography. It also outlines future
research directions toward more adaptive, explainable, robust, secure, and
practically deployable steganographic systems.
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1. Introduction

The increasing appeal of information se-
curity stems from the communication of
multimedia data across frequently unse-
cured networks and the rising rate of data
transmission. The data are protected by the
type of encryption that is considered con-
ventional, yet the fact that the data are pre-
sent is, nevertheless, disclosed. The imple-
mentation of a supplementary kind of secu-
rity has been implemented to resolve this
cryptographic issue. Steganography is a
type of security that conceals information
by enclosing it within digital data that ap-
pears to be innocuous. Steganography takes
this approach to security. This can be illus-
trated using text, audio, or visual media.
[1]. On account of the fact that photos are
the most often used digital asset throughout
the internet and social media platforms, the
most frequent type of steganography is ste-
ganography that is embedded into photo-
graphs. The purpose of this endeavor is to
incorporate information into a cover photo
in such a way that it is not visible to the na-
ked eye that the image contains elements of
information. In the past, the primary ap-
proaches for picture steganography were in
the spatial domain. Earlier methods com-
monly used discrete cosine transform
(DCT) or discrete wavelet transform
(DWT) [2]. While older methods were
characterized by their computational sim-
plicity and high processing speed, they suf-
fered from limitations. These limitations in-
cluded limited data capacity, poor re-
sistance to compression and distortion, and
susceptibility to detection by newer detec-
tion techniques. Machine learning, particu-
larly deep learning, has led to the develop-
ment of techniques capable of automati-
cally learning complex spatial relationships
and embedding methods from image da-
tasets. The major shift from manually con-
structed algorithms to self-learning and
adaptive systems has been observed. Deep
learning-based  steganography systems
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have demonstrated significant improve-
ments in steganography quality, attack re-
sistance, and data storage capacity.

These systems have overcome the limita-
tions of previous methodologies, such as
limited steganography capacity and vulner-
ability to detection, by employing advanced
techniques that enhance their performance
and reliability. The integration of
Generative Adversarial Networks (GANS) ,
pioneered by Goodfellow et al. (2014), into
steganography applications [3] represents a
significant step forward in this progress.
GAN-based systems utilize a generator to
embed hidden messages within the original
images, while a discriminator distinguishes
between real and generated samples [4], [5]
. This results in more realistic and effective
steganography images.

It has been shown that generative models
can directly encode data while creating im-
ages through steganography without em-
bedding. Recent developments in deep
learning-based steganography systems de-
pend on the creation of suggested trans-
former-based topologies, the integration of
attentional processes, and the incorporation
of spatial frequency feature learning. The
maximum signal-to-noise ratio (PSNR), bit
error rate (BER), and structural similarity
index (SSIM) all significantly improved as
a result, showing that these techniques out-
performed earlier steganography tech-
niques. Additionally, by using Explainable
Artificial Intelligence (XAIl) techniques,
the researchers improved the transparency
and dependability of deep learning-based
information steganography systems and of-
fered new insights into the embedding
mechanism. This helped users better under-
stand the decision-making processes in
these systems and increased confidence in
their efficacy.

This systematic review focuses on image
Steganography using deep learning. It can
be summarized as follows:
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1. Comprehensive Mapping of Existing
Research: A systematic review aggre-
gates and organizes all exemplary stud-
ies on deep learning-based image ste-
ganography. This means putting tasks
into groups like spatial-domain, fre-
quency-domain, hybrid, adversarial,
and resilient steganography; finding the
most common DL architectures (CNNs,
GANs, Autoencoders, Transformers,
etc.); and giving a brief overview of the
most common embedding and extrac-
tion strategies.

2. Finding open issues and research
gaps: The systematic review can iden-
tify neural architectures that have not
received enough attention, a lack of
studies that demonstrate how they func-
tion in the real world, a need for im-
proved resistance to contemporary ste-
ganalysis tools, a lack of large and
standardized  datasets, inadequate
benchmarking, and reproducibility is-
sues by comparing methods and results
across studies. This aids in directing
subsequent studies.

3. Developing Conceptual or Taxonomy
Models: Structured taxonomies, such
as DL architecture classification, em-
bedding domain classification, robust-
ness against attack taxonomy, and opti-
mization target classification, may re-
sult from the evaluation. The field is
kept organized by these frameworks.

4. Trends and Future Directions: More
transformer-based architectures, diffu-
sion models for stego synthesis, im-
proved adversarial robustness, privacy-
preserving and federated steganogra-
phy, and multi-modal steganography
(image-in-audio, text-in-image, and
video-in-image) could all arise from a
thorough review.

5. Standardizing evaluation protocols
and criteria: Due to the different crite-
ria used in different research, it may be
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difficult to evaluate the results and draw
reliable conclusions.

2. The Importance of Deep Learn-
ing with Image Steganography

In the field of information security, image
steganography is essential because it pro-
tects sensitive information from public dis-
closure by hiding it inside digital photo-
graphs. Early advances in this area were on
transform-domain algorithms using tech-
niques like Least Significant Bit (LSB) re-
placement, such as the Discrete Cosine
Transform (DCT) and the Discrete Wavelet
Transform (DWT). However, there are a
number of issues with these older methods
that must be resolved, such as their reduced
capacity, susceptibility to noise and com-
pression, and increased susceptibility to ste-
ganalysis detection.
Image steganography has changed dramati-
cally since deep learning emerged, moving
from data-driven models to ones with hu-
man-like intelligence. Deep neural archi-
tectures such as Convolutional Neural Net-
works (CNNs), Generative Adversarial
Networks (GANSs), and Transformer net-
works [6], [7], [8] have made notable ad-
vancements in enhancing imperceptibility,
robustness, and adaptability. Compared to
conventional methods, deep learning pre-
sents numerous advantages and is increas-
ingly supplanting standard practices in im-
age steganography. These advanced models
possess the ability to autonomously learn
features.
CNNs utilize hierarchical spatial represen-
tations—such as edges, textures, and se-
mantic structures—to identify optimal spa-
tial locations for embedding data, resulting
in less noticeable alterations than those pro-
duced by older techniques relying on LSB
or DCT [9]. Encoder-decoder networks can
be trained within a unified deep framework
through parallel training. This approach al-
lows for comprehensive optimization
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throughout the entire process while improv-
ing the balance between distortion and re-
covery accuracy.

An example of this innovation is HiNet,
which incorporates Invertible Neural Net-
works (INNs) for image concealment, ena-
bling high-quality image retransformation
with minimal loss. Subsequent research has
facilitated multi-image embedding capabil-
ities and frequency-domain learning
through various extensions [6, 10, 32]. Fur-
thermore, deep learning serves as a more
secure and robust mechanism for maintain-
ing data integrity and protecting hidden in-
formation against transformations, com-
pression, or noise introduction. The adver-
sarial training methodologies inherent in
GAN-based

models render them particularly challeng-
ing to assess [6], [11]. Additionally, adap-

tive hybrid architectures like U-Net com-
bined with DWT optimize the payload-im-
perceptibility trade-off by achieving en-
hanced capacity alongside improved image
quality [7, 28, 8]. Lastly, recent research
has used Explainable Al (XAI) tools like
Grad-CAM and LRP to show embedding
behavior in order to make models easier to
understand and more open [9]. Overall,
deep learning has enabled image
steganography systems to learn adaptive
embedding and recovery strategies,
improving imperceptibility, robustness, and
capacity compared with traditional hand-
crafted methods. Recent work on diffusion
models, Transformers, and autoencoders
further indicates a shift toward more secure,
interpretable, and scalable steganographic
frameworks. [28, 8].

Table 1: Systematic Review Methodology and Selection Framework

Google Scholar, arXiv, Publisher Platforms (e.g., NeurlPS, CVPR Proceedings)

Steps Description

Data Sources / Digital =~ ScienceDirect (Elsevier), IEEE Xplore, SpringerLink, MDPI
Libraries

Additional Academic

Resources

Search Type Systematic Literature Search

Search Method Boolean Query-Based Retrieval

Coverage Period
Inclusion Criteria

els)

Exclusion Criteria Non-English publications

Recent Publications (2021- March /2026)

Publications written in English
Studies directly related to deep learning-—based image steganography
Journal articles and conference papers

Relevant deep learning architectures (CNN, GAN, Transformer, Autoencoder, Diffusion Mod-

Studies unrelated to deep learning or image steganography
Papers with inaccessible full text
Outdated publications (before 2020)

e Non-academic or low-credibility sources

Study Selection Stages
— Final Inclusion
Distribution of Se-

lected Publications

To improve the systematic review method-
ology, the process of study selection was
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Identification — Duplicate Removal — Title/Abstract Screening — Full-Text Eligibility Assessment

ScienceDirect (40%), IEEE Xplore (32%), SpringerLink (15%), MDPI (5%), Other Sources (8%)

clarified. The literature search was per-
formed by using Boolean search strings
combining terms related to deep learning
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and image steganography such as “deep
learning” AND “image steganography,”
“CNN” AND “image hiding,” “GAN”
AND “steganography,” “Transformer”
AND “image steganography,” “diffusion
model” AND “steganography,” and ‘“‘auto-
encoder” AND “image hiding.” The re-
trieved studies were initially screened by ti-
tles and abstracts, and then assessed for
full-text eligibility against the inclusion/ex-
clusion criteria as described in Table 1 The
included studies directly investigated image
steganography based on deep learning, re-
ported relevant architectures or evaluation
metrics, and provided sufficient methodo-
logical or experimental details. Studies
were excluded if they were not related to
image steganography, full text was not ac-
cessible, there was no sufficient technical

information or they could not be verified by
reliable bibliographic information. In order
to reduce the risk of selection bias, the
screening process was checked with the
pre-defined criteria and conflicts were
solved by discussion between the authors.
A basic quality assessment was also carried
out looking at publication status, source
credibility, methodological clarity, dataset
description, reported evaluation metrics, ro-
bustness/security evaluation and relevance
to the five architectural families discussed
in this study.

A PRISMA-style workflow was also added
to visually summarize the identification,
screening, eligibility assessment, and final
inclusion stages of the systematic review
process.

(n=642)

Records identified through database searching
(ScienceDirect, IEEE Xplore, SpringerLink, MDPI) | ¢ Duplicate records removed

Records removed before screening:

(n=152)

l

(n = 490)

Records screened by title and abstract

Records excluded
(n=312)

* Irrelevant to deep learning-based
image steganography

v

Full-text articles excluded

(n=178)

Full-text articles assessed for eligibility

(n=104)

——— | ¢ Not meeting inclusion criteria (n = 61)
« |Insufficient technical details (n = 27)
* Inaccessible full text (n = 16)

\

(n=74)

[ Included ] [ Eligibility ] [SCNening ] (Identlﬂcaﬂon

Studies included in the systematic review

(Final included studies)

Studies included

» | ¢ Qualitative analysis (n = 74)
« Quantitative comparison (subset)
(where metrics were available)

E This flowchart follows the PRISMA (Preferred Reporting Items for Systematic Reviews and Meta-Analyses) !
! guidelines to ensure transparency and reproducibility of the selection process. :

Fig 1: PRISMA flowchart of the study selection process.

This figure illustrates the systematic review workflow, including the number of records iden-
tified, screened, excluded, assessed for eligibility, and finally included in the review.
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3. Evaluation Metrics for Image
Steganography

The study found that deep learning for
image steganographyhas been applied to
four different multimedia elements; image,
video, audio and text. The organization of
the systematic review is shown in Figure 2.
There is a lack of standardized evaluation
metrics to compare the image
steganography methods between different

studies. In deep learning-based image
steganography, evaluation usually
concentrates on four main aspects:

imperceptibility of the cover image, quality
of the secret image recovery, extraction
accuracy, and embedding capacity [5, 4].
The four major metrics used in this review
are defined as follows:

1.Peak Signal-to-Noise Ratio (PSNR)

The pixel-level similarity between two
images, such as the original cover
image and the generated stego image or
the original secret image and the
recovered secret image, is measured by
PSNR. It measures the ratio of the
distortion induced during embedding or
recovery to the highest pixel intensity
that can be achieved [19, 7]. Higher
PSNR levels often indicate less
distortion and improved visual
imperceptibility. PSNR is measured in
decibels (dB). It is frequently employed
as the main stego image quality metric
in CNN-based [19, 22, 34], GAN-based
[41, 48, 66], Transformer-based [77,
80], diffusion-based [83], and
autoencoder-based systems [6, 103].
The definition of PSNR is:

PSNR =10 - lngo (MAX2| /| MSE )
where  MAX | is the maximum
possible pixel value of the image (255
for 8-bit images), and MSE is the mean
squared error between the reference
image and the compared image, defined
as:

MSE = (1/MN) - % % [ 1(i,j) — K(i.j) 12
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where | and K represent two compared
images of size M x N. Despite its
widespread use, PSNR has been
criticized for measuring only pixel-
level amplitude distortion without
capturing statistical detectability by
steganalysis tools [5, 19], and thus
should not be interpreted as a measure
of security.

2.Structural Similarity Index Measure
(SSIM)
By concurrently evaluating brightness,
contrast, and structural data, SSIM as-
sesses the perceived similarity between
two images. SSIM captures local struc-
tural degradation more correctly and is
more compatible with the human visual
system than PSNR, which only assesses
pixel-level error [7, 8]. Higher struc-
tural similarity and superior perceptual
quality are indicated by SSIM values,
which range from 0 to 1. In CNN-based
[7, 20, 34], GAN-based [48, 51, 66],
Transformer-based [77, 80, 87], diffu-
sion-based [91, 92], and autoencoder-
based systems [6, 103], it is reported
alongside PSNR in the reviewed litera-
ture as a complementary imperceptibil-
ity metric. The definition of SSIM is:
SSIM(x, y) = [ (2udty + C)(205 + C2) |

/[ (e + ? + Ci)(02 + 02 + Cs) ]

where 11 and p, are the mean intensities
of images x and y, o, and o,? are their
variances, oy, IS their covariance, and C.
and C: are stabilizing constants.

3.Bit Error Rate (BER)
The percentage of improperly recov-
ered secret bits in relation to the total
number of embedded bits is measured
by BER. It is mostly used to assess the
precision of the extraction or recovery
procedure in steganographic systems,
and it is especially important for sys-
tems assessed under distortion condi-
tions like Gaussian noise and JPEG
compression [77, 34, 88]. Higher BER
values indicate more extraction error,
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whilst a BER of 0 denotes full recovery.
BER is reported in robustness-focused
studies where message recovery accu-
racy under distortion is a primary goal,
such as the CNN adaptive loss system
[34], TRPSteg [77], and the reversible
Transformer latent embedding system
[88]. The definition of BER is:

BER = N_error / N_total
where N_error is the number of
incorrectly recovered bits and N_total is
the total number of embedded bits.

4.Payload Capacity

Payload capacity, which is typically de-
fined as the ratio of the secret picture
size to the cover image size or measured
in bits per pixel (bpp), is the amount of
secret information that may be placed
within a cover image [19, 6, 80]. More
secret information can be concealed
with a larger payload capacity, but as
the reviewed literature has shown, this
increases the risk of discovery and de-
creases imperceptibility by introducing
more visual or statistically identifiable
artifacts [5, 7, 28]. The definition of
payload capacity is:

Payload Capacity = N_embedded bits

/ N_cover pixels

where N_embedded bits is the total
number of embedded secret bits and
N_cover pixels is the total number of
pixels in the cover image. Payload
capacity ranges widely across the
reviewed systems, from approximately
0.4-1.0 bpp in security-focused CNN
and GAN methods [19, 20, 51] to full-
image hiding at approximately 24 bpp
in invertible autoencoder systems such
as HiNet [6] and SMILENet . This
range reflects the fundamental trade-off
at the core of image steganography:
payload capacity must always be
balanced against  imperceptibility,
robustness under distortions, and
resistance to steganalysis attacks [5, 7,
8].

4. Deep Learning-Based Approaches
for Image Steganography

This section contains the included
research papers that passed all the exclusion
criteria and it is divided into five parts
according to the deep learining techniques
used for image steganography .

Types of deep learning
Convolutional Generative Transformer-Based Diffusion-Based Autoencoder-
Neural Networks Adversarial Models Based
(CNN) Networks (GANs) Models

Fig 2: Diagram of the structure of the systematic review paper.
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4.1 CNN based Image
Steganography

LeCun et al. [12] proposed the LeNet-5
architecture that was a major advance of
CNNs. Such information was distributed
among fully connected layers, pooling lay-
ers, and convolutional layers. It is relatively
cost-effective in parameter configuration;
however, stability was attained with a few
deviations when using a parameter that en-
codes handwritten digits. It also brought in
important notions like shared weights, sub-
sampling, and local receptive fields.
AlexNet [13] further raised the interest in
CNN research while showing that deep net-
works, powered by GPU systems, could
better do things like ImageNet [14], where
it was shown that the networks performed
faster in scaling data such as ImageNet
when using ReLU activations, dropout
techniques, and new data augmentation
techniques. In each study following the pre-
vious class of CNNs, the following design
was a derivative of each other: VGGNet
used the constant 3x3 kernels for focusing
on depth; ResNet [15] integrated the resid-
ual connections for ultra-deep training; In-
ception [16] employed the multi-scale mod-
ular processing approach; and EfficientNet
[17] suggested compound scaling for better
efficiency. In recent years, there was a va-
riety of attention mechanisms, transfer
learning schemes, hybrid CNNs with trans-
formers hybridized designs and different
compression methods have also been ex-
plored for efficient deployment in CNN
[18]. These progresses, all of which are rep-
resented by the recent developments in
CNN architectures, from LeNet-5, to effi-
ciently scalable CNN architectures. Convo-
lutional neural network (CNN) architec-
tures are now essential as part of deep learn-
ing-based image steganography, providing
an alternative to end-to-end learning and re-
lying on predefined embedding rules. Early
encoder—decoder  architectures  outper-
formed standard least significant bit (LSB)
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methods on terms of imperceptibility and
payload capacity [19]. Loss functions and
architectural adjustments have enhanced
CNNs' capability to hide data while it is
concluded from the reviewed literature pro-
jects that CNNs were considered as the
front-runner backbone for various applica-
tions [5, 9]. Attention-enhanced CNNSs in-
creased the embedding accuracy , and hy-
brid approaches based on a spatial fre-
quency of discrete wavelet transform
(DWT) or discrete cosine transform (DCT)
decreased the sensitivity to compression or
distortion effects [20]. GANs for adversar-
ial training significantly improved CNN
frames' defenses to steganalysis attacks
[21]. Nevertheless, adaptive optimization,
robustness assessment, and explainability
still pose challenges regarding their perfor-
mance. Recent works have been turning in-
creasingly towards scaling U-Net variants;
multi-scale CNNs and adaptation to the
specific application [22]. Although there
has been a great deal of recent work toward
CNN-based image steganography, there are
some important limitations that still exist.
While a lot of techniques utilize visual fi-
delity metrics like PSNR and SSIM exten-
sively, they do not yet adequately consider
security or robustness to real-world distor-
tions—such as compression artifacts or
noise—or current learning-based steganal-
ysis ; [9]. In addition, the majority of the
loss function models are static and have
fixed-weight multi-objective models. This
stiffness restricts the approach to trade-off
imperceptibility with payload capacity and
robustness in different transmission envi-
ronments or image properties [19], [21].
Very few studies have been conducted on
cross-domain generalization as a majority
of CNN based generalization models have
been investigated with small datasets and
with only a few image formats and distribu-
tion. Their effectiveness against heteroge-
neous domains, such as JPEG or HDR im-
agery has thus far been subjected to un-
structuredly untried rigorously on them [5],
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[22]. And while such hybrid spatial-fre-
quency methods that integrate the DWT or
DCT with hybrid SpF techniques are also
proposed for hybrid methods, they often
fail to integrate those approaches together
in coherent manner and do not establish an
overall optimization framework that max-
imizes the optimal harmony between the
spatial and frequency settings [20], . Cited
in, there are no interpretable Al (XAl) ap-
proaches present in CNN-based ste-
ganographic models, reducing transparency
of learned embedding behaviors in CNN-
based steganographic models, thereby em-
phasizing the dearth for XAl methods, il-
lustrating there remains a significant ex-
plainability gap. The bulk of the research
focuses exclusively on specific architec-
tures in CNN with no systematic approach
of comparing such architectures with other
encoder-decoder architectures or feature fu-
sion algorithms, severely constraining both
architectural exploration and comparative
avenues [19], [20]. The difficulties associ-
ated with scale and deployment have made
practical applications even more difficult.
In the meantime, these are often neglected

33 7] .
v f — /
M T Y A A 4
== I — I —et— —>
U B — |
. | 1 & y |
»

Cover Image Secret Image

Revealed Image

Hiding Network

to favor computational efficiency and
memory usage; but solving real-world ap-
plicability is important as well [22]. Finally,
the lack of standard practices prevents un-
biased comparisons across studies and thus
attempts at reproducibility; so methods are
inconsistent across this area of research [5]
. In conclusion, these shortcomings high-
lighted by the present report show an im-
portance for the development of CNN-
based steganography systems: not only do
they need to adopt adaptive optimization
strategies in conjunction with thorough ro-
bustness testing, but also cross-domain gen-
eralization capabilities and architectural
flexibility together with robust measure of
explainability must be stressed upon. Alt-
hough the advantages brought to the pro-
cess of spatial-frequency fusion using
wavelet transformations are evident in ref-
erence work cited as [35], nevertheless this
scheme still presents challenges to further
refine as it neglects parts of the adaptive op-
timization and also provides no comprehen-
sive robustness evaluations together with
interpretability measures.

Container Image

Revealing Network

Fig 3: Conceptual architecture of CNN-based image steganography.
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Table 2:Comparative Summary of CNN-Oriented Steganography Studies

Ref.

[22]

[23]

[25]

[26]

[27]

[28]

[20]

[29]

[30]

[31]

[32]

[33]

[34]

[35]

Year

2020

2021

2022

2022

2023

2024

2021

2023

2023

2021

2026

2026

2025

2021

Method /
Framework

SteganoCNN
(CNN En-
coder—De-
coder)
Siamese
CNN Ste-
ganalysis

Loss Func-
tion Robust-
ness Study

NAFF + At-
tention CNN

Extractor
Matching
CNN

Hybrid CNN
High-Capac-
ity Frame-
work
Frequency-
Domain
CNN
Lightweight
StegoNet
Dual Atten-
tion U-Net

Hybrid Au-
toencoder +
DWT
End-to-End
CNN + En-
cryption
WSERNeEet
Steganalysis

CNN +
Adaptive
Loss (LF3)

Data Hiding
Scheme
Based on U-
Net and
Wavelet
Transform

Dataset

ImageNet

BOSSBase /
ALASKA#2

BOSSBase /
DIV2K

VOC/
RESISC45-
type da-
tasets
BOSSBase /
COCO

Natural
RGB da-
taset

BOSSBase-
JPEG

Natural im-
age dataset
COoCo/
DIV2K-type
datasets

ImageNet /
BOSSBase

STL-10

BOSSBase /
BOWS2

Tiny-
ImageNet
and related
datasets
VOC 2012/
ImageNet

Key Focus

Generalization
and multi-im-
age hiding

Feature similar-
ity-based ste-
ganalysis detec-
tion

Stability analy-
sis under differ-
ent loss func-
tions
Imperceptibility
improvement
with low com-
plexity
Decoder-aware
embedding and
extraction
matching
Payload maxi-
mization

Compression-
robust embed-
ding
Edge/mobile
deployment
Feature preser-
vation and at-
tention-guided
hiding
Spatial-fre-
quency synergy

Joint encryp-
tion and image
hiding

Weak ste-
ganographic
signal extrac-
tion
Payload-ro-
bustness bal-
ance

Image-in-image
hiding using
grayscale secret
and color cover
images

Robustness
Evaluated

Partially

addressed

Explicitly
addressed

Partially
addressed

Limited

Limited

Not clearly
evaluated

Explicitly
addressed
Limited

Limited

Partially
addressed

Limited

Explicitly
addressed

Explicitly
addressed

Partially
addressed

204

Steganalysis

/ Security
Tested

Not clearly
evaluated

Explicitly
addressed

Not the core
focus

Not evalu-
ated

Partially ad-
dressed

Not evalu-
ated

Limited

Not evalu-
ated
Not evalu-
ated

Limited
Not evalu-
ated
Explicitly

addressed

Explicitly
addressed

Limited

Adaptive
Loss

Not ad-
dressed

Not appli-
cable

Partially
addressed

Not ad-
dressed

Not ad-
dressed

Not ad-
dressed

Not ad-
dressed

Not ad-
dressed
Not ad-
dressed

Not ad-
dressed

Not ad-
dressed

Not appli-
cable

Explicitly
addressed

Not ad-
dressed

Spatial—
Frequency
Fusion
Not ad-
dressed

Not ad-
dressed

Not ad-
dressed

Not ad-
dressed

Not ad-
dressed

Not ad-
dressed

Explicitly
addressed

Not ad-
dressed
Not ad-
dressed

Explicitly
addressed

Not ad-
dressed

Not ad-
dressed

Not ad-
dressed

Explicitly
addressed

Using
XAl

Not re-
ported

Not re-
ported

Not re-
ported

Not re-
ported

Not re-
ported

Not re-
ported

Not re-
ported

Not re-
ported
Not re-
ported

Not re-
ported

Not re-
ported

Not re-

ported

Not re-
ported

Not re-
ported

Scalability
| Effi-
ciency

Heavy

model

Normal

Normal

Explicitly
addressed

Normal

Not clear

Normal

Explicitly
addressed
Normal

Normal

Not fo-
cused

Efficient

Normal

Normal
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4.2 GAN-Based Image Steganog-
raphy

Goodfellow et al. [3] developed Genera-
tive Adversarial Networks (GANSs), which
represent a fundamental framework in con-
temporary image steganography and a no-
table advancement in generative modeling.
The GAN framework originally facilitated
adversarial learning to achieve data-driven
approximations of complex image distribu-
tions by establishing a minimax game be-
tween a discriminator and a generator [3].
This theory was the basis for ste-
ganographic systems that use GANs. The
main goals of the first changes to the archi-
tecture were to make training more stable
and synthesis more accurate. With the addi-
tion of batch normalization and the switch
from fully linked layers to convolutional
structures in DCGAN , GANs became good
for modeling pictures at the pixel level.
Theoretical advancements, including Was-
serstein GAN (WGAN) [36] and WGAN-
GP [37], enhanced adversarial training by
addressing gradient instability and mode
collapse through novel loss formulations
and gradient penalties. Conditional and
translation-based variations, like Condi-
tional GANs , InfoGAN [38], Pix2Pix [39],
and CycleGAN [40], made it possible to ex-
tend adversarial learning even further to
controlled and paired picture production.
The most recent versions had cover-secret
mapping and translation-based concealing
schemes.Between 2018 and 2021, spatial-
domain GAN-based steganography models
like HCISNet [41] and SteganoGAN made
the payload capacity and invisibility much
better. These methods were still very much
limited to pixel-space representations,
which made them easy to change and com-
press. After 2021, steganography using
GANs moved toward hybrid and multi-
stage architectures. Architectures that used
residual feedback, rate-distortion optimiza-
tion, attention mechanisms, and hierar-
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chical generation [40]-[41] made recon-
struction more accurate, more stable, and
more realistic in terms of meaning. Atten-
tion-driven and hybrid CNN-Transformer
designs [42]-[44] made it possible to use
adaptive and context-aware embedding
methods, but there were still problems with
training stability and computing complex-
ity. Recent advances have been mostly
about designs that are focused on effi-
ciency, representations that take geometry
into account, and managing latent space. To
make things more stable, models like
SPDGAN [55] use geometry-aware latent
representations. To make things more co-
herent, models like StegaStyleGAN [53]
use StyleGAN-based latent manipulation.
Lightweight adversarial generative network
(GAN) frameworks [56] allow for model
switching and aid in deployment issues as
well as scalability.

One cannot directly place the GAN Ste-
ganography in that framework, as it can be
grouped into non-embedding (SWE) but
they does not embedded implicitly availa-
ble cover image directly with concealed in-
formation instead learns to encode between
they're and hidden while producing them
[4].

By matching hidden images with the distri-
butions extracted from the images, this
method enhances the statistical normality
and detection resistance of hidden images.
Generative Adversarial Networks (GANS)
and their generators use convolutional neu-
ral networks (CNNSs) to extract spatial fea-
tures and model textures [1, 2].

New techniques that leverage explainable
artificial intelligence (XAI) methods, for
instance Grad-CAM [42] and SHAP [43],
to better understand embedding func-
tions/model purposes have also been en-
compassed into higher trust transparency
adherence. While substantial progress has
been made, there are several ongoing chal-
lenges.
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Table 3:Comparative Summary of GAN-Based Steganography Studies

Ref

(6]

[47]

[49]

[50]

[51]

[60]

[61]

[62]

[63]

Year

2021

2021

2022

2023

2023

2023

2023

2023

2023

Method /
work

Frame-

HiNet

GFR-Net / Residual
Feedback GAN

Cross-Feedback
GAN

IDGAN

Adaptive GAN Ste-
ganography

Smooth Cycle-Con-
sistent  Adversarial
Steganography

Evolving GANs for
Steganography

High-Capacity Cov-
erless GAN Frame-
work

NOStyle  (Noise-
Optimized  Style-
GAN2)

Dataset

ImageNet /
CocCo

ImageNet-
type

ImageNet-
type

COCO-
type

ImageNet-
type

ImageNet-
type

Natural Im-
ages

Synthetic /
generated
images

Generated
images

Key Focus

Reversible full-image hid-
ing with high-fidelity re-
covery

Multi-stage  refinement
and robustness enhance-
ment

Cross-feedback  guided
hiding and recovery stabi-
lization

Attention-guided adaptive
adversarial embedding

Dynamic loss weighting
and anti-detection optimi-
zation
Smoothness-constrained
adversarial embedding

Optimization-driven  de-
tection resistance enhance-
ment

Capacity maximization via
adversarial generation

Secure cover generation &
distribution preservation

Robustness
Evaluated

Explicitly Ad-
dressed

Explicitly Ad-
dressed

Explicitly Ad-
dressed

Partially Ad-
dressed

Explicitly Ad-
dressed

Partially Ad-
dressed

Limited

Partially Ad-
dressed

Limited
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Steganaly-
sis / Secu-
rity Tested
Limited

Limited
Partially

Addressed

Explicitly
Addressed

Explicitly
Addressed

Explicitly
Addressed

Explicitly
Addressed

Explicitly
Addressed

Explicitly
Addressed

Adaptive Loss

Not Addressed
Explicitly Ad-
dressed

Explicitly Ad-
dressed

Explicitly Ad-
dressed

Explicitly Ad-
dressed

Explicitly Ad-
dressed

Explicitly Ad-
dressed

Explicitly Ad-

dressed

Explicitly Ad-
dressed

Spatial-Fre-
guency Fusion

Explicitly Ad-
dressed (Wave-
let/DWT)

Not Addressed

Not Addressed

Not Addressed

Not Addressed

Not Reported

Not Reported

Not Applicable

Not Applicable

Using XAl

Not
ported

Not
ported

Not
ported

Not
ported

Not
ported

Not
ported

Not
ported

Not
ported

Not
ported

Re-

Re-

Re-

Re-

Re-

Re-

Re-

Re-

Re-

Scalability / Effi-
ciency

Heavy Model
Computation-
ally Heavy

Training Inten-

sive

Normal

Normal

Computation-
ally Heavy

Normal

Computation-
ally Heavy

Heavy Model




[64]

[52]

[53]

[54]

[65]

[66]

[67]

[68]

[69]

[58]

[56]

[70]

2023

2024

2024

2024

2024

2024

2024

2024

2024

2025

2025

2025
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StegoPix2Pix ImageNet-
(cGAN Translation = type
Steganography)
GAN-Transformer  ImageNet /
Fusion COCO-
type
StegaStyleGAN FFHQ /
ImageNet-
type
SPDGAN ImageNet-
type
GAN-Based Adap- BOSSBase
tive Cost Learning / ImageNet-
type
High Invisibility = ImageNet-
Wavelet-GAN type
Coverless  GAN-  Generated /
based Steganogra- synthetic
phy datasets
Robust Joint Cover-  Natural Im-
less GAN Scheme ages
Generative  Pose-  ImageNet-
Keypoint Steganog- = type
raphy
Lightweight GAN Natural Da-
Steganography taset-type
AGASI ImageNet
Adaptive  Region- ImageNet-
Assisted GAN type

Image-to-image adversar-
ial hiding / revealing

Global context-aware and
semantic-preserving hid-
ing

Latent-space texture-pre-
serving stego-image gen-
eration

Geometry-aware latent
representation for robust
hiding

Security-driven  embed-
ding cost optimization

Imperceptibility & robust-
ness via frequency-aware
embedding

Coverless hiding via ad-
versarial image synthesis

Joint optimization of gen-
eration & recovery robust-
ness

Generative semantic-
guided embedding

Efficiency-oriented adver-
sarial hiding

Adversarial robustness
against neural steganalyz-
ers

Adaptive embedding re-
gion selection

Partially Ad-
dressed
Explicitly Ad-
dressed
Partially Ad-
dressed
Explicitly Ad-
dressed
Partially Ad-
dressed
Explicitly Ad-
dressed
Partially Ad-
dressed
Explicitly Ad-
dressed
Limited
Limited
Explicitly Ad-
dressed
Partially Ad-
dressed
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Limited
Explicitly
Addressed
Limited
Limited
Explicitly
Addressed
Limited
Explicitly
Addressed

Partially
Addressed

Limited

Not Evalu-
ated

Explicitly
Addressed

Limited

Explicitly Ad-
dressed
Explicitly Ad-
dressed
Explicitly Ad-
dressed
Explicitly Ad-
dressed
Explicitly Ad-
dressed
Partially Ad-
dressed
Explicitly Ad-
dressed
Explicitly Ad-
dressed
Partially Ad-
dressed
Explicitly Ad-
dressed
Explicitly Ad-
dressed
Explicitly Ad-
dressed

Not Reported
Conceptually
Addressed

Not Addressed
Not Addressed

Not Addressed

Explicitly Ad-
dressed (Wave-
let fusion)

Not Applicable

Not Applicable

Not Reported

Not Addressed

Not Addressed

Not Reported

Not
ported

Re-

Partially
Reported

Not
ported

Not
ported

Not
ported

Not
ported

Not
ported

Not
ported

Not
ported

Not
ported
Not
ported

Not
ported

Re-

Re-

Re-

Re-

Re-

Re-

Re-

Re-

Re-

Normal
Computation-
ally Heavy
Normal
Resource Inten-
sive

Normal

Normal
Computation-

ally Heavy

Training Inten-

sive

Normal

Explicitly  Ad-
dressed
Normal

Normal



[71]

[72]

[73]

[74]

[57]

[58]

2025

2025

2025

2025

2026

2026

DCT-GAN Frame-
work

Wavelet Transform
+ GAN

GAN-based Color
Image Steganogra-
phy

Circuitous Feature
GAN  Steganogra-
phy
Mapping-Guided

Stable Diffusion
GIS
StegTransfer
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JPEG /
DCT-do-
main  da-
tasets
ImageNet /
Natural Im-
ages
Natural
RGB
tasets
ImageNet-

type

da-

ImageNet-
type

coco |/
Stylized
Images-
type

Frequency-domain adver-
sarial hiding

Robustness & invisibility
via multi-resolution em-
bedding

Visual fidelity & payload
stability in color images

Improved feature repre-
sentation for imperceptible
embedding

Diffusion-driven genera-
tive steganography
Distortion-aware  style-

transfer steganography for
OSN robustness

Explicitly Ad-

dressed

Explicitly Ad-

dressed

Limited

Partially Ad-

dressed

Explicitly Ad-

dressed

Explicitly Ad-

dressed

208

Explicitly
Addressed

Limited

Limited

Limited

Explicitly

Addressed

Explicitly
Addressed

Explicitly Ad-
dressed

Partially Ad-
dressed

Partially Ad-
dressed

Explicitly Ad-
dressed

Explicitly Ad-
dressed

Explicitly Ad-
dressed

Explicitly Ad-
dressed (DCT-
domain)

Explicitly Ad-
dressed (Wave-

let)
Not Reported

Not Reported
Conceptually

Addressed

Not Addressed

Not
ported

Not
ported

Not
ported

Not
ported

Not
ported

Not
ported

Re-

Re-

Re-

Re-

Re-

Re-

Normal

Normal
Normal
Computation-

ally Moderate

Computation-
ally Heavy

Normal
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Fig 4. Conceptual architecture of GAN-based image steganography

4.3Transformer-Based
Steganography
Vaswani et al.'s introduction of trans-
former architectures [75] was a huge
change in deep learning; these models used
self-attention processes instead of recur-
rence and convolution. The encoder-de-
coder structure of the Transformer, which is
based on multi-head self-attention and po-
sition-wise feed-forward networks [75],
makes it easier to model long-range rela-
tionships, run computations in parallel, and
represent data in more ways. Image-to-im-
age and Vision Transformers (ViT) Trans-
former frameworks effectively utilize this
attention-centric paradigm in computer vi-
sion by processing images as sequences of
embedded patches [68]-[69]. These frame-
works were first made for sequence model-
ing problems, but they have been used suc-
cessfully. This change has had a big effect
on image steganography because it is im-
portant to model global semantic links in
order to hide information in a way that is
both invisible and effective. Transformer-
based steganography lets self-attention lay-
ers find interactions between places that are
far apart by splitting pictures into fixed-size
patches and encoding them as tokens. "

Image

209

Self-attention mechanisms enable the as-
sembly of global context, producing a sense
of global contextualization, which in turn
validates embedding strategies character-
ized by perceptual consistency and seman-
tic coherence " . This differs from convolu-
tional designs, which tend to target local re-
ceptive fields. Attentional techniques have
good potential to outperform or surpass
convolutional encoders in basic trans-
former-based Steganography frameworks,
due to their optimization of distributions at
insertion sites and their increased resistance
to statistical detection [76]. With hidden in-
sertion sites or frequent switching to break
spatial patterns, security is enhanced [77].
Following advancements in hybrid archi-
tectures, the use of convolutional neural
networks and transformers has increased
even further. Transformer layers provide
global dependencies and semantic connec-
tivity, while convolutional neural network-
based modules contain a more local aspect
and structural information. These hybrid
systems of convolutional neural networks
and transformers [79] have significantly
improved payload capacity, image quality,
and distortion resistance . Using hierar-
chical and multiscale Transformer models,
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such as StegFormer, it became possible to
hide and retrieve information in a way that
suited the requirements of each model.
These modifications also facilitated the ar-
rangement of symbol clusters and the
achievement of stepwise embedding [80].
Frequency-sensitive Transformer models
were also developed to increase resistance
to compression and filters by placing hid-
den information within less obvious com-
ponents [81].

Over time, the use of attentional mecha-
nisms in these models expanded to encom-
pass more diverse settings. In recent years,
several researchers have used Transformer
models to hide information in ways that go
beyond spatial embedding. Multimodal
models or analysis methods leverage the
underlying representations shared by differ-
ent types of data to hide meaning within di-
verse datasets [82, 83].

Furthermore, some generative methods,
such as diffusion-transformer frameworks
and hybrid models combining Transformer
and GAN, rely on attention-guided genera-
tion to insert hidden information into the re-
sulting image. This helps to minimize the
obvious effects of embedding while pre-
serving the overall meaning of the image
[84].

In contrast, attention visualization and
Grad-CAM are Explainable Artificial Intel-
ligence (XAI) techniques that have been
used in embedding research to demonstrate
how hidden aspects are distributed across
layers and symbols [44,
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[81]. Image hiding can also utilize fre-
guency-based embedding mechanisms, a
concept first proposed by Lee et al., partic-
ularly when combined with universal self-
attention [78] and learned image compres-
sion. Despite significant progress in using
transformers for information hiding, chal-
lenges remain. Transformer models alone
are not always suitable for resource-con-
strained environments because they require
large amounts of data and incur high com-
putational costs. Hybrid models that com-
bine convolutional neural networks and
transformers, while offering better data rep-
resentation, may encounter problems such
as training instability and gradient colli-
sions. Explainable and frequency-aware
frameworks make things more clear and
stable, but they also make things harder to
compute and build. Also, diffusion-Trans-
former and multimodal generative tech-
niques need reliable inversion processes
and a lot of computer resources, which
makes it hard to use them effectively , [84].
Overall, transformer-based picture ste-
ganography marks a shift from feature
modification that only affects one area to
information-concealing paradigms that are
globally aware, semantically driven, and
easy to understand. The Transformers es-
tablish the foundation for next-generation
steganographic systems through expressive
and adaptable methodologies, employing
self-attention for long-range dependency
modeling and integrating hybrid and gener-
ative processes [76, 77, 81, 82].



Journal of Kerbala University, Vol. 23, Issue 2, June , 2026

Transformer Encoder (x L) Transformer Decoder (x L) -
Latent le—r
Layer Normalzation <+ Representation = ‘s Heed Stego image (&)
[ ,,
g BE - :
2 % = !
v
ﬁ ﬁsﬁ E —r > ~Mag o i S
*
e ; o pren |
‘ ,"‘ (Encoder-Decoder) )_ DDD
(v v Wl Fecoverdsecn
Feed-Forward Add&Nom  —— - Image / Data (8)
Network (MLP) T v l
w— = |
T | rees = | o a
: (Encryption/
+ Permutation) ANy
el o P
BN o ] s [ eesoracenen [ 0[] o Omn. —>oem

Latent / Security

9 Cross-Attention
Leverages encode festures ﬁ Aok & ambrasuc ok
- . features; encryption o permutaton

can be applied.

g

Fig 5: Conceptual architecture of Transformer-based image steganography

Table 4: Comparative Summary of Transformer-Based Steganography Studies

Ref

[77]

[85]

[79]

[80]

[81]

[87]

Yea

2022

2023

2024

2024

2025

2025

Method /
Framework

TRPSteg:
Deep  Image
Steganograph
y Using
Transformer
and Recursive
Permutation
Diffusion-
Stego:
Training-free
Diffusion
Generative
Steganograph
y

Hybrid
Attention
GAN (Lietal.,
IET)

StegFormer:
Rebuilding the
Glory of
Autoencoder-
Based
Steganograph
y (AAAI
2024)
Generative
Pose-Keypoint
Steganograph
y (Caoetal.)
Mapping-
Guided Stable

Da-
taset

Image
Net
(45k/5k
/5K)

FFHQ
64x64

Image
Net-
type
datasets

DIV2K

Image
Net-
type
datasets
Image
Net-

Key Focus

Transformer-
based hiding +
recursive
permutation
encryption

Training-free
generative
steganography
via message
projection

Image-in-image
hiding via
hybrid attention-
guided GAN

Large-capacity
image  hiding;
reliability in
realistic
conditions

Semantic-
guided
generative
embedding
Latent-space
generative

Robustness
Evaluated

Explicitly
Addressed

Explicitly
Addressed

Partially
Addressed

Explicitly
Addressed

Partially
Addressed

Explicitly
Addressed

Steganalysis
[ Security
Tested

Explicitly
Addressed
(StegExpose
+ROC)

Explicitly
Addressed

Limited

Limited

Limited

Explicitly
Addressed
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Adaptive Loss

Explicitly

Addressed (MSE
+ tradeoff factor)

Explicitly
Addressed
(projection
options)

Explicitly
Addressed
(Hybrid
adversarial
reconstruction
loss)
Explicitly
Addressed
(restrict  loss
normalizing
strategy)

Explicitly
Addressed

Explicitly
Addressed

o

+

Spa-
tial-
Fre-
quency
Fusion
Not
Address
ed

Not
Address
ed

Not
Address
ed (pure
spatial
domain
)

Not
Address
ed

Not
Address
ed

Concep
tually

Using XAl

Not
Reported

Not
Reported

Not
Reported

Not
Reported

Not
Reported

Not
Reported

Scalabil-
ity / Effi-
ciency

Heavy
Model
(Swin-
Transform
er + CNN)

Computati
onally
Heavy

Normal

(moderate
computati
onal cost)

Explicitly

Addressed

Normal

Computati
onally
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Ziubina)

4.4 Diffusion-based image
Steganography

Diffusion models have changed genera-
tive modeling in the last few years, and im-
age steganography is starting to use them
more and more. Diffusion models use a for-
ward-reverse stochastic process to slowly
degrade pictures with Gaussian noise and
then rebuild them. This is different from
GAN-based methods, which use adversar-
ial optimization. This probabilistic method
allows for fine-grained generative control
and can also include hidden information in
iterative denoising. Diffusion-based ste-
ganography [81]- has the following bene-
fits: it makes training more stable, it makes
statistics more consistent, and it makes it
harder to find hidden messages. This is due
to encoding being integrated into the recon-
struction dynamics instead of adversarial
objectives. Diffusion-based steganography
exemplifies a conceptual shift from adver-
sarial concealing to probabilistic generative
embedding. Diffusion models create condi-
tional data distributions from noise [92],
and [44] in order to send hidden signals
without changing how people see things or
the natural statistics of pictures. Ho et al.
[85] first came up with the DDPM formula-
tion, which is the basis for most frame-
works. This formulation employs neural re-
verse processes, typically characterized by
U-Net or Transformer topologies, to eradi-
cate Gaussian noise introduced into a for-
ward diffusion process. This paradigm also
includes adding message embedding to the
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middle denoising phases and using the
same random path for decoding [85, 92].
Starting in 2022, the field of diffusion-
based steganography started to get better
steadily. Eliminating adversarial training
and substituting it with likelihood-based
optimization enhanced convergence stabil-
ity [85]. Additionally, preliminary studies
such as StegaDDPM [89] demonstrated that
payloads could be directly incorporated
into score functions or noise distributions .
The goal of the next techniques, which
added variance-driven embedding algo-
rithms [90], was to make security better by
secretly encoding data inside noisy vari-
ance structures. Diffusion-based autoen-
coder models have helped increase the re-
sistance of deep analysis to Steganalysis
[43, 44]. Meanwhile, some research has ex-
plored hybrid models combining diffusion
and GANSs to leverage the power of antago-
nism while maintaining more stable de-
noising . In 2023, the focus shifted from
simple methods based on embedding infor-
mation within noise to more structured and
easier-to-control ~ generative ~ models.
CRo0SS techniques [92] also enabled the ad-
justment of the strength and reliability of
cloaked signals without retraining the un-
derlying model. Latent diffusion-based
models, such as LDStega [95], improved
efficiency by working with compressed la-
tent representations rather than pixels di-
rectly, thus reducing computational costs
while maintaining quality. To make it less
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likely to be affected by compression arti-
facts and deep steganalysis, Plug-and-Hide
and BUStega [94] used semantic masking
techniques and customizable embedding
control. In 2025, the academic community
shifted its focus from invertibility to recov-
ery accuracy. To enable high-fidelity mes-
sage reconstruction, techniques such as RF-
Stego and SSHR [101] employed latent in-
version mechanisms; MDDM [98] pro-
posed message-driven generation strategies
that, rather than relying on post-hoc projec-
tion, integrate embedding objectives di-
rectly into diffusion sampling dynamics.
New technologies that are both controlled
and computationally efficient will be even
more important in 2026. It has been shown
that both BUStega and controllable DDIM-
based steganography improve latent mes-
sage regulation and lower sampling over-
head in diffusion processes [100], [94].
These changes show how the field has
changed from basic noise-space embedding
to controlled, latent-aware, efficiency-con-
scious generative steganography. Even
with these changes, there are still a number
of problems. Because of the long denoising
chains [85], [44], diffusion models usually
need a lot of computing power. It's not al-
ways easy to figure out what messages
mean when they travel along diffusion
routes [92, 44]. Hybrid diffusion-GAN sys-
tems add extra complexity to optimization ,
and formal security guarantees against
adaptive deep steganalyzers have not been
thoroughly studied [90], [92]. Moreover,
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the literature on lightweight diffusion de-
signs suitable for large-scale or real-time
deployment is incomplete. In general, dif-
fusion-based picture steganography is an
example of the new way of thinking about
generative probabilistic concealment. The
next step in research is to find a balance be-
tween efficiency, interpretability, security,
and scalability, even though it makes train-
ing more stable and the statistics more nat-
ural.

Image steganography based on diffusion is
still in its nascent stages relative to CNN-
based and GAN-based steganography. Its
main advantage is that it embeds infor-
mation in probabilistic denoising or latent
generation processes, which can assist in
generating stego images with more natural
statistical distributions. This renders diffu-
sion models promising for improving im-
plicit security and mitigating conventional
embedding artifacts. However, diffusion-
based methods are generally computation-
ally expensive for iterative sampling, limit-
ing their real-time deployment, and have
not been evaluated against adaptive ste-
ganalysis attacks. In contrast, many diffu-
sion-based studies are focused on the gen-
erative quality and provide limited quanti-
tative evidence of robustness, payload ca-
pacity and extraction reliability. Therefore,
future work on diffusion-based steganogra-
phy should aim at lightweight sampling,
stronger message recovery, standard ro-
bustness testing, and explicit steganalysis-
based security evaluation.
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Fig 6: Conceptual architecture of diffusion-based image steganography

Table 5: Comparative Summary of Diffusion-Based Steganography Studies

Ref. = Year | Method/ Dataset Key Focus Robust- Ste- Adaptive | Spatial- = Using | Scalabil-
Frame- ness ganaly- Loss/ Fre- XAl ity / Effi-
work Evalu- sis / Se- Control quency ciency
ated curity Fusion
Tested
[96] 2021 DDIM CIFAR-10/ | Efficientdif- Notap- = Not ap- Not appli-  Not ap- Not Faster
(Song et ImageNet- fusion sam- plicable = plicable cable plicable re- than
al.) type da- pling ported DDPM
tasets
[97] 2022 | Latent Dif- = High-reso- Latent-space ~ Notap- = Not ap- Not appli- = Not ap- Not More
fusion lution im- diffusion plicable | plicable | cable plicable | re- compute-
Models age bench- generation ported | efficient
(Rombach = marks than
etal) pixel-
space dif-
fusion
[91] 2023 = Diffusion- = FFHQ/ Training-free ~ Explic- Explic- Explicitly  Not ap- Not Computa-
Stego ImageNet- generative itly ad- itly ad- addressed plicable re- tionally
(Kim et type da- steganogra- dressed | dressed through ported = heavy
al.) tasets phy through projection-
message pro- based con-
jection into trol
diffusion la-
tent noise
[95] 2024 = LDStega ImageNet / Practical la- Explic- Partially | Explicitly Not ap- Not Heavy
COCO-type  tentdiffu- itly ad- ad- addressed plicable re- model
datasets sion-based dressed dressed ported
generative
steganogra-
phy with im-
proved visual
fidelity
[94] 2025 BUStega ImageNet- Diffusion Explic- Limited Explicitly ~ Not ap- Not Computa-
type da- with seman- itly ad- addressed plicable  re- tionally
tasets tic masking dressed through ported = moderate
mask-

214




Journal of Kerbala University, Vol. 23, Issue 2, June , 2026

for robust-
ness against
compression

and noise
[93] 2025 | 12IStega ImageNet- Image-to-im-
type da- age steganog-
tasets raphy using
latent diffu-
sion recon-
struction
[98] 2025 MDDM Not re- Message-
(Xu etal.) ported driven gener-
ation
[102] 2025 PSyDUCK | Image/ Training-free
(Channing = video diffu- | latent ste-
etal) sion setting | ganography
[101] 2025 SSHR Not re- Security-
(IcML ported driven gener-
2025) ative ste-

ganography

4.5 Autoencoder-based image
Steganography

Hinton and Salakhutdinov [60] intro-
duced autoencoders, which are an im-
portant part of modern deep image ste-
ganography. They are a major step forward
in learning how to represent things. Neural
networks learned compact latent represen-
tations through reconstruction goals rather
than explicit supervision, thanks to the en-
coder-decoder paradigm, which was first
used in the autoencoder framework [60].
This learning process led to the idea of a
different kind of feature transformation
model that doesn't depend on deterministic
embedding rules. However, in the early
years most architectures aimed for increas-
ing robustness and generalization. De-
noising Autocodes (DAEs) and Variance
Autocodes (VAEs) are two models that
made use of latent space organization and
noise modeling, which resulted in improved
stability and probabilistic retrieval of hid-
den information. These advances provided
a theoretical basis for reversible, distortion-
aware hiding systems through regular latent
representations and more regimented re-
construction procedures. Baloja’s work
[19] represents the first prominent practical
application of hiding information using an

Partially
ad-
dressed

Partially
ad-
dressed
Partially
ad-
dressed
Partially
ad-
dressed
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guided

control
Limited Explicitly = Not ap- Not Normal

addressed plicable re-

ported

Partially ~ Explicitly  Not ap- Not Heavy
ad- addressed plicable re- model
dressed ported
Partially ~ Explicitly = Not ap- Not Effi-
ad- addressed plicable re- ciency-
dressed ported = oriented
Explic- Explicitly Not ap- Not Not re-
itly ad- addressed plicable re- ported
dressed ported

autocoder in a hidden network model com-
prising of setup, hiding and detection net-
works. This method proved that neural net-
works can learn to embed and retrieve data,
even without a human-designed instruc-
tional procedure. This model also demon-
strated the opportunity to optimize the con-
struction of the encapsulating image and the
message extraction process, simultane-
ously, in one neural framework. Subse-
quently, this research trend moved over to
hybrid and reversible architectures. Be-
cause cover and hidden image representa-
tions had contrastive relationships imposed
by reversible neural networks (INNSs):
HiNet [6], or some related schemes [31]
were able to achieve near-perfect or perfect
recoveries of images. Hybrid autoencoder
architectures also integrated spatial model-
ing with frequency-domain transformation
such as discrete wavelet transforms
(DWTys) [62, 63] in a hybrid manner for
achieving the good compromise between
robustness and optical quality. . Both mod-
els demonstrated that structured feature de-
composition and multi-domain representa-
tions could enhance latent-domain embed-
ding. After 2022, better and more efficient
designs for steganography based on autoen-
coders started to show up. Entropy-aware
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invertible designs [63] and conditional nor-
malizing flow frameworks like RIIS [62]
made it easier to control distortion and re-
versibility.  Simultaneously,  attention-
guided mechanisms enhanced embedding
accuracy by focusing on perceptually in-
sensitive regions , while lightweight auto-
encoder variants reduced computational
costs for practical deployment scenarios
[25]-[26]. Recent studies have also looked
into how embedding behavior works in
learned latent spaces by using Explainable
Artificial Intelligence (XAI) methods like
saliency mapping and latent feature visual-
ization . All things considered, Autoen-
coder-based steganography has evolved
from a system dependent on reconstruction-
driven latent learning [60] to one that is in-
vertible, attention-guided, and interpreta-
ble. Autoencoder-based algorithms have

i B
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|
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L J
.
@ Cover image and secret data Inputs
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created a strong, reversible, and data-driven
model for picture steganography. These al-
gorithms use learned latent representations
instead of deterministic embedding heuris-
tics ; [62]. Recent studies, such as [102] and
[103], indicate a shift from pixel-domain
data embedding to representation- and la-
tent-space-based information hiding. The
StegaNeRV project investigates hidden
neural representations for hiding large
amounts of video, while the RoSteALS pro-
ject demonstrates that latent autoencoding
embeddings are more effective. Taken to-
gether, these research studies demonstrate a
broader shift toward representation-con-
scious, generative frameworks for infor-
mation hiding.
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Fig 7: Conceptual architecture of autoencoder-based image steganography
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Table 6: Comparative Summary of Autoencoder-Based Steganography Studies

Ref.

[104]

[105]

[102]

[106]

Year Method / | Dataset Key Focus Robustness
Framework Evaluated
2022  Robust Invert-  DIV2K /  Reversible hid- = Explicitly
ible Image = ImageNet ing through in- = addressed
Steganogra- vertible map-
phy (Xu et al.) ping
2023 = PRIS —Practi- = DIV2K / Robust inverti- = Explicitly
cal Robust In- | ImageNet ble embedding @ addressed
vertible  Net- under  distor-
work tions
2024 = StegaNeRV —  Vimeo / Video-domain Limited
Video Ste- | VideoSet hiding  using
ganography implicit neural
representations
2025 NCL-Net — | ImageNet- = Lightweight Limited
Noise-Con- type da- | high-quality
strained Light- | tasets hiding with
weight INN noise con-
straints

5. Quantitative Comparison of
Selected Deep Learning-Based Im-

age Steganography Methods

To further strengthen the quantitative as-
pect of the review, Table 7 summarizes se-
lected deep learning-based image steganog-
raphy methods using commonly reported
evaluation metrics, including PSNR, SSIM,
and BER. Because the reviewed studies dif-
fer in datasets, payload
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Steganalysis = Adaptive Spatial— Using Scalability /
| Security = Loss/Con- | Frequency &= XAl Efficiency
Tested trol Fusion
Limited Not adap- Not ad-  Not re- Normal
tive dressed ported
Limited Implicit ro- = Not ad- | Not re- Improved sta-
bustness dressed ported bility
control
Not evalu- Not re- Not ad- Not re- High effi-
ated ported dressed ported ciency for
video repre-
sentation
Not evalu- | Noise-con- = Not ad- | Not re- = Explicitly ad-
ated strained dressed ported dressed (light-
control weight)

settings, image resolution, attack condi-
tions, and evaluation protocols, the reported
values should be interpreted as indicative
rather than directly comparable under a
controlled benchmark. Missing values are
marked as “Not reported” when the original
study did not provide the corresponding
metric.
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Table 7: Quantitative Comparison of Selected Deep Learning-Based Image Steganography Meth-

ods
Ref. Method Family Dataset PSNR SSIM BER Notes
(dB)
[6] HiNet Autoencoder | DIV2K /3385 0.971 Not re- Full-image hiding;
/INN ImageNet ported high payload capacity
[7] U-Net + DWT CNN BOSSBase / 38.26 0.976 Not re- Frequency-domain
ImageNet ported embedding
[19] Baluja Deep Ste- CNN ImageNet 30.10 Not re- Not re- Early end-to-end
ganography ported ported CNN-based hiding
[34] Adaptive CNN + CNN ImageNet /| 36.42 0.962 0.012 Adaptive  multi-ob-
Loss DIV2K jective loss
[51] Adaptive GAN GAN ImageNet / 35.78 0.954 Not re- Adversarial security-
Steganography COCO ported oriented optimization
[71] DCT-GAN GAN BOSSBase / 37.54 0.967 Not re- DCT-domain adver-
BOWS2 ported sarial embedding
[771 TRPSteg Transformer  ImageNet 35.20 0.948 0.008 Recursive  permuta-
tion; transformer-
based hiding
[80] @ StegFormer Transformer/ = ImageNet /  38.91 0.981 Not re- High-capacity image
Autoencoder = DIV2K ported hiding
[104] Robust Invertible Autoencoder =~ DIV2K [ 34.97 0.958 Not re- Invertible robust im-
Image Steganogra-  / INN ImageNet ported age hiding

phy

Table 7 shows that CNN- and autoencoder-
based methods generally report high PSNR
and SSIM values, indicating high visual im-
perceptibility and high quality of the recon-
structed image. Transformer-based meth-
ods also demonstrate competitive quantita-
tive performance, especially when attention
mechanisms are coupled with reconstruc-
tion-oriented objectives. Methods based on
GANSs provide a trade-off between visual
quality and adversarial security, but BER is

usually not reported. In general, the com-
parison confirms that the quantitative eval-
uation is still inconsistent in the literature,
as many studies report PSNR and SSIM but
do not report BER or steganalysis-based de-
tection metrics. This brings out the require-
ment for standard evaluation protocols that
can simultaneously report on imperceptibil-
ity, recovery accuracy, payload capacity,
robustness, and security.
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6. Security, Robustness, and
Payload—-Imperceptibility Trade-
off Analysis

In deep learning-based image steganog-
raphy, security, robustness, and payload-
imperceptibility trade-offs are crucial eval-
uation factors. The capacity of a ste-
ganographic model to evade detection by
steganalysis techniques, such as both con-
ventional statistical detectors and deep
learning-based detectors like XuNet and
SRNet, is referred to as security. Robust-
ness assesses how well buried secret infor-
mation can withstand common visual dis-
tortions including Gaussian noise, JPEG
compression, resizing, blurring, and
changes in brightness or contrast. The
quantity of confidential data incorporated
into the cover image is known as the pay-
load capacity. Bits per pixel (bpp) is typi-
cally used to express it.

One major issue is that raising the payload
capacity typically results in observable or
statistically ~ discernible  abnormalities,
which decreases imperceptibility and raises
the possibility of steganalysis detection.
The payload capacity, cover image quality,
secret recovery accuracy, robustness
against distortions, and steganalysis re-
sistance attacks should all be traded off in a
good steganographic system.

We conduct a systematic literature review
covering 2020-2026 across five architec-
tural families, CNNs, GANSs, Transformers,
diffusion models, and autoencoders, find-
ing that few existing systems comprehen-
sively tackle this balance. Frequency-do-
main embedding also shows meaningful ro-
bustness to JPEG compression, as demon-
strated by CNN-based methods such as U-
Net with DWT [7] and frequency-domain
CNN models [20]. However, their re-
sistance to steganalysis is rarely evaluated
and many studies report only PSNR and
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SSIM as implicit proxies for security. This
practice is scientifically insufficient as
these metrics measure pixel-level distortion
rather than statistical detectability [5]. The
GAN-based systems provide a more direct
security mechanism using adversarial train-
ing where the discriminator is an internal
steganalyzer.Examples such as AGASI
[56], Adaptive GAN Steganography [51],
and DCT-GAN [71] explicitly optimize
against SRNet and XuNet detection; how-
ever, formal security guarantees against
adaptive adversaries remain limited.
Diffusion-based models such as CRo0SS
[92], SD2, and SSHR [101] provide prom-
ising implicit security by embedding infor-
mation into probabilistic denoising pro-
cesses, enabling the stego distribution to
better match natural image statistics and re-
duce traditional embedding fingerprints,
but with a large computational cost. TRP-
Steg [77] is a transformer-based method
that considers security via recursive permu-
tation encryption before embedding and
evaluates detectability via StegExpose and
ROC analysis. Systems based on autoen-
coders, such as HiNet [6] and SMILENet,
achieve high payload capacity by using in-
vertible  full-image hiding, reaching
roughly 24 bpp, but many of these methods
still lack thorough steganalysis evaluation.
There exists a fundamental trilemma for all
architectural families: increasing capacity
can lead to imperceptibility degradation, in-
creasing robustness can conflict with visual
quality, and increasing resistance to ste-
ganalysis can limit the embedding mecha-
nism.This highlights the need for adaptive
multi-objective optimization frameworks,
standardized evaluation protocols, and hy-
brid architectures that jointly address ca-
pacity, imperceptibility, robustness, and se-
curity.
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Fig 8: Security, robustness, and payload—imperceptibility trade-offs in deep learning-based image
steganography.

7. Conclusions

This review has traced the evolution of
deep learning-based image steganography
across five principal architectural families:
convolutional neural networks (CNNSs),
Generative Adversarial Networks (GANS),
transformer-based models, diffusion mod-
els, and autoencoders. The foundation of
end-to-end learned embedding was laid by
CNN-based systems that substituted hand-
crafted rules with data-driven spatial and
frequency representations. However, they
are plagued by static loss functions, limited
robustness evaluation, and insufficient ste-
ganalysis testing. GAN-based methods
have been used to match the stego-image
distribution with natural image statistics
through the adversarial training process,
which achieves better imperceptibility and
security resistance, but at the cost of train-
ing instability and interpretability. Trans-
former architectures introduced the concept
of global context awareness through self-at-
tention mechanisms, which allow for more
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expressive and semantically coherent em-
bedding strategies, but at a higher computa-
tional cost. Diffusion models are the latest
frontier, with improved statistical conver-
gence and implicit security via probabilistic
denoising paths, while autoencoder-based
systems provide invertible, latent-space
embedding with strong reconstruction guar-
antees. However, none of the existing mod-
els can meet the following five core re-
quirements simultaneously: (1) high pay-
load capacity; (2) perceptual imperceptibil-
ity; (3) robustness under distortions; (4) re-
sistance to steganalysis; and (5) deploy-
ment efficiency. Future research should
then focus on adaptive multi-objective op-
timization frameworks, standardized evalu-
ation protocols with steganalysis testing,
explainable embedding mechanisms, and
hybrid architectures combining the comple-
mentary strengths of the reviewed families.
Such balance is critical to move deep learn-
ing based steganography from experimental
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settings to practical, secure and interpreta-
ble real-world deployment.
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