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Recently, a proliferation of techniques capable of replicating sounds has emerged, encompassing manipulated
recordings, synthesized audio, and deepfake technologies. These advanced methods for generating artificial sounds
have inadvertently given rise to a multitude of issues, prominently including the dissemination of misinformation,
propaganda, and significant reputational damage. This article addresses this critical problem by proposing the
application of a Convolutional Neural Network (CNN) model designed to predict the authenticity of a given sound.
For feature extraction from the audio, Mel Frequency Cepstral Coefficients (MFCC) are utilized. To rigorously
assess the robustness of the proposed model, the intricate combinations of these extracted features were further
analyzed using derivatives of the MFCC features. The Fake-or-Real (FoR) dataset was used to train and test the
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Derivative proposed model. The Accuracy, Fl-score, Precision, Recall, and Loss are used as metrics to evaluate the model’s
Fake audio performance. The model performed well, with an accuracy of 99.64%. The proposed model was comprehensively
Misinformation evaluated by systematically varying the extracted features through different derivative orders, where the accuracy

decreased to 94.34%. The experimental results demonstrate the effectiveness of the model in accurately detecting

fabricated audio.

© 2026 University of Al-Qadisiyah. All rights reserved.

1. Introduction

The proliferation of social media platforms aids the dispersal of news
and shared information more quickly, bringing many benefits by tying peo-
ple across the globe. Unfortunately, these platforms have also been used as a
weapon of misinformation by fake profiles, causing general unrest [1]. Fake
audio is one of the technologies used to spread misinformation [2]. Audio
manipulation technology was developed to improve and facilitate a humane
existence, but it also opens up a wide range of negative uses, such as spreading
fake information. The risk of utilizing altered audio to propagate misinforma-
tion worldwide is enhanced by the abundance of tools and programs available
for altering voice, which can be accessed via a Personal Computer (PC) or
a mobile device. Synthetic, replayed, and imitation-based are types of audio
fakes [3]. This problem motivated us to research designing a model capable of
accurately distinguishing between fake and real audio. Many techniques are
used to detect fake audio, and often, they involve leveraging the advancements
in artificial intelligence used to create them. Deep learning technology can
effectively create fake audio with Text-To-Speech (TTS) and Voice Conversion
(VC) techniques, making it challenging to discern between real and fake audio
[4]. Recently, deepfake was used to generate fake audio perfectly, creating
a challenge to determine whether the audio is fake or not. Deepfakes are a
tool in computer science that uses Artificial Intelligence (Al) to generate or
manipulate an image, audio, video, or text [3]. The primary difference between
deepfakes and manual editing is that deepfakes are generated by Al and closely
mimic real-world artefacts. The Mel Frequency Cepstral Coefficients (MFCC)
scale offers a crucial advantage in detecting fake audio by providing a represen-
tation that aligns with human auditory perception, making it highly sensitive
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to subtle manipulations [5]. This sensitivity is combined with the compact and
informative feature representation that MFCCs provide by translating audio
into a Mel spectrogram. MFCCs can show Visual inconsistencies, such as
unnatural transitions or spectral distortions, which become apparent, aiding in
the identification of manipulated audio. Machine learning or deep learning can
leverage the advantages extracted by MFCCs and empower them to accurately
distinguish between real and fake audio, enhancing the robustness of deepfake
detection systems. Researchers have presented various solutions to the problem
of fake audio using various techniques. Reimao and Tzerpos proposed models
to detect fake audio, where the models were Naive Bayes (NB), Support Vector
Machine (SVM), Decision Tree (DT), and Random Forests (RF) [6]. They
had the best accuracy using the SVM model, which was 73.46%. MFCC with
machine learning was used by Vimal et al. to acknowledge emotions in speech
and classify them into eight emotions, which were furious, unbiased, cool,
ecstatic, astonished, fearful, shocked, and poignant [7]. They achieved the hig-
hest accuracy of 88.54% using the RF. Khochare et al. produced a comparison
between two methods to distinguish between real and fake audio [8]. These
methods were a feature-based approach and an image-based approach. The
first method converted the audio in the dataset into various spectral features
and fed them to a machine learning model to classify the audio as real or fake
audio. The second method used the Mel spectrogram to get features and fed
them to deep learning to classify the audio as real or fake audio. The best
model in their work was the Temporal Convolutional Network (TCN). The
paper by Hamza et al. used machine and deep learning-based approaches to
detect fake audio, where the MFCC technique was used to acquire the most
useful feature from the audio [9].
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Nomenclature

CNN  Convolutional Neural Network EER
MFCC Mel Frequency Cepstral Coefficients CFCCIF
FoR Fake-or-Real NY%

PC Personal Computer RNN
TTS Text-To-Speech APTLY
vC Voice Conversion WAV
Al Artificial Intelligence MPEG
NB Naive Bayes MP3
SVM  Support Vector Machine ASR
DT Decision Tree DFT
RF Random Forests DCT
TCN  Temporal Convolutional Network HW

Equal Error Rate

Cochlear Filter Cepstral Coefficients and Instantaneous Frequency
Speaker Verification

Recurrent Neural Network
Processing Techniques Lab at York
Waveform Audio File

Moving Picture Experts Group
MPEG Audio Layer 3

Automatic Speech Recognition
Discrete Fourier Transform
Discrete Cosine transform
Hamming Window

Spoofing attacks detected by Rahul et al., who used deep-convolutional neural
networks [10]. They extracted features from speech using the MFCC. Equal
Error Rate (EER) in their work was 0.9056%. In [11], the authors presented a
countermeasure for those prone to attacks that originate from spoofed audio.
They used an approach that extracted features by spectrograms and MFCC and
built a modular architecture based on deep neural networks. The combination
of Cochlear Filter Cepstral Coefficients and Instantaneous Frequency (CFC-
CIF) with MFCC was proposed by Patel and Patil to address threats to current
Speaker Verification (SV) systems [12]. Ballesteros et al. proposed a model
based on deep learning to classify fake and original voices [13]. They obtained
histograms from recordings and used them as input for the Convolutional
Neural Network (CNN). Their proposed system successfully detected fake
voice content, as the accuracy of their work was 98.50%. Liu et al. used the
Haas effect technique to create a stereo faking corpus [14]. They proposed two
models to identify fake audio which were the MFCC and SVM model, and the
CNN model. Rezaul et al. proposed a method to enhance audio classification
using CNN and Recurrent Neural Network (RNN) Models, and they used
MEFCC to extract features [15]. Table | presents a summary of the best related
work similar to our work, along with the value and Metrics used in those works.

Table 1. Summary of related works.

Ref. Year Best model Metrics Score
[6] 2019 SVM Acc 73.46%
[7] 2021 RF Acc 88.54%
[8] 2021 TCN Acc 92.00%
[9] 2022 VGG16 Acc 93.00%
[10] 2020 ResNet34 EER 00.90%
[11] 2023  Neural Networks Assembly ~ EER 06.66%
[12] 2015 GMM EER 01.52%
[13] 2021 CNN Acc 98.50%
[14] 2021 CNN Acc 99.00%
[15] 2024 RNN Acc 96.52 %

The best model was RNN, with an accuracy rate of 96.52%. RNNs are adept
at processing sequential data, but their application in fake audio detection is
hampered by several issues. The vanishing and exploding gradient problem
are the primary issue in RNNs. This issue limits their ability to capture and
remember long-range temporal dependencies crucial for identifying subtle,
dispersed manipulations in spoofed audio. This inherent sequential proces-
sing also makes RNNs difficult to parallelize, leading to significantly slower
training times compared to architectures like CNNSs, and they can struggle
with limited memory when dealing with exceptionally long audio sequences,
potentially overlooking crucial context. The research gap in identifying fake
audio is that researchers presented models to predict fake audio without testing
their models on data containing noise. Therefore, this paper contributes by
presenting a new architecture for CNN that is used to detect fake audio with
high efficiency to alleviate the concerns of fake audio posted on social media
for the famous. It also presents a novel approach to evaluate the new CNN
architecture by features overlap and training the CNN model on the overlapped
features. The derivative is used to overlap features. So, the contribution of this
article is as follows:

* A new architecture is proposed to detect fake audio to alleviate the
concerns about misinformation.

¢ MFCC is used to extract features from audio.

» The complex mix is applied to the extracted features using a derivative
to evaluate the proposed architecture of CNN.

» The effect of the derivative order on the CNN is studied.
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* The proposed architecture succeeded in predicting the fake audio when
features were mixed.

Following this introduction, Section 2 meticulously details the methodology
employed in this research. This section provides a comprehensive description
of the dataset utilized and preprocessing, along with a concise yet thorough
explanation of the MFCC and CNN techniques applied in this work. Section
3 is dedicated to presenting the results obtained and engaging in a detailed
discussion of their implications. Finally, Section 4 encapsulates the overarching
conclusions drawn from this study.

2. Methodology

Detecting fake audio can be accomplished using a variety of machine learning
approaches. Our proposed model for predicting fake audio is based on CNN,
which is a type of deep learning that uses artificial neural networks to learn
complex patterns and relationships in data. It is capable of processing large
amounts of data and identifying complex relationships between features. Using
CNN, the proposed model has layers with more neurons at the top and fewer
neurons at the bottom. With the MFCC, the important features extracted from
audio files that divided into 50% as the training set, 25% validation set, and
25% testing set. The proposed model is trained on the training set and tested
on the validation set in the training phase. Following that, the testing phase
is to test the CNN model on unseen test data to evaluate the performance of
the model and compare it. Figure 1 shows a diagram of the overall processes
to predict fake audio. In our proposal, the derivative is used to mix extracted
features, and then the CNN model is trained and assessed on these mixed
features to evaluate the proposed CNN model architecture.

Processing data

v

|  Mrcc |

| Extracted Features |

| Performance Measures

|| Precision | | Recall

| | Accuracy | | F-score
e

Figure 1. Overall processes to predict fake audio.
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2.1 Dataset

The dataset, which is used in this work, was created by members of the
Processing Techniques Lab at York (APTLY), which is available at htt-
ps://bil.eecs.yorku.ca/datasets. There are four versions of the Fake-or-Real
(FoR) dataset available for download, which are FoR-original, FoR-norm, FoR-
rerec, and FoR-2sec. This work uses the first version of the FoR dataset, which
is called for-original. It contains the audio files collected from the speech
sources and has been without any modification. The for-original dataset has
69,321 samples of audio files with two classes. The first class is real, compri-
sing 34,605 audio files. The second class is fake, comprising 34,716 audio
files. Therefore, the data is balanced.

2.2 Processing

In preprocessing, there are two tasks, depending on the format and size of
audio files, as shown in Fig. 2. The audio files with a 0-byte size were removed
from the FoR dataset because they do not affect CNN learning. The audio files
in the FoR dataset are in Waveform Audio File (WAV) and Moving Picture
Experts Group (MPEG) Audio Layer 3 (MP3) format. The MP3 files were
converted into WAV format. After processing the data stage, the FoR dataset
has 34020 audio files as fake and 34605 audio files as real, so it is almost
balanced. Figure 3 shows the distribution of fake and real FoR datasets.

Format ="WAV "

Convert
into WAV

Remove
File

Figure 2. The preprocessing.
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Figure 3. The distribution of fake and real.

The length of the audio files of the FoR dataset ranges between 0.4 sec and
39.8 sec. Most audio files of the FoR dataset are between 0.4 sec and 4 sec in
fake audio files, as shown in Fig. 4a. Most audio files of the FoR dataset are
between 0.4 sec and 10 sec in real audio files, as shown in Fig. 4b. The key
statistical measures for the duration characteristics of real and fake audio files
in the FoR dataset are visualized in Table 2, providing a clear picture of the
duration of audio files in the FoR dataset.
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Figure 4. The distribution of audio duration.
Table 2. Characteristics of duration audio files.
Characteristics Real Fake
Mean 5.2190 sec 2.3521 sec
Median 4.8533 sec 2.2454 sec
Standard Deviation 2.2083 sec 0.8344 sec
Count 34605 34020
Minimum 0.4901 sec 0.4179 sec
Maximum 39.8080 sec 22.4653 sec

2.3 Mel frequency cepstral coefficient

Mel Frequency Cepstral Coeflicients (MFCCs) are a crucial feature in audio
processing, particularly in speech recognition. MFCCs are widely used in
Automatic Speech Recognition (ASR) systems [16]. MFCCs provide a con-
densed and efficient means of expressing speech features, which facilitates
computer comprehension of spoken language. MFCCs can also be used for
speaker identification, as individual vocal tracts produce unique patterns of
MFCC. The MFCC can be calculated by conducting six processes, which
include pre-emphasis, framing and windowing, Discrete Fourier Transform
(DFT), Mel Frequency filter bank, Logarithm, and Discrete Cosine transform
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(DCT) as shown in Fig. 5. In the field of signal processing, pre-emphasis is a
popular pre-processing technique used to compensate for the high frequency
of the signal that was suppressed during signal production. The speech signal
x(k) can be sent through a high-pass filter. The high-pass filter is defined in
Eq. 1, where y(k) is the output signal and the value of a is usually between
-0.97 and 1.0 [17].

y(k) = x(k) —ax(k—1) M
Sour.ce b hasisl—»| Framing and » DFT
audio LCLITILASES Windowing 4

|

Mel Frequency
Filter Bank

l

Logarithm

MFCC | P
X(n) Feature | DCT <

Figure 5. The MFCC steps.

The speech signal is separated into frames that are between 20 and 30 mil-
liseconds in length and are adjacent to one another in framing processing.
Windowing is a signal processing technique that divides an audio stream into
temporal segments. The Hamming Window (HW) function is the window
function that is typically utilized in MFCC. It keeps the opening and closing
of the frame points consistent. The HW function is defined the Eq. 2, where
w(k) is the window function [17].

y(k) = x(k) x w(k) (3]

DFT is a mathematical tool that converts a discrete-time signal, such as a
digital audio waveform, from its original time domain into a frequency domain
representation where it is used to compute the power spectrum in an audio
signal. DFT is a signal analysis method that allows for the extraction and com-
pression of certain aspects of the audio signal without sacrificing any relevant
information. The DFT is defined the Eq. 3, where x(k) is the discrete signal
and K is the signal length [18]. Mel Frequency filter bank is a Mel band-pass
filter that is constructed depending on pitch perception. The Mel filter was first
created for speech analysis, and it aims to extract non-linear representations
of the speech signal, much like the human ear does. The Mel Frequency filter
bank is defined the Eq. ??, where f (m) is the center frequency of the triangular
filter [18].

K-1

x(n) = Zx(k)xeznlénk =123, K—1 3
k=0
0= =k<f(m—1)
%é = flm+1) <k8 < f(m)
f=4 1= = k= f(m) )
%i’ = f(m) <<< f(m+1)
0= k> fm+1)

The logarithm plays a crucial role within the MFCC computation process,
primarily because of its relationship to how humans perceive sound. The loga-
rithm is used to convert normal frequency into Mel frequency because it is a
psychoacoustic scale that was designed to replicate the non-linear human. The
center frequency of the filter bank is computed by approximating the Mel scale,
which is given by Eq. 5, where the normal frequency is f and Mel frequency is
m [19].

f
=25951 “—+1 5
m 0810 (700 + )
The DCT considers a finite sequence of points about a summation of cosine
functions at various frequencies. The key advantages of the DCT are its energy
compaction property, to decorrelate the outputs of the Mel filter bank, and to
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perform dimensionality reduction. Nasir Ahmed introduced DCT in 1972 [18].
The DCT is applied to the Mel filter bank in the MFCC process to separate the
logarithmic spectral magnitude relationship from the filter bank or to choose
the most accelerative coefficients. The DCT is computed by Eq. 6, where x(k)
is the discrete signal and K is the signal length [18].

K—1 .
x(n) = Zx(k) cos (%) n=1,23,..,.K—1 6)

The derivative order is applied to MFCC features to mix and overlap the
extracted features using MFCC. This step is used to evaluate the proposed
architecture of the CNN and to determine the performance of the proposed
architecture of the CNN when overlapped features are used. The function
of CNN is to find a relationship between features to classify data based on
them. The derivative order increases, the data becomes more confused, and it
becomes more difficult for the CNN to find this relationship. The derivative
of MFCC features is computed by Eq. 7, where n is the number of times the
derivative is taken.

= —x(1) 7

Fig. 6 shows the effect of the derivative order on the distribution features of
two audio files, where one is fake and the other is real. The number of cepstrum
features to return was two, where the first represents the x-axis and the second
represents the y-axis. The distributed features without derivatives are separate,
as shown in Fig. 6a. However, when the derivative order is increased, the
features overlap more, as shown in Fig. 6d.

2.4 Convolutional neural network

A Convolutional Neural Network (CNN), which is considered one type of
machine learning technique that includes many machine learning techniques,
such as SVM [20]. CNN utilizes artificial neural networks to create a machine
learning model [21]. CNN was proposed by Hubel and Wiesel in 1962 [22].
The function and structure of the human brain serve as inspiration for artificial
neural networks, which can recognize complex patterns from large amounts of
data [23]. The CNN model is made up of numerous layers, where the order of
these layers is called the CNN model architecture [24]. The layer in a CNN
consists of nodes, which are connected, resulting in a dense web of connec-
tions that promotes system efficiency and redundancy [25]. Each CNN layer
extracts a different degree of abstraction from the input [26]. A CNN model is
trained based on huge sets of labelled data that are provided for each class of
the model. As a result of this training, the model understands how the input
data relates to the truth state. The trained model can forecast the outcome of
unobserved input. The size of extracted features using MFCC is 400 x 10, and
it is resized to become 400 x 10 x 1 for each sample of the audio files. Thereby,
the first layer of the proposed architecture is an input layer (InputLayer) with
size 400 x 10 x 1. The architecture of a CNN designed to detect fake audio is
a sequential arrangement of layers, as shown in Fig. 7. The next layers used in
this work, after the input layer, are a Convolutional 2-Dimensional (Conv2D),
Max Pooling 2-Dimensional (MaxPooling2D), Flatten, and Dense layers, each
performing a distinct function. The Conv2D layer is the foundational building
block in this work, where learnable filters are convolved with the input data to
automatically extract spatial hierarchies of features, producing a set of feature
maps [21]. The MaxPooling2D layer is used to downs ample the feature maps
by selecting the maximum value within a defined region. The reason for using
in the proposed model the MaxPooling2D layer is to decrease the number of
parameters and computational cost in the proposed model, while also provi-
ding a degree of representation invariance, making the network more robust to
minor shifts in the input [25]. The Flatten layer resizes the multi-dimensional
output from the MaxPooling2D layers into a one-dimensional vector to bridge
the gap between the feature extraction part of the previous layers and the final
classification part. Finally, the Dense layer receives this flattened vector and
uses it to perform the final classification task. The Conv2D and Dense layers
need to define an activation function, where Table 3 shows the details of the
layers in the proposed architecture of the CNN.
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Figure 6. Effect of derivatives on distributing features.
Table 3. Summary of related works.
Name Activation . .
layer Type layer function Input size Output size
Input InputLayer — 400x10x1 400x10x1
Hidden; Conv2D ReLU 400x 10x 1 398 x 8 x 32 Inputlayer,, oo Dense
Hidden, [MaxPooling2D — 398 x 8x32 199x4x32
Hidden; Conv2D ReLU 199 x4 x32 197 x2x64 Dense
Hiddeny [MaxPooling2D — 197 x2x64 98 x1x64 Flatten
Hiddens Flatten — 98 x 1 x 64 6272
Hiddeng Dense ReLU 6272 512 Figure 7. Proposed architecture of the CNN model.
Output Dense Sigmoid 512 1
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3. Results and discussion

The dataset was divided into validation data, which was 25%, testing data,
which was 25%, and training data, which was 50%. The proposed model of
CNN is trained by using 50 epochs with 10 batch sizes. Smaller batch sizes are
preferred because bigger batch sizes result in faster training, but overfitting,
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whereas smaller batch sizes can help avoid overfitting but result in slower trai-
ning [27]. The proposed model utilizes Adaptive Moment Estimation (ADAM)
to adjust the learnable parameters. The loss function used in this work is binary
cross-entropy, which is used in binary classification problems and measures
the performance of a classification model whose output is a probability value
between 0 and 1. It quantifies the difference between the predicted probability
and the actual true label, as illustrated in Eq. 8 [28].

N

Loss = ¥ (= (v fog(5) + (1~) log(1 ~ ) ®
i=1

Where y is the true label in binary classification problems, yis the predicted pro-
bability by the model, and N is the number of observations. Fig. § illustrates the
training and validation loss curves for the proposed model over 50 epochs. The
black line, representing the training loss, demonstrates a rapid and monotonic
decrease, stabilizing near zero after approximately 20 epochs. This indicates
that the model is successfully minimizing the error on the training dataset.
Conversely, the blue line, representing the validation loss, initially decreases
in parallel with the training loss but begins to ascend steadily after epoch 20.
The widening divergence between the two curves is a standard representation
of overfitting, where the proposed model learns on the training data too well,
thereby compromising its ability to generalize effectively to new, unseen data.

0.10 —— Training
—— Validation
0.08
0.06
w
@
o
-
0.04
0.02
0.00
0 10 20 30 40 50
Epochs

Figure 8. Training and validation loss.

Figure 9 shows the training and validation accuracy of a machine learning
model over 50 epochs. The black line represents the training accuracy, which
shows a steep increase in the initial epochs, quickly approaching 1.0, indicating
that the model is effectively learning the patterns from the training data. The
blue line represents the validation accuracy, which rises rapidly at first but
then stabilizes at approximately 0.994 after around 20 epochs. A significant
observation is the divergence between the two curves after epoch 20, where
the training accuracy reaches a perfect 1.0 while the validation accuracy pla-
teaus. This performance gap suggests that the model is beginning to overfit
the training data, meaning it is memorizing the specific examples rather than
generalizing well to unseen data.

1.000

0.995

0.990

Accuracy
s g
w w
@ -]
=] w

0.975

0.970

—— Training
0.965 — validation

0 10 20 30 40 50
Epochs

Figure 9. Training and validation accuracy.

The performance of our model was assessed using the confusion matrix, a
square table used to assess a classification performance model. The test data
were 17157 samples, of which 8449 were of the fake audio class and 8708
were of the real audio class. In our model, the prediction was 8668 for the real
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audio class, which is the correct prediction, while it predicted that 40 was the
fake audio class, which is the incorrect prediction. It also predicted that 22
were the fake audio class, which is the incorrect prediction, while it predicted
that 8427 were the real audio class, which is the correct prediction, as shown
in Fig. 10. In the last layer of the model, the probability that the testing sample
will belong to a class is the output. If the value is greater than or equal to 0.5,
the class that is predicted is the fake audio class; if not, it is the real audio
class. Most values of the fake audio class are close to one, which is more than
0.99, while other values are between 0.5 and 0.99. Most values of the fake real
class are remarkably close to zero, which is less than 0.1, while other values
are between 0.1 and 0.5. If the probability values are close to 0.5, it means
that the prediction possesses a high degree of suspicion, and if the value of
probability value is far from 0.5, it means that the prediction possesses a high
degree of certainty. Figure 11 shows values of probability between 0.46 and
0.56, where the prediction possesses a high degree of suspicion. The proposed
model had 99.64% accuracy on testing data in detecting fake audio, where
the accuracy is the ratio between the count of correct predictions and the total
count of predictions on testing data. The values of F1-score, precision, recall,
and loss on test data are in Table 4.

Table 4. Results of the proposed model.

Metrics Value
Accuracy 0.9964
Fl-score 0.9963
Precision 0.9963
Recall 0.9974
Loss 0.0263

True
Real

Fake

Real Fake
Predicted

Figure 10. Confusion Matrix of predicted and truth classes.

* w * Fake
0.58 - - < Real

0.56 -
0.54 -

0.52 4

Probability prediction

0.44 -~ . . - .
o 5 10 15 20 25
Sample

Figure 11. Probability values for the proposed model.
The extracted features using MFCC were derived by various derivative orders

to overlap features. The derivative orders were from zero to twelve. Each de-
rivative order created a new dataset. These datasets were used to train and
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test the proposed model with the same parameters. Figure 12 illustrates the
effect of the derivative order on accuracy, showing an inverse relationship
between the derivative order and accuracy. The highest accuracy is achieved at
order do (the original data), indicating that the original data contains the most
useful, uncorrupted information. As the derivative order increases, accuracy
steadily declines, due to noise amplification, overfitting, and loss of relevant
information, suggesting that higher-order derivatives introduce more noise
than useful information for this specific model and dataset. Figure 13 illustrates
the relationship between the order of a derivative and loss.
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Accuracy

0.96
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Figure 12. Differential effect of extracted features on the accuracy of the
proposal model.
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Figure 13. Differential effect of extracted features on the loss of the proposal
model.

Additionally, the outcomes of the models that were acquired in the baseline for
the same conditions are compared with the proposed model. The comparison
results are listed in Table 5, where the proposed model outperformed other
work in terms of prediction accuracy.

Table 5. The performance comparison.

Metrics Value
[6] 76.78%
[8] 92.00%
[29] 94.21%
[30] 96.86%
This work 99.64%

4. Conclusions

In this work, a new architecture was proposed to detect fake audio to alle-
viate the concerns about the misinformation posted on social media. In this
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work, Features were extracted from audio using the MFCC. The derivative
of extracted features is used to mix these features to evaluate the proposed
architecture of CNN. The proposed architecture of CNN consisted of eight
layers in sequential form. The performance of the proposed architecture of
CNN was well, where it achieved an accuracy of 99.64%. Accuracy gradually
decreases with increasing derivative order of MFCC features, because of noise
amplification. It can be concluded that higher-order derivatives introduce more
noise than useful representation into the proposed architecture of CNN. Future
work can focus on hybrid CNN-RNN or transformer-based architectures to
better capture temporal dependencies in audio files. Furthermore, a deeper
investigation into feature engineering is warranted, exploring the integration
of alternative or complementary audio features such as Chroma or Spectral
Contrast to provide a richer input representation.
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