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Abstract:

With the emergence of cyberspace, the significance of
cyber power has grown, exerting a direct impact on
international relations. This development has led to profound
and major transformations within the field of international
relations. Cyberspace and the use of cyber power have become
key instruments for exercising power in international conflicts
and managing them, as well as for achieving states’ supreme
and strategic objectives. International conflicts are no longer
confined to the use of direct military hard power; rather, they
have expanded to encompass the employment of all available
power resources, ranging from exerting influence to combining
various tools of power. This includes the use of soft power
alongside the new elements of power represented by
technological and technical capabilities. Cyberspace is
exploited to carry out highly precise hostile attacks that can
disrupt critical and sensitive national infrastructures. The
Stuxnet attack on Iranian nuclear facilities marks a clear
turning point in the use of cyberspace and cyber power,
demonstrating states’ abilities to conduct complex
technological offensive operations capable of disabling vital
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infrastructures without direct intervention, thereby influencing
the balance of international power.

Keywords: power, cyber power, international conflicts,
Stuxnet worm.
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