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Iraqi national security in the age of artificial intelligence:

cyber threats and challenges to digital sovereign
Assist. Lect. Fadak Hussein Manhoosh Assist. Lect. Hamsa Amir Najm
Fadakh.manhoosh@uokufa.edu.ig hamssaamir@gmail.com

Abstract:
Information and communication technologies (ICTs) have
revolutionized all aspects of life. The social sphere has had
a profound impact on societal behavior and identity, and
the proliferation of interconnectedness among human
groups, facilitated by social media platforms on electronic
devices, has led to significant changes in fundamental
social norms such as acquaintance, relationship building,
privacy, culture, and media. As ICTs become dominant in
lifestyles, cyber risks also increase. We now face fully-
fledged cybercrimes, including planning terrorist
operations, spreading misinformation, theft, extortion,
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fraud, manipulation, and forgery. These crimes are among
the most prevalent in the digital world.

Information and communication technologies have
revolutionized all aspects of life, particularly in the social
sphere. Cultural and intellectual challenges represent the
most significant gateways for cyber threats, through the
intellectual invasion of communication networks and the
dissemination of a culture of exclusion, violence, and
incitement to crime under the guise of sectarian, religious,
tribal, or ethnic pretexts. This has emerged as a
consequence of the growing interest in electronic content
aimed at spreading science and knowledge and fostering
understanding between cultures and civilizations. The
future of information and communication technology will
identify key cyber threats, transforming the internet into a
vast arena where threats, breaches, attacks, and anxieties
are escalating.

Undoubtedly, this will present a significant opportunity for
investment and alliances, necessitating a highly
professional, flexible, and proactive approach to
cybersecurity. It can be argued that cybersecurity is the
greatest challenge to national security in our time. It is
worth noting that modern security concepts are not limited
to military aspects, but encompass all threats and
challenges that could hinder comprehensive security and
the flow of knowledge and the digital economy.
Information and communication technologies have
overturned many concepts, including, but not limited to,
geopolitical and cultural boundaries between countries,
thus placing national sovereignty under imminent threat,
particularly through cyber espionage and the hacking of
official government websites.
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