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Abstract/

This research examines current criminal policy in facing cyber crime
and its impact on upholding security in society with dramatic changes
in digital transformation. It examines the conceptual structure of
criminal policy and cybercrime and assesses the legislative and
procedural measures that have been adopted to deal with digital crime
and especially the Iraqi legal system.Using descriptive and analytical
methods, the research determines that Iraqi legislation establishes
a general procedural foundation for fighting against cybercrime,
particularly in terms of legality, protection of privacy and measures to
be adopted during an investigation, but it is not yet sufficient to create
a comprehensive digital criminal policy. The research concludes
that in order to be effective in protecting the security of society, an
integrated criminal policy beyond punishment should also comprise
of prevention, specialized investigation, preservation of digital
evidence, and capacity building in institutions and technical expertise.
It recommends the enactment of a comprehensive cybercrime law,
the elaboration of specific procedural rules for digital evidence and the

improvement of professional training and awareness.
Keywords:Criminal policy, cybercrime, societal security, digital

evidence, criminal investigation, crime prevention, Iraqi law.
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