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ABSTRACT

This study examines the impact of technology and cyberspace on
geopolitics, focusing on Iraq and its regional environment. It analyzes
how digital transformation has reshaped power, sovereignty, and
national security.

The study uses a descriptive-analytical and comparative approach,
and develops a Geo-Cyber Exposure Index based on five dimensions:
digital dependency, cybersecurity readiness, geopolitical fragility,
informational exposure, and institutional response capacity. The

findings show that Iraq has a high level of digital dependency, scoring

89.6, while its cybersecurity readiness reached only 53.07 in the
2024 Global Cybersecurity Index. Iraq also recorded a geo-cyber
exposure score of 72.1, the highest among the selected countries.

The study concludes that cyberspace has become a geopolitical
domain that affects state power and security. Strengthening Iraq’s

geopolitical position requires improving cybersecurity readiness,

protecting digital infrastructure, and developing a national strategy

for digital sovereignty.
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