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KEYWORDS ABSTRACT

Phishing;  Phishing  detection; | Recent breakthroughs in generative artificial intelligence (Gen-Al) and large
Social engineering; Generative | 1anoya0e models (LLMs) have improved productivity across many domains but also
AIf .URL phishing;  Email | 50 eased the level of phishing attack realism and targeting. This systematic review
phishing. examines recent studies on (i) the application of LLMs and other Gen-Al technologies
to phishing email composition and phishing URL creation or obfuscation, (ii)
phishing email and URL detection, and (iii) human factors in phishing vulnerability.
The review considered studies published between 2020 and 2025 and compared their
performance using accuracy, recall, precision and F1-score metrics. The reviewed
indicates that Machine Learning (ML), Deep Learning (DL), and ensemble learning
have been widely used in phishing detection. For email phishing detection, BERT
transformer models have shown the highest performance in all studies reviewed. For
URL phishing detection, hybrid models that combine structural and lexical
information have shown the best performance. The review also emphasizes the role
of human factors, such as familiarity of the sender and the fear of missing out
(FOMO), in influencing phishing wvulnerability. Overall, the findings support
combining high-performing detection models with user-centered warnings and

training to improve real-world phishing resilience.
© 2026.This is an open access article under the CC by licenses http://creativecommons.org/licenses/by/4.0

1. INTRODUCTION

Large language models (LLMSs) are introducing new threats in cybercrime, phishing, and social engineering.
Because they can generate highly realistic and tailored content, LLMSs improve the quality and scope of phishing
and make it more undetectable. Multimodal generative applications enable malicious actors to use Al-generated
images, text, video and audio, increasing attack vectors and creating more credible attacks [1].

The preferred technique for distributing phishing assaults was spamming, which was distinguished by its high-
volume, poor-quality methodology. Although phishing has already been shown to be improved by using Al-
enhanced approaches, these attacks may readily be progressed with higher levels of complexity and deployed on
previously unheard-of scales with the use of LLMSs. These algorithms can produce extremely targeted and
persuasive phishing content that can be mistaken for authentic communications, making detection even more
challenging. For example, it has been demonstrated that sophisticated models like OpenAl's GPT-3.5-Turbo and
GPT4 can produce realistic and customized SpearPhishing emails at scale for pennies, combining the worst features
of both generic and highly focused phishing techniques [1].

The Sophos team of Al conducted a study to uncover the threats that Al-generated phishing by using LLMSs
that can provide a wealth of knowledge with simple prompts, making it possible for anyone with minimal coding
experience to write code to generate a simple scam website and fake images or copy a well-known webpage such
as Facebook login page. Thus, introducing URL phishing [2].
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The 2024 Cyber Security Breaches Survey conducted by the UK government in 2024, About a third of charities
(32%) and half of corporations (50%) say they have been the victim of a cyber-security breach or attack in the past
12 months. For medium-sized enterprises (70%) and large businesses (74%), as well as high-income charities with
yearly incomes of £500,000 or more (66%), this is significantly higher.[3] Phishing is by far the most prevalent
kind of breach or assault, affecting 84% of enterprises and 83% of charitable organizations. To a far lesser degree,
this is followed by people posing as organizations in emails or online (35% of businesses and 37% of charities),
followed by malware or viruses (17% of businesses and 14% of charities) [3].

According to the Hoxhunt Phishing Trends Report (Updated for 2025), which offers some important phishing
statistics for 2025, phishing has increased by 49% since 2021, when BlackHat Al first appeared. Of these attacks,
65% target companies, while 35% target individuals. Approximately 90% of malicious attachments result in more
social engineering, and between 0.7% and 4.7% of phishes created by Al are reported. The top 3 most spoofing
companies are Microsoft, DocuSign, and Human Resources [4]. The average yearly cost of phishing increased from
$4.45 million to $4.88 million between 2023 and 2024, an almost 10% increase, according to the 2024
IBM/Ponemon Cost of Data Breach research. Since the pandemic, that is the largest jump [4].

Understanding the characteristics of Al-based social engineering attacks and their mechanisms is essential for
individuals and organizations to develop proactive and defensive tactics to counteract such threats.

1.1 Social Engineering with Gen-Al

Generative Al Social Engineering Framework "provides a high-level overview of Al-enabled SE, but its
application to a particular scenario or employment in studies will require adaptation and experimentation. A study by
Schmitt and Flechais [5] shows the capabilities of this framework and categorized into:

1. Realistic content generation: Gen-Al creates indistinguishable content that mimic genuine human output,
enhancing deception and believability.

2. Automated attack infrastructure: Al accelerates the attack process, enabling simulations of big, scaled
attack waves that challenge traditional defensive systems.

3. Advanced targeting and personalization leveraging vast datasets: Al tailors attacks to individual targets,
boosting the chance of successful manipulation Also there is another part mentioned the Al-driven attacks as
Al amplify the effects of SE and Phishing attacks due to realistic content and personalized targeting which
led to concerning industrial-scale attack patterns with significant impact on human computer interaction
(HCD) [5].

A study examines two underexplored aspects affecting young people' vulnerability to social media phishing: the
user's relationship with the message originator and Fear of Missing Out (FoMO). And the result was as follows [6]:

Table 1 Frequency table of the coded (non)-susceptible responses and the response options (multiple answers
possible) by user-sender relation (unknown, known sender)[6].

unknown sender known sender

non-susceptible responses 544 132
susceptible responses 31 440
Responses split into response options

ignore the message 359 102
non-susceptible

delete the message 272 39

open the link 6 257

share the link 0 11
susceptible

respond to the message 14 295

like the message 11 133
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This means that if the vulnerable message was sent from an unknown source there is a 19.35% chance that it
would be opened but if it was sent from a known source this probability would increase to 58.4% thus using a familiar
name would double the chances of successful attack by about 40%.

To deal with such problems there is a need to emphasize human-focused anti-phishing behavior and the need for
holistic interventions targeting the complete set of behavioral causes. Drivers which act internally vary from individual
traits, personality, prior experience, and biology to company culture, social influence, system design, training, and
crises (budget or health) [7].

1.2 Summary

The aim of this research is to describe and analyze the most recent trends of LLMS-Powered attacks and detection
methods and compare them in accordance with standard evaluation metrics. It wants to understand how attackers
would be able to use AI/ML to perform advanced phishing attacks and provide inputs for threat intelligence to build
future defenses.

Methodology and synthesis plan

This review was conducted as a systematic literature review (SLR) and reported in accordance with the PRISMA
2020 guideline. The review protocol was defined before screening and specified the research questions, search sources,
keyword groups, inclusion and exclusion criteria, screening workflow, quality assessment, data extraction, and
synthesis plan. The protocol was not formally registered in an external repository. The literature review includes
publications from the period between 2020 and 2025. The study focuses on the twin aspects of the role of Generative
AI/LLMS:s in (i) facilitating phishing attacks (email and URL vectors), and (ii) assessing how modern techniques
(ML, DL and transformers) employed in the detection of phishing attacks.

Below is a highlighted review objective, research questions, search strategy, inclusion/exclusion criteria, paper
selection and syntheses.

1.3 Objectives

e Summarize how Gen-AI/LLMSs are leveraged to create or augment phishing content, URL
generation/obfuscation).

e Compare the mechanisms for detecting phishing emails and URLs with ML/DL/transformer/LLMS-based
approaches, with a focus on the evaluation metrics used and realism of datasets.

e Identify human factors (e.g., sender, FOMO, behavioral factors) and translate them into deployment
recommendations.

1.4 Research Questions (RQs)

e RQI: How do Gen-AI/LLMS create sophisticated, large scale or highly personalized phishing Emails and
URLs?

e  RQ2: What are the most effective detection model families (ML/DL/transformer/LLMS/Hybrid) for phishing
emails and/or phishing URLSs, across reviewed studies?

e RQ3: How do dataset characteristics, such as size and feature type, affect model performance (intra URL,
content, HTML, processes etc.)

e RQ4: How do human factors play a vital role in the world of phishing and how do they increase susceptibility
to such attacks?

1.5 Study Selection Criteria

The selection criteria were defined to address the research questions and reduce selection bias.

1.1.1 Inclusion criteria
e  Published between (2020-2025)
e  Peer-reviewed journal or reputable conference paper.
e  Written in English language
e Have direct relevance to
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o Gen-AI/LLMS uses in phishing
o  Phishing detection using ML/DL/Transformers/LLMSs
o Provide evidence of human factor role in phishing

1.1.2 Exclusion Criteria
e Papers focusing on traditional phishing detection methods (e.g., blacklist, rule or signature base) were
excluded
e  Papers that focus only on LLMS and Al without relation to phishing
e None-research items (News, posts, tutorials, etc.)

1.6 Search strategy

The databases and repositories used for this extensive search were IEEE Xplore, ACM Digital Library, Scopus,
ResearchGate, and arXiv. For this, the set of queries with keywords used from different concept groups, namely,
phishing terminology, generative AI/LLMS terminology, phishing channels, and detection/defense terminology.

This ensured the retrieval of papers on phishing or social engineering attacks (email or URL-based) utilizing
generative AI/LLMS or other ML methods, as well as papers on phishing detection. The search was restricted to the
2020-2025 period. The initial search on the above sources retrieved a total of 80.

1.1.3 Search execution and filters

The search was conducted in the November 2025 review period across the databases IEEE Xplore, ACM Digital
Library, Scopus, Research Gate, and arXiv. The search was restricted to articles published from 2020 to 2025. The
research focused on recent developments in GenAI/LLM-based phishing and recent phishing detection techniques.
The search was restricted to English-language publications only. News articles, blogs, tutorials, and other non-
scholarly writings were excluded.

1.1.4 Search string design

Search queries were constructed by combining terms from four concepts: (1) phishing and social-engineering
terminology, (2) GenAl/LLM terminology, (3) phishing delivery channel (email and URL/website), and (4) detection
and/or defense terminology. Boolean operators (AND/OR) were used to combine synonymous terms and preserve
conceptual coverage.

Representative query example: ("phishing" OR "social engineering") AND ("generative artificial intelligence" OR
"large language model" OR LLM) AND (email OR URL OR website) AND (detection OR classifier OR defense).

1.7 Paper Selection and Syntheses

Following this process, there were 66 unique documents left after removing duplicates (14 documents). The titles
and abstracts of these documents were then screened against the inclusion criteria by two reviewers independently.
As a result of this process, 15 documents that were obviously irrelevant or out of scope for inclusion were excluded
from further review. The full texts of the remaining documents (51 documents) were then assessed for inclusion
criteria. At this stage of the process, each document was assessed in-depth, and 3 documents were excluded because
they did not meet all the inclusion criteria. At this stage of the process, there remained 48 documents that met all the
selection criteria and that were included for qualitative synthesis. Disagreements at any step of this process were
solved through discussion and consensus between reviewers. The process of selecting documents for inclusion in this
review is represented in the PRISMA flow diagram in Figure 1.
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Fig 1. PRISMA 2020 flow diagram summarizing the study selection process

To improve transparency and reduce the influence of weak evidence, a structured quality assessment was applied
to all included studies. Each paper was evaluated against the following criteria:

QAL: Clarity of study objective and scope.

QAZ2: Clear description of model architecture, features, or detection pipeline.

QA3: Reporting of evaluation metrics (e.g., accuracy, precision, recall, and F1-score).
e QAA4: Discussion of limitations, bias, or generalizability.

Each criterion was scored as 1 (yes), 0.5 (partially), or 0 (no). Quality ratings were used to guide interpretation
during synthesis. The inclusion of studies was not based on quality score; however, more inferior studies are
interpreted more cautiously when comparing performance claims.

1.1.5 Synthesis Method

Because datasets and metrics are heterogeneous, thus performing a narrative synthesis supported by structured
tables:

e one synthesis for email detection,
e one synthesis for URL/website detection,
e one synthesis for human factors, translated into deployment recommendations.

2. LITERATURE REVIEW AND DISCUSSION

The selected methods and research in this review focus on two main parts the first one how Al and LLMS interfere
in phishing and other malicious uses. On the other hand, examine how to detect these phishing attacks and what are
the defensive strategies used nowadays that include new methods using ML and DL instead of traditional intrusion
detection systems (IDS).

2.1 Current Use of Gen-Al Assisted Attacks

Four current uses of Gen-Al assisted attacks include phishing and social engineering, where Gen-Al creates hyper-
personalized and convincing messages; malware creation, including the development of novel, evasive code; deepfake
generation, which uses realistic audio and video to impersonate trusted individuals; and automated vulnerability
discovery and exploitation, where Al rapidly identifies weaknesses in systems for attacks.

A review led by Zhang, Bu and Wen discussed the most famous large language models in recent years and some
of the research id conducted to test its ability in offensive cyber security.
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2.1.1 ChatGPT

One of the most famous Gen-Al nowadays are LLMSs The Chat Generative Pre-Training Transformer (GPT)
was selected as an illustrative example and 10 research papers published in recent years were taken containing some
use of ChatGPT in offensive cyber-Security.

Alawida M, Abu Shawar B, Abiodun OI, Mehmood A, Omolara AE, Al Hwaitat AK [9] outliened more than 8
applications of ChatGPT for Offensive Security and they are as follows:

1. Malware Creation: Attackers can create ever-changing polymorphic malware that bypasses standard
antiviruses.

2. Social Engineering/Phishing: ChatGPT can create realistic messages to be used for such scams.

3. SQL Injection Attacks: It can help attackers develop SQLi payloads and even offer guidance on how to
conduct such an attack.

4. Macros and LOLBINS: An attacker could place a link or file in an email and use ChatGPT to create macros
that autorun when a spreadsheet is opened.

5. Vulnerability Scanning: Given sufficient input, it can parse and generate human-readable recommendations,
assisting to perform scanning tasks to some extent.

6. Reporting Findings: ChatGPT can be used to automate detection/response reports, pretty much creating a
quintessentially challenging attack-phase task within reach even for beginner hackers.

7. IT System Vulnerability Assessment: It can be used to scan or find code vulnerabilities.

8. Breach Notifications: Attackers can provide fake breach notifications to victims as part of a SE tactic.

Sharma and Dash [10] highlight the possible advantages and disadvantages of ChatGPT for cybersecurity. They
highlighted a variety of cybersecurity concerns, such as phishing, password attacks, and malware attacks. The possible
use of ChatGPT in social engineering assaults is also mentioned.

Gupta, Akiri and Aryal [11] worked on the impact of Gen-Al in cybersecurity and privacy and had similar outcomes.
Deng, G. et al [12] created PentestGPT is an automated penetration-testing tool constructed with three modules—
inference, generation, and parsing each plays a different role on a pen testing team to more realistically simulate
attacks.

Begou, Vinoy and Duda [13] Used An LLMS-driven method automates sophisticated phishing by cloning target sites,
altering login forms to capture credentials, obfuscating code, registering domains, and deploying scripts.

Roy, Thota and Naragam [14] Examined models like ChatGPT, GPT-4, Bard (Gemini) and Claude the work shows
these models readily produce persuasive phishing webpages and emails, spoofing popular brands and using evasive
methods. The team also develops a BERT-driven tool that reliably detects malicious prompts to curb misuse.
Francia, Hansen and Schooley [15] Conducted a study compares GPT-4-written smishing texts to human-written ones
and shows that LLMS messages are typically judged more convincing. Participants couldn’t tell Al from human
authorship or name reliable cues to do so, heightening the risk of personalized, Al-driven social engineering.
Charan, Chunduri and Anand [16] paper argues that LLMSs can be used to craft attack payloads, showing that
ChatGPT and Bard can produce runnable code against the 2022 MITRE Top 10 weaknesses—and that these Al-
generated payloads are typically more sophisticated and targeted than hand-made ones.

Tann and Sim [17] probe how well existing LLMSs handle CTF challenges by sampling typical categories and
assessing GPT-3.5, PaLM2, and Prometheus. They find LLMSs offer partial but not comprehensive help.

Beckerich, Plein and Coronado [18] by abusing ChatGPT as a relay to the attackers’ command-and-control,
adversaries can operate the victim’s machine without a direct connection, complicating attribution.

2.1.2 Other types of LLMS studies

Moskal, Laney and Hemberg [19] explore how LLMSs can support network threat testing—helping with threat
actions and decision-making. Using virtual machines, they detail how LLMS-guided automated attacks can be
launched on networked devices. Although preliminary, their results suggest LLMSs have strong potential for cyber
threats. Lin, Cui and Liao [20] provided a study surveys 212 malicious LLMSs (“Malla”), revealing their
dissemination channels and operational patterns across the underground economy. It dissects the ecosystem, tool
chains, and exploit techniques, measures content-generation effectiveness and offers strategies to counter such
cybercrime. Happe and Cito [21] explores high-level planning and hands-on vulnerability hunting in vulnerable VMs,
linking LLMS-generated operations with VM feedback so the model can analyze the current state, find issues, and
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recommend next steps for exploitation. Huang and Zhu [22] Emphasizing an end-to-end approach, they present
PenHeal, a two-phase LLMS framework that both identifies vulnerabilities and guides mitigation, pairing a Pentest
Module with a Remediation Module to propose best-practice remedies.

Pratama, Suryanto and Adiputra [23] develop CIPHER (Cybersecurity Intelligent Penetration-testing Helper for
Ethical Researchers), which is trained on more than 300 reports, technique guides, and OSS tool documentation. They
also add the FARR (Findings—Action—Reasoning—Results) augmentation, creating an automated Pen Test simulation
benchmark tailored to LLMSs. Xu, Stokes and McDonald [24] propose Auto Attacker, which uses LLMSs to execute
“keystroke-operated” attacks that mimic human behavior. By iteratively coordinating modules for summarization,
planning, and choosing actions, it produces targeted commands across varied settings and streamlines what would
otherwise be manual operations. Wang, Wang and Jung [25] an additional end-to-end, automated platform for creating
and simulating cyberattacks. It can create emulation infrastructure, carry out attack operations, and independently
create multi-phase cyberattack strategies based on CTI information. Usman, Upadhyay and Gyawali [26] developed
Occupy Al is a tailored, good-tuned LLMS created to automate and perform cyberattacks, capable of outlining attack
stages and producing runnable code for threats like phishing, malware injection, and system exploitation.

Happe, Kaplan and Cito [27] their work leverages LLMSs to aid penetration testing, introducing an automated Linux
privilege-escalation benchmark to compare model performance and a tool, WinterMute, for rapidly probing how well
LLMSs can bootstrap privilege escalation. Prapty, Kundu and Iyengar [28] They investigate automating attack graphs
with LLMSs, mapping CVE relationships through preconditions and results, and extracting complete graphs from
written threat analyses.

2.2 Defensive Methods Against Phishing

Until now, it is seen that the user has become so vulnerable due to phishing. But with proper precautions, one can
avoid such scams. Some of the ways to protect users against phishing attacks by using authorized sources, avoid
replying to suspicious messages checking the URL and Avoid public Wi-Fi. But it's not convenient for users to check
all these things every time they receive an email or access a website, so researchers developed phishing detection tools
and systems to do it for them.

One of the most used techniques used today in these tools is Machine learning (ML) and deep learning techniques
(DL). An investigation was conducted to see how traditional ML models and transformer models work on the
classification task of identifying if an email is phishing or not. The researchers realized that transformer models, in
particular distilBERT, BERT, and RoBERTa, had a significantly higher performance compared to traditional models
like Logistic Regression, Random Forest, Support Vector Machine, and Naive Bayes [29].

Among the classical models, SVM worked best, recording 0.9876 accuracy with well-balanced precision, recall,
and F1 for phishing and non-phishing. All transformer models performed the same, frequently crossing 0.9881
accuracy, suggesting BERT-like models are especially effective in phrasing phishing as distinct from authentic emails
[29].

As for URL detection, another study compared eight classification algorithms including K-nearest neighbors (KNN),
Random Forest (RF), Support vector machines (SVM), Decision tree (DT), XG Boost, Logistic regression (LR), CNN
model, and Deep learning model were assessed for their inherent capabilities [30]. The results were as follows.
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Fig 2: Model accuracy comparison AHT [30]

CNN is notably more accurate, highlighting its effectiveness.

Another research uses LLMS themselves to identify the Phishing attacks through benchmarking investigation of
21 cutting-edge open-source LLMSs for phishing URL detection, including Llama 3, Gemma, Qwen, Phi, DeepSeek,
and Mistral. The findings show that without fine-tuning, big open-source LLMSs (>27B parameters) obtain over 90%

F1-score, which is comparable to proprietary models [3].

2.1.3  Detection of Email phishing

Table 2: Email phishing detection techniques which include a group of 8 studies each study includes the model’s
name, datasets, the four metrics (Accuracy, Precision, recall and F1 score) and the number of classes.

Table 2: Email phishing detection techniques

No Model Dataset Accuracy Precision F1 Recall Class
score
1 ID-CNNPD with  1-Mason, J. The Apache 99.68% 100% 99.66% 99.32% 2
Leaky ReLU and  SpamAssassin 2-Public
Bi-GRU (gated Corpus. 2005
recurrent unit) Nazario. Phishing Corpus
[32] 2015.
2 MAchine DeepAl chatbot 865, The 99.3% 98% 98.5%  99% 4
Learning for Enron email dataset, dataset of
LanguagE manually crafted regular and
Toolkit spam emails,
(MALLET) with
Naive Bayes [33]
3 Continual 1-PhishTank: A community 97.5% 97.5% 98.1%  98.6% 2
Learning-based platform for 2-reporting
methods, i.e., phishing websites.2022
EWC method. VirusTotal. Virustotal: A
[34] community platform for
reporting malicious
payloads.2022
4 Semantic Francesco Greco 98.5% 98.5% 98.5% 985% 4
watermarking
[35]
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Human-LLMS generated
phishing-legitimate emails
2024

a Deep Q- Self-collected from real-world  95% 96% 94.98% 94% 2

Network (DQN)

[36]

Bidirectional 1-Kaggle-Phishing Email 99.03% 99.26% 99% 98.75% 2

Encoder Detection

Representations 2- Al-Subaiey et al.

from 3-Zenodo. Phishing email

Transformers 4-github:

(BERT) Real- Apaulgithub/oibsip_taskno4

time [37]

Long Short-Term  Kaggle Enron Spam Data 90% 90% 84% 84% 2

Memory (LSTM)

and the Gated

Recurrent Unit

(GRU) [38]

EM-BERT and SMS phishing Collection 99.62% 99.89% 99.56% 99.78% 2

SPCA-BASED (SSC) Dataset”, “Phishing works

EAI-SC-LSTM Email Curated (PEC) Dataset”, across

[39] and “Webpage Phishing email,
Detection (WPD) Dataset” SMS,

URL

Altwaijry, Al-Turaiki, Alotaibi, and Alakeel, [32] used the 1D-CNNPD with leaky ReLU and Bi-GRU model
the model achieved the high accuracy, however the dataset used is relatively old (2015), which may limits
robustness against newer phishing attacks.

Eze, C. S., & Shamir, L [33] used the MALLET with naive Bayes model performed strongly according to
metrics but the test sample was too small (100 emails per class), which limits generalizability.

Ejaz, Mian, and Manzoor [34] the continual learning is useful for addressing the problem of evolving methods
of phishing. Boosting the accuracy a further more would make the model suitable for implementation in real-
time.

Brissett, A., & Wall, J [35] worked on the watermarking to detect of Al and human written phishing emails.
The result of the model are excellent and the use of 4 class not just binary classification is also a useful
contribution. However the used dataset is small in size and may not support robust generalization. 4000 email
is small compared to other researches that used over 100k emails to train and test their models.

Jabbar, H., & Al-Janabi, S [36] developed a Deep Q-network to enhance detection accuracy but 95% is
surpassed by many other models in addition to that the dataset is only 5000 emails which is not preferred in
building a generalized model.

Mun, H., Park, J., Kim, Y., Kim, B., & Kim, J [37] worked on the Real-time BERT model which performed
very well on 4 different datasets. And the only drawback to this model is Its incredibly lengthy training and
inference timeframes presented efficiency issues for the implementation of real-world systems.

Saleem, Islam, Hasan, Akbar, Khan, and Ibrar [38] developed a hybrid model that contain the LSTM and
GRU but the model achieved relatively low accuracy compared with other reviewed methods.

Murhej, M., & Nallasivan, G [39] the EM-BERT and SPCA based EAI-SE-LSTM model shows promising
results and could be the optimal model since the evaluation metrics are over 99% and the model is tested
with 3 different datasets. In addition the model works on Emails, SMS and URLs making it a appropriate
overall phishing detection system. However the The authors note that the system does not include
TLS/HTTPS-related signal features. However, as a number of phishing websites utilize legitimate TLS
certificates, relying on TLS features alone is not a good way to determine a website’s legitimacy. A better
solution is to use a combination of URL, HTML, and content/behavioral features.
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Detection of URL phishing

Table3: URL phishing detection techniques which include a group of 9 studies each study includes the model’s
name, datasets, the four metrics (Accuracy, Precision, recall and F1 score) and the number of classes.

No Model Dataset Accuracy Precision F1 Recall  Class
score
1 PhishHaven Real-time 1-Alexa, 2-PhishTank, 3- 98% 98% 98.06% 98.06% 2
[40] deepPhish
2 probabilistic neural Phishtank 95% to - - - 2
network model OpenPhish 97%
deterministic neural
network model [41]
3  AU-H-DNN/LSTM 1-ebbu, 2-Phishstorm, 3- 95.41%to 95.87% 95.30% 95.81% 2
[42] ISCXURL, 4-catchPhish 99.76% to to to
1D, 5- CatchPhish 2D 99.79% 99.75% 99.75%
4 TabNet ensemble model UNB URL dataset (ISCX- 97.8% 97.8% 97.8% 97.6% 5
[43] URL2016)
5  OFVA with RF [44] 1-Aalto University's  97.52% 97.50% 98% 97.50% 2
research data (Marchal,
2014
2- OpenPhish 2023
6 Convolutional ~Neural PhishTank 94.79% 97% 95.37% 93.78 2
Network (CNN) deep PhishStats
learning with Adam OpenPhish
optimizer [45]
7 XGBoost with URL and  PhishTank 96.76 98.28 96.38 94.56 2
HTML [46]
8 Heterogeneous Machine Cyber Threats Analysis 95.16% 95.26% 95.16% 95.04% 2
Learning Ensemble System (C-TAS) of the
Framework (Adaboost) Korea Internet & Security
[47] Agency (KISA) and open-
source intelligence
(OSINT).
9  EM-BERT and SPCA- SMS Smishing Collection 99.62% 99.89% 99.56% 99.78% 2

BASED EAI-SC-LSTM
[39]

(SSC) Dataset”, “Phishing
Email Curated (PEC)
Dataset”, and “Webpage
Phishing Detection (WPD)
Dataset”

Sameen, M., Han, K., & Hwang [40] Developed PhishHave real-time model which has good accuracy but
can detect only Al based Phishing URLs like that of DeepPhish features.

Ghalechyan, H., Israyelyan, E., Arakelyan, A. et al. [41] worked on Probabilistic and deterministic neural
networks models. When focusing on Accuracy, the probabilistic model performs better than the deterministic
model by around 4%. However, both models did not reach optimal accuracy.

Aung, E. S., & Yamana [42] proposed AU-H-DNN/LSTM and tested the model on 5 different datasets giving
it an effective cross validation. But the model lacks robustness against attacks that hide malicious behavior
beyond the URL text.

Naseer, M., Ullah, F., Saeed, S., Algarni, F., & Zhao [43] suggested the Tab-Net ensemble model. The model
classifies the URLs into 5 categories which is a useful contribution to move away from simple binary
classification. And the accuracy achieved is relatively good. However, the dataset used is relatively old
(2016) although the research conducted in 2024.
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e Tamal, M. A, Islam, M. K., Bhuiyan, T.et al [44] They applied OFVA to distill 41 optimal intra-URL features
forming a new dataset consisting of 274,446 raw URLs. The limitation of this study is that it overlooked the
textual features beyond the URL in the content of the site itself.

e Loh, P.K.K, Lee, A. Z. Y., & Balachandran [45] used CNN with Adam optimizer as part of exploring the
DL models, but the results accuracy less compared to other models and may not suit implementation in a
real-world system in comparison to other models’ results.

o Aljofey, A., Jiang, Q., Rasool, A., Chen, H. et al [46] developed the XGBoost with URL and HTML features
which is an improvement over the use of just URL features in the detection model. However, the model did
not achieve high accuracy compared to the other models like Transformer models. And HTTPS does not
imply legitimacy; many phishing sites use valid certificates. since it does not depend on the content of the
URL.

e Shin, S, Ji, S., & Hong, S [47] developed an Ensemble framework as a heterogeneous ML model using
AdaBoost. But the result of the model is only 95% accuracy which is lower than competing methods reported
in the reviewed studies.

e And for the Murhej, M., & Nallasivan, G [39] the EM-BERT is discussed earlier in the Email section since
it works on both email and URL.

3. CONCLUSION

The evidence reviewed converges on three main conclusions. The first one is EM-BERT model with the SPCA-
BASED EAI-SC-LSTM [39] by Murhej, M., & Nallasivan It performed strongly when multimodal features were
available. This framework has reported the highest accuracy and F1 scores among all the models surveyed. It operates
by extracting message content (from SMS and emails), generating word embeddings using EM-BERT, and then
applying an EAI-SC-LSTM classifier to decide whether a message is phishing or legitimate. Also applying a dynamic
updateable blacklist is a good addition to any system for strengthening the work.

On the URL side, the same approach is used for extracting the features and performing the analysis, and SPCA
and a CSOA algorithm are used for feature distillation and selection, respectively, with the page content being
embedded with the use of the EM-BERT model. The legitimacy/phishing status of the URL will then be decided by
the classifier and the blacklist updated. This multi-channel model demonstrates the potential of the content-based and
lexical analysis along with the use of the transformer model [39]. But computational costs of BERT models may limit
real-world deployment.

The second point, despite achieving high accuracy on benchmark datasets, model generalizability may be limited.
Real-world deployment requires diverse datasets and robust validation.

In addition, many available datasets could make your model reach over 99% accuracy easily, but the final model
is not well generalized. To address these limitations, models should be tested on real-world data or sites also preventing
leakage in the data preprocessing is always a plus. Some other techniques like regularization are used to prevent
overfitting and improve a model's ability to generalize to new unseen data.

Mixing URLs features with HTML features and including some textual content features will produce a more
robust model for different kinds of phishing. And can be implemented in a real-world scenario. However, the model
could still use the help of continual learning to be able catch up with the evolving phishing threats.

Phishing defenses are two types: preventive (user education) and detective (list-, rule-, similarity-, and ML-based).
Because ML relies upon labeled data, lack of labels stalls strong tools. To compensate for this, Tamal, Islam, Bhuiyan,
and Sattar suggest a big, labeled URL dataset for phishing detection: 247,950 samples—128,541 phishing and 119,409
legitimate [48] which is a good base to work with.

Using lexical features dataset only like M. A. Tamal, M. K. Islam, T. Bhuiyan, and A. Sattar, “Dataset of
suspicious phishing URL detection [48] is very useful, especially when one considers that it does not require
downloading website content, a potentially slow and dangerous process, which this dataset is well suited for real-time
protection systems.

There is an inherent trade-off between speed and real-time deployment against the complexity of the system to
see more than just one type of features (HTML, lexical URL, content, etc.) and ability to have more accurate results
but in more time or in non-real-time manner.
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The third takeaway is Human factors shift the risk surface. As Gen-Al increases message realism and
personalization, foreshadowing signals such as sender familiarity and FOMO increase click intent and reduce suspicion
thus phishing success increased from 19% to 58% when the sender was familiar.

Successful defense will integrate technical filters with just-in-time warning and user training that directly
addresses these behavioral levers.
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