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Internet of Things 8(loT); The rapid integration of Internet of Things (IoT) technologies into healthcare
Internet of Medical Things infrastructures has significantly enhanced real-time monitoring and clinical
gorefn);(iggflg?alj}ft;(’::;:l automation, but it has also introduced complex cybersecurity vulnerabilities.
N}étworks ( GI\’IN); graph Traditi.onal intrusion det.ection systems (.IDS) typically netwprk .ﬂows in.depende.ntly
Attention Network (GAT). anq fal.l tf’ cgpture relational .depende.ncws among commum.catmg medical df.}VlceS.

This limitation reduces their effectiveness against coordinated and multi-stage
cyberattacks in IoT healthcare environments.

This paper proposes a temporal graph attention-based intrusion detection
framework that models IoT healthcare traffic as dynamic communication graphs
constructed using sliding time windows. In the proposed approach, nodes represent
IoT devices, while edges represent communication flows enriched with statistical
network features. A Graph Attention Network (GAT) is employed to learn structural
dependencies and generate graph-level embeddings for window-based attack
detection. To ensure realistic evaluation and avoid temporal leakage, a strict time-
based data splitting strategy is adopted.

Experimental results demonstrate that the proposed graph-based framework
consistently outperforms conventional machine learning baselines, including
Random Forest, XG-Boost, and Multi-Layer Perceptron, in window-level intrusion
detection tasks. Ablation analysis further confirms the impact of temporal window
size on detection performance. The proposed method provides a scalable and

intelligent security solution suitable for real-time loT-enabled healthcare systems.
© 2026.This is an open access_article under the CC by licenses http://creativecommons.org/licenses/by/4.0

1. INTRODUCTION

IoT in healthcare is a fast — growing area, which has brought profound changes into the modern health care
systems through abilities like monitoring the health of patients in real time, smart diagnostics and wearable sensing
and automated clinical workflows. Despite that, the rising interconnection of diverse medical devices has also led to
an increase in the attack surface of healthcare infrastructures, rendering them overwhelmingly susceptible to cyber
threats. Securing communication in IoT healthcare environments has thus become a prominent research issue.

The advent of Graph Attention Networks (GAT) represented a significant milestone in graph-based learning,
allowing for adaptive weighting of neighboring nodes during feature aggregation [1]. Meanwhile, the generation of
realistic IoT datasets such as Bot-IoT laid the groundwork for proper evaluation of intrusion detection systems in loT
environments [2]. It was noted in early surveys of intrusion detection that standard machine learning techniques proved
ineffective when deployed across complex and dynamic network environments [3]. The onset of distributed IoT
security architecture and data sets like IoT [4] has also supported more Al-focused security research on edge-oriented
infrastructures.
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Based on these remarks, existing research moved towards exploring graph neural networks for intrusion detection.
For instance, the E-Graphs AGE model successfully showed that both node and edge features should be combined
into a graph representation for IoT intrusion detection [5]. Later, extensions to graph-based IDS frameworks focused
on enhancing structural feature extraction and relational modelling methods [6], [7]. Subsequently, self-supervised
and semi-supervised GNN-based intrusion detection systems were developed for less reliance on labelled data without
sacrificing competitive detection performance [8§].

With increasing IoT application, more realistic and large-scale datasets were introduced. The proposal of the
CICIoT2023 introduces real-time [oT traffic benchmarks enabling both large- and small-scale attack evaluation [10].
Recent GNN-based detection frameworks were also proposed to assist dynamic traffic monitoring scenarios [12].
CICIoMT2024 introduced a multi-protocol IoMT dataset for cyber security in healthcare environments, which further
paved the way on research [13]. Even stream-based Al operations for online network monitoring were later
investigated to enhance real-time adaptability [14].

In recent years, a lot of effort has been put into improving graph-based intrusion detection architectures. Models
with residual adaptive context-aware graph models have shown a better structural learning ability [15]. Similarity
Graph Attention Networks (BS-GAT) improved classification robustness through modelling correlation among
devices [16]. Then, edge-featured multi-hop attention GNN architectures presented better representational depth and
detection sensitivity [17], [18]. Related works Comprehensive surveys have ongoingly assessed the evolution of IoT
host-based intrusion detection systems and related challenges [19].

More recent work has presented advanced optimization and hybrid graph-learning methods to achieve scalability
and robustness of detection in the context of [oT network [20]—[23]. The introduction of more advanced hybrid graph-
based intrusion detection models in 2026 [24], [25] further indicate the maturing capabilities of GCN technologies
applied within cybersecurity.

However, there are still a number of major challenges ahead. Most current studies, however, employ random data
splitting strategies that could potentially introduce temporal leakage between training and test datasets and result in
overestimated performance of the detection. Moreover, there is limited systematic work on discovering temporal
window-based graph construction in the context of loT healthcare domain where multi-device interaction is coherent
and burst-based attacks occur frequently.

In this work, we present a temporal graph attention-based intrusion detection framework for IoT healthcare
systems to overcome these limitations. It models network traffic as dynamic communication graphs in which sliding
time windows are used to build graphs. IoT devices are modelled as nodes, and edges represent communication flows
along with relevant statistical features. A GAT is utilized to learn structural dependencies and produces window-level
intrusion predictions. To ensure realistic evaluation and prevent temporal leakage, a strict time-based data splitting
strategy is adopted.[26]

The major contributions of this work can be summarized as follows:

IoT health-related traffic analysis via data dimensionality reduction facilitated by a temporal graph modelling
approach. A Graph Neural Network based framework for capturing structural relationships across devices. A protocol
for evaluation based on strict time ensuring realistic generalization. Systematic comparison with classical machine
learning baselines Analysis of ablation with respect to temporal window size, and statistical validation of
improvements in performance. The rest of this paper is organized as follows. Section 2 reviews related work.[27] The
proposed methodology is presented in Section 3. Experimental Setup in Section 4, we elaborate on the experimental
environment. Results and Performance Evaluation Section 5 Security analysis is given in Section 6, and the paper
concludes in Section 7.

2. RELATED WORK

This section surveys seven recent works that are most relevant to graph-based intrusion detection and IoT/IoMT
security, covering key aspects of (i) how each work formulates the problem, (ii) the learning method or approach used
in the particular work, and (iii) its main strengths and limitations.

2.1 E-graph Sage (2021)

Lo et al. one of the first practical GNN-based NIDS methods for flow records in IoT was proposed as E-graph
SAGE [5] It can see that network traffic is pre-income as a graph (edges include node attributes (topological
connectivity and flow features such as statistical NetFlow via the time-series method) that learn negative augmented
event embeddings. E-graph SAGE enhances the aggregation mechanism of graph SAGE to better leverage edge
attributes, which are used in computing node representations before conducting an intrusion classification.
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Strength: retains relational structure outside of learning using independent-flow. Limitation: graph construction
choices (node/edge definitions) heavily impact performance, and many evaluations assume static or dataset-specific
graph assumptions [5].

2.2 Anomaly-E (2022)

Caville et al. presented Anomal-E, a self-supervised GNN framework that tries to minimize dependency on
labelled intrusion datasets [8]. In contrast to conventional approaches, in which supervised classifiers are trained and
used on top of a feature set defined through pre-processing, Anomaly-E learns embeddings from graph-structured
flow data via a self-supervised objective that leverages both the graph topology and edge features; anomaly or intrusion
detection is performed using the learned representation downstream. Strength: Limitations on labels; evolving attacks.
Limitation: the quality of detection relies on how well the self-supervised objective describes “normal” and how
thresholds/classifiers are selected in deployment [8].

2.3 CICIoT2023 Dataset Benchmark (2023)

Neto et al. introduced CICIoT2023, which is a real-time IoT attack dataset designed to facilitate scalability and
current system evaluation under IDS [10]. This dataset is built upon a large-scale IoT topology and contains numerous
attack classes performed in real-world device-to-device environments. CICIoT2023, not a detection model but rather
a dataset to test its generalization on realistic [oT traffic scenarios has gained a lot of importance now.

Strength: broad, new style attack coverage for IoT. Limitation: not loMT-specific; healthcare device protocols
and clinical workflows can differ from general IoT landscapes [10].

2.4 The IoMT Benchmark Dataset for 2024: CICIoMT2024

Dadkhah et al. proposed a multi-protocol benchmark dataset for IoMT security evaluation, which is called
CICIoMT2024 [13]. The dataset was created on an [oMT testbed comprising a heterogencous collection of devices
and encompasses attacks across diverse protocols, including Wi-Fi, MQTT, and Bluetooth. This dataset can lead to
more realistic evaluation of health care 10T settings, where the diversity of protocols and heterogeneity of devices are
highlighted.

Strength: healthcare-related tailor-made protocols and context for [oMT devices. Limitation: while they represent
realistic deployment settings, an individual testbed may still not encompass the range of a real hospital; thus taking
care with split strategy to avoid temporal/device leakage for example is important [13].

2.5 Res-ACAG (2025)

Zhang et al. of subsequent topologies, a Res-ACAG (Residual Adaptive Context-Aware graph) which extends
the GNN-based IDS by residual connections and context-aware graph learning to greatly bolster representation
stability and discrimination in intricate traffic scenarios [15]. First, the model extracts richer “context” from graph
neighborhoods. Second, it has architectural improvements to minimize degradation in deeper graph models.

Advantage: enhanced feature extraction through context-aware learning and residual pathways. Limitations: more
architectural complication can increase training cost; sensibility of performance to graph construction is still a practical
challenge [15].

2.6 BS-GAT (2025)

Wang et al. BS-GAT (Similarity GAT) that constructs a graph based on similarity between network entities and
uses a GAT to classify intrusions [16]. A primary methodological contribution is the graph construction strategy:
instead of drawing edges solely by direct physical connectivity’s or raw flow adjacency, BS-GAT lifts edges based
on similarity patterns in real datasets to boost information mining while combating overfitting.

Advantage: -driven graphs built can better fit the structure of real traffic. Limitation: similarity design and
thresholds are often dataset-dependent — need to re-tune the similarity function for generalization across domains
[16].

2.7 Edge-Attention Based Multi-Hop Attention GNN [25]

Deng et al. proposed edge featured multi-hop attention GNN for intrusion detection to capture long-range
dependencies and explicitly include edge attributes in the learning pipeline [17]. It leverages the modules of edge
encoding and multi-hop attention aggregation for scalability and to alleviate over-smoothing with a focus on binary
as well as multi-class intrusion detection.
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Strength: multi-hop attention enhances representations of larger structural context. ~Limitation: a two or many
hops mechanism implies increase of computational overhead which can be difficult in case of strict real-time

constrains without significant optimization [17].

2.8 Summary and Research Gap

In general, the literature demonstrates significant advances in graph-based IDS via advanced techniques in graph
construction and modelling mechanisms [5], [8], [15]— [17]. However, two of these gaps are still highly relevant for
IoT healthcare deployments:

Temporal operational realism: numerous studies still employ random splitting, or fail to explicitly guard against

temporal leakage, which can ultimately lead to overinflation of performance.

Real-time detection at the window-level: There are fewer works that provide systemic approaches to build
dynamic temporal graphs whilst considering real-time monitoring constraints on loMT networks.
Such gaps encourage our design of a temporal window-based communication graph and strict time-based
evaluation. See the following Table 1:

Table 1: Recent Graph-based Intrusion Detection Approaches and an Overview of the Proposed Framework

. . Applica-
Ref Year Method gragh ;::;::ng ;{:;ggﬁ;;l ls;.::lltl:!atmn tion Limitations
yp gy g gy Domain
No Sensitive to
E-Graph Flow-bas.ed Supervise explicit Random General &' h'demgn;
[5] 2021 communicat d (Graph . . no strict
SAGE ) window split IoT
ion graph SAGE) . temporal
modelling R
validation
Flow Self- Limited Threshold
. . . Dataset- General  tuning
[8] 2022  Anomal-E interaction supervised temporal I K S
raph GNN handling based split Networ required; not
& IoMT-specific
CICIoT202 N/A Real-time  Benchmark  General Not
[10] 2023 3 N/A . healthcare-
(Dataset) dataset evaluation IoT
Benchmark focused
Multi- Dataset only;
CICIoMT2 N/A protocol Standard ’
[13] 2024 024 Dataset  (Dataset) N/A IoMT split loMT no graph
framework
traffic
. . Increased
[15] 2025  ResACAG Context- Supervise  Static Dataset- ‘ Network architectural
aware graph  d GNN graph based split IDS .
complexity
Behavior- . Implicit Similarity
[16] 2025  BS-GAT similarity Supervise behavioral Rapdom Network metric dataset-
d GAT . split IDS
graph modeling dependent
Multi-hop . . .
[17] 2025 Edee gftléﬁlggp Supervise rL;;?lttfrge Standard — Network ?;ihe:tational
Attention d GNN split DS p
GNN graph focus cost
Temporal Sliding- Supervise  Explicit o IoT Computational
window Strict time- overhead in
Pro- Graph . d GAT temporal . Healthca
2026 . dynamic . . based split large-scale
posed Attention . (Window-  window re .
communicat ) (no leakage) real-time
IDS . level) modeling (IoMT)
ion graph deployment
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3. PROPOSED METHOD

3.1 Description of the Proposed Approach

An intrusion detection framework is proposed that models the loT healthcare network traffic in terms
of a sequence of dynamic communication graphs constructed over fixed temporal windows. Whereas
existing flow-based classifiers handle each network record independently, our approach not only captures
structural relationships between communicating devices. As shown in Fig 1.
The framework includes four primary phases:
Traffic pre-processing and feature normalization
Temporal window segmentation
Graph construction and feature aggregation
Graph Attention Network-based classification
Conceptually, the overall system architecture looks like:

Data Preprocessing Graph Construction Graph Attention Network Attack Prediction

.
Window T &/ L A .
,,_-'.‘“—'-”,4. . t.,’:»"' "-!«,‘ B | — T
Window T2 ~—a
IS - k
| ‘ AW
Ml R g A g
Network Traffic Time ———» | == -.'.f g
AR
vy
L e |
Feature Extraction Temporol Botches 5 Level Classificat
& Normalization ’ ¥ Dynamic Graphs 2 Graph Learning $ Window o0

Fig 1. Overall System Architecture

Figure 1 depicts the ROC curve of the proposed GAT model on a test set. Remarkably, the curve
diverges from the random baseline and reaches a high AUC score, which indicates that attack and benign
graph representations are distinguishable. As shown in Figure 2.

3.2 Temporal window-based traffic segmentation
let network dataset as:

F={fifofor i) (1)

where fi consist of:
e Source IP Si.
e Destination IP Di.
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o Timestamp 7.

. Feature Vector y; € R™

. Labely; € {0,1}

Where the traffic is divided into fixed length of duration W

Wi={fi It <t; < tx + W} each W} processed are independently in communication graph
This design enables:

e Real-time monitoring capability

e Detection of burst-based attacks

e Temporal locality modelling

3.3 Graph Construction

for each W; contracted as
Gy = (Vi E) (2)
Where:
Vi = count unique [oT devices (IP IV)
E; = models flow of communication between devices

Each node corresponding to unique device with windows
VkZ{W, V2,..., V/Vk/} (3)

Can be define edge as e;; exist if last one of flow occurs between device v; and v; with windows W,
Also, node feature aggregation can be set as below:

Node feature computed as
v

hv = 1/deg(v) Z Xe (4)
eeN(v)
where:
N(v) =is the set of edges adjacent to node v
Xe = stands for normalized flow feature vector
deg(v) = is node degree

3.4 Windows Level Labeling

Threshold based temporal window level labelling: Label each temporal window as malicious if the ratio
of malicious flows inside it is greater than some threshold 7.

S 1/|wk|Zyi>T 5
0, otherwise

This labelling is threshold based so no isolated anomalous flows are detected.

3.5 GAT—Graph Attention Network Model

Here, a Graph Attention Network is introduced to model structural dependencies. Attention Coefficient
Computation The attention coefficient can then be computed for nodes iii and j according to:

a=exp(LeakyReLU(aT[Whi||\Whj])) / 3 exp(LeakyReLU(aT[Whi||Whj]))) (6)

KEN()
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where:

W is learnable weight matrix

a is attention vector

I denotes concatenation, as the node update rule can be shown in the follow equation:

hl., =0 (ZjEN(i) O(UWhj) (7)

Where o is nonlinear function. And Graph-Level Embedding can be A global mean pooling layer

summarizes node embeddings:

Zi=1/|Vk| Yievi B’ (&)
Were the Zx
Represent the communication structure of the W
Complete the final classification equal to

Yk =Softmax(WeZy) )

See the algorithm below:

Algorithm 1: Intrusion Detection for IoT Healthcare Systems Based on Temporal Graph

Attention

Input

flow dataset F= {fi}N "D where each fi = <si, di, ti, x, yi>
windows W | step size.

Minimum edge per graph Ei

Attack ratio threshold 7 [0,1] for windows labeling.

GAT model hyperparameter.

Training epochs E.

Outputs:

Trained model M.

Windows-level prediction for incoming windows.

RESULTS AND DISCUSSION
4.1 Dataset Distribution Analysis
The NSL-KDD dataset was separated into training and test sets according to the standard benchmark

protocol. The class distribution is summarized in table X.

Training Set:

Benign samples: 67,343

Attack samples: 58,630

Attack ratio: 46.54%

Test Set:

Benign samples: 9,711

Attack samples: 12,833

Attack ratio: 56.92%

While there is a minor distribution difference between the train and test sets, the class imbalance is

moderate, mirroring realistic intrusion detection settings where proportions of malicious traffic can differ.
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Several attack types, like Neptune and others mapped into a binary classification problem (normal vs.
attack). As be shown in Table 2.

Table 2. Record-Level Class Distribution of NSL-KDD Dataset

Dataset Split Benign Attack Total Attack Ratio
Training 67,343 58,630 125,973 46.54%
Testing 9,711 12,833 22,544 56.92%

4.2 Experimental Setup
4.2.1 NSL-KDD Data Set Record Level Class Distribution:

After pre-processing, the NSL-KDD dataset used in this study has 148517 network flow records and
41 numerical features. The global attack ratio of the entire dataset is 48.12% that marks it as a moderately
balanced binary classification problem. The record-level distribution can be found in Table 3 for both the
training and testing sets.

Table 3. NSL-KDD Dataset, Class Distribution by Record Level

Dataset Split Benign Attack Total Attack Ratio
Training 67,343 58,630 125,973 46.54%
Testing 9,711 12,833 22,544 56.92%
Full Dataset 77,054 71,463 148,517 48.12%

By merging the NSL-KDD dataset, while ensuring a reliable splitting of data for fair assessment without
bias was done at record level (70%/15%/15%) with stratification. Doing so keeps the distribution of
classes consistent in training, validation and testing subsets, avoiding shifting distributions that have been
documented for the native NSLK-DD train/test partitions. All subsets were converted to graph
representations, via a sliding window mechanism as follows:
¢  Window size: 100 records
Step size: 50 records
Graph topology: Chains of sequential edges with extra 2-hop edges
Graph label: Computed with attack ratio threshold > 0.5 in each window
Final decision threshold optimizing for validation F1 score was used to achieve class balance. This
resulted in a threshold of 0.63 obtained from validation.

4.2.2 Sensitivity Analysis of Class Distribution at Window-Level

As the proposed method conducts classification at the temporal graph-window level, attack ratio
threshold TTT directly contributes to class distribution.
In Table 4, we illustrate how various values of threshold affect the window-level attack rate.

Table 4. Ratio of Window-Level Attacks using Different Threshold

Threshold (T) Train Attack Rate Validation Attack Rate Test Attack Rate
0.50 27.5% 30.2% 92.4%

0.55 4.5% 8.2% 67.7%

0.60 0.2% 1.1% 30.3%

0.65 0.0% 0.3% 7.6%

0.70 0.0% 0.0% 1.6%

This study shows that when threshold values are high, it causes extreme graph level imbalance with
adverse effects on classification stability. Thus, a balanced threshold setting was chosen for further
exploration.
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4.2.3 Baseline Model Comparison

To assess the performance of our proposed GAT model, we benchmark it against three common
machine learning baselines:

Random Forest (RF)

XG-Boost (XGB)

Multi-Layer Perceptron (MLP). A summary of their comparative performance is shown in Table 5.

Table 5. Comparison of Baseline Models with Proposed GAT

Model ROC-AUC Accuracy F1-score (Attack)
Random Forest 0.7832 0.0757 0.0000
XG-Boost 0.6931 0.0780 0.0048
MLP 0.8147 0.0824 0.0144
Proposed GAT 0.9302 0.8536 0.8159

4.2.4 Discussion of Baseline Results

The classical models showed unstable performance owing to window-level imbalance:
RF and XGB had moderate AUC but near-zero F1. The highest baseline AUC (0.8147) was achieved by
MLP, it did not succeed in identifying attack windows consistently. All baseline models failed with
threshold-sensitive imbalance.

Thus, these classifiers on a flow level (or even independent) are limited in their behaviour modelling
of structured IoT communication.

4.2.5 Proposed GAT Model Performance

The GAT model achieved:

Best Validation AUC: 0.9153

Test AUC: 0.9302

Accuracy: 85.36%

F1-score (Attack): 0.8159

The confusion matrix is shown in Table 6.

Table 6. Confusion Matrix

Predicted Benign Predicted Attack
Actual Benign 235 30
Actual Attack 35 144

Table 6 shows the confusion matrix of the proposed GAT model on the test set, where it classified
correctly all 235 benign windows and 144 attack windows. A total of only 30 benign windows classified as
a miss as attack and out of 35 attack windows were missed. It illustrates balanced classification ability as
well as strong detection performance for either class.

The ROC curve shows the trade-off between, True Positive Rate (TPR) False Positive Rate (FPR)
random guessing line is the dotted diagonal. Interpretation The curve is obviously above the straight-line
baseline. The area under the curve (AUC ~ 0.93 in the balanced experiment) indicates strong discriminative
power. So, it is a good model with high TPR and low FPR. shows a good isolation between benign and
attack graph windows. As shown in Fig 2.
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ROC Curve (Test)
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0.6
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T T T T T T

0.0 0.2 0.4 0.6 0.8 10
FPR

Fig 2. Characterization of ROC curve for the GAT model on the test set

The distribution of predicted attack probabilities is shown in Fig 4. The benign samples gather on lower
probability values and attack samples show a clear distribution shape. The distinctive separation between

the classes high validates the discriminative confidence of the model, strengthening our choice for the
selected decision threshold. As shown in Fig 3.

Predicted Probability Histogram (Test)

160 1 Benign
Attack
140 -
120 A

100 ~

Count

80 A

60

40 1

20 A

T T T T T T
0.000 0.005 0.010 0.015 0.020 0.025
Attack probability

Fig 3. Predicted Attack Probability Distribution for Benign and Attack Classes

The Precision—Recall curve of the suggested GAT model is presented in Fig. 3. The proposed
architecture with achieved Average Precision of 0.9003 thus indicates a powerful detection system even
when dealing with class imbalance, further confirming its robustness in real world intrusion detection
applications. This can be shown in the Figure 4.
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Fig 4. Precision—Recall (PR) Curve of Proposed GAT Model at the Test Set (AP = 0.9003).

Precision vs Recall relationship. Average Precision (AP) = 0.9003. PR curve especially matters for
intrusion detection due to the following reason; IDS datasets are often imbalanced. On the other hand, ROC
may be more optimistic in the case of imbalance. Expect in-depth attack detection insight with PR.
Interpretation Overall high precision across a broad recall. Guided destruction with extreme recall values.

Strong attack detection reliability.

4.2.6 Training Convergence Analysis

Using early stopping, the mothership converged at 100 epochs. Key observations:
Training and validation AUC curves stay very close.

No severe overfitting observed.

Validation AUC plateaued at ~0.91.
While the test AUC was greater than validation AUC, signaling good generalization.
This aggregate reflects communication for each device. As shown in the Fig 5.

Loss Curve AUC Curve
-‘4_—%’__
Train R
val 0.95 =
0.25 4
0.90 4
0.85 |
0.20 |
] Y |
9 2 0.80
0.15 1 0.75 4
0.70 4
0.10 4 /\/\ /\\/- — Train AUC
/\/ 0.65 val AUC
0.0 2.5 5.0 75 100 125 150 17.5 0.0 2.5 5.0 75 100 125 150 175
Epoch Epoch

Fig 5. Training and Validation Loss and AUC Curves of the Proposed GAT Model
(Combine the two subplots as 2(a) and 2(b))

Training details of the proposed GAT architecture are shown in Figure 2. Figure 2(a) indicates that the
loss curve converges stably without overfitting. In contrast, Figure 2(b) shows that AUC improves
significantly in the early epochs and saturates later, indicating that the model is quite robust and
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generalization capable. Where loss curve Training loss decreases steadily. Validation loss stabilizes without
divergence. There is nothing significant gap between train and validation. Interpretation stable convergence.
No severe overfitting. Early stopping correctly triggered. Model generalizes well.

AUC Curve Plateau around epoch 8—12. Train and validation AUC are still very close. Interpretation
Fast convergence. Strong learning capability. The model is not memorizing, it is generalizing.

4.3 Graph Construction Statistics
The dataset had the following distribution after graph transformation, shown in Table 7.

Table 7. Graph-level dataset statistics

Subset Number of Graphs Attack Ratio
Training 2078 0.393
Validation 444 0.374
Testing 444 0.403

The graph-level class ratios for each split also remain consistent — preventing an imbalance in
positive/negative classification that could inherently bias evaluation due to one dominant class. This even
distribution helps prevent metrics from being artificially inflated.

4.4 Performance of our Proposed Method Graph Attention

The proposed GAT model was trained up to 100 epochs with early stopping based on validation AUC.
The final retesting on the test set returned. See the Table 8 below.

Table 8. Performance of the Proposed GAT

Metric Value
ROC-AUC 0.9302
Accuracy 85.36%
Precision (Attack) 0.8276
Recall (Attack) 0.8045
Fl1-score (Attack) 0.8159
Optimal Threshold 0.63

An ROC-AUC of 0.93 indicates considerable separability between benign and malicious traffic patterns
and is easily achievable from this model. Whereas accuracy is dependent on classification threshold, AUC
signifies the ranking power of the model regardless of a specific threshold.

An Fl-score of 0.816 serves as evidence for balanced capability between the two detection types and
confirms that the model does not either over-prioritize or ignore false positives vs false negatives.

4.5 Confusion Metrix
See the following Table 9.
Table 9. Confusion Metrix of Proposed Method

Predicted Benign Predicted Attack
Actual Benign 235 30
Actual Attack 35 144

Key observations:

False Positive Rate (30 benign samples misclassified) is relatively low. Moderate number of False
Negatives (35 missed attacks). The right plot shows that precision is in line with recall, so we make no
strong bias. Striking such balance is important in intrusion detection systems where too many false positives
can reduce the usability of an otherwise useful system and missed attack compromises security.
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4.5 Comparison with Classical Machine Learning Models

For ensuring fair comparison, Random Forest, XG-Boost and MLP classifiers were trained on graph-
level aggregated features (mean pooling of node features per graph). See the Table 10.

Table 10. Comparative Performance on Graph-Level Representation

Model

Random Forest 0.8754
XG-Boost 0.9346
MLP 0.9296
Proposed GAT 0.9397

4.7 Analytical Discussion

e ROC-AUC Comparison

The proposed GAT outperformed: ROC-AUC: 0.9302 Random Forest (~14.7 percentage points) XG-
Boost by 23.7 percentage points MLP by 11.5 percentage points This large improvement suggests that
modelling inter-relational dependencies among the sequential traffic records improves separation between
benign and malicious patterns significantly. GAT, on the other hand, exploits graph connectivity and
introduces attention to learn context-aware aggregation of features, rather than just operating on flat
representations as classical models do.
e Threshold Sensitivity and F1 Collapse on the Baselines

While certain classical models presented moderate AUC values (0.69-0.81), equally, their F1-scores
drastically broke down within the established decision threshold. This exposes two major limitations: Graph
diversity classifiers: Classical Classifiers with graph-level class-imbalance. However, flat feature
aggregation discards relational information important for stable decision boundaries.

the proposed GAT performed better:
o Balanced precision (0.8276)
o Balanced recall (0.8045)
o Fl-score of 0.8159

This shows that relational modelling makes classification less sensitive to simple probability ranking.
e Structural Modelling Advantage

This scenario is ignored by traditional ML methods as they consider each graph to be independent of
others, treating it in the same way as ordinary vector data. Temporal adjacency multi-hop record
dependencies Contextual interaction patterns the proposed GAT architecture: Constructs explicit relational
graphs Applies attention-based feature weighting Captures local and higher-order interactions This
structural modelling ability accounts for the stable improvements seen across all evaluation metrics.
e Practical Implications

Accuracy or AUC is insufficient in intrusion detection systems. A robust IDS must: Maintain balanced
precision and recall Avoid excessive false alarms Generalize under moderate imbalance The requirements
are satisfied for the proposed GAT framework, reaching: High separability (AUC > 0.93) Stable F1
performance (> 0.81) Balanced confusion matrix behaviour The developed models outperform classical
tabular classifiers, implying that intrusions can be sustained using graph-based deep learning and a more
reliable framework than classical tabular data.

4.8 Relative Positioning Against Other Recent Literature

Comparisons with existing NSL-KDD works:
The accuracy (=99%) reported by CNN-based models is often obtained without detailed transparency about
AUC or split protocol. The Auto ML ensembles obtained approximately 90% accuracy and F1 = 0.89. With
higher complexity of the architecture, GAN-enhanced models achieveF1 = 0.92. RNN-based models
generally show between 82—89% accuracy. The proposed GAT, Obtains AUC similar to sophisticated deep
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architectures. Preserves a balanced F1 without synthetic data augmentation. Using a closed stratified split
protocol. Thus, suggesting that the proposed attack is a strong and structural oriented competitor to classic
as well as deep, tabular intrusion detection models.

4.9 Statistical Significance Analysis

We conducted statistical significance analysis to validate that the performance improvement of the
proposed GAT model compared with classical baselines is not due to random variations.

4.9.1 AUC-Based Comparison

ROC-AUC is the main metric we will be comparing, as threshold-independent. It measures ranking
quality. It is not sensitive to moderate class imbalance.

The proposed GAT achieved:

AUCgar=0.9302
Where the best baseline (MLP) achieved:

AUCyzp=0.8147
The compute of absolute improvement:

AAUC=0.9392 - 0.8147=0.1155

That is mean the absolute gain 11.55 percentage points.
Where the relative improvement can be calculate as:

(A UCar- AUChaseline /A UCbaseline) *100 (1 1)

(0.9302 - 0.8147/0.8147) * 100 = 14.81%, Therefore, the suggested GAT can boost AUC by around
14.18% over the strongest baseline.
4.9.2 Improvement all Over Baseline

As shown in Table 11.
Table 11. Absolute and Relative Improvement of Proposed GAT

Baseline Model Baseline AUC Absolute Gain Relative Improvement (%)
Random Forest 0.7832 +0.1470 +18.78%
XG-Boost 0.6931 +0.2371 +34.22%
MLP 0.8147 +0.1155 +14.18%

4.10 Ablation Study

In order to quantify the impact of each of the main components of our proposed framework, we
performed an ablation study using the same data split, pre-processing pipeline and training protocol. We
evaluated four variants: (i) flat classifier over pooled window features without graph learning (A1), (ii)
Graph Convolutional Network without attention (A2), (iii) Graph Attention Network under only 1-hop
connectivity (A3) and, the full proposed GAT model operating with enriched shown in Table 12.

Table 12. Ablation Study on NSL-KDD (Window/Graph-Level Classification)

Variant Description ROC- Accuracy F1-score
AUC (Attack)
Full Proposed GAT (k=2) 0.9397 0.8739 0.8228
A2 GCN (no attention) 0.9346 0.8649 0.8065
A3 GAT (k=1, no 2-hop) 0.9296 0.8536 0.7962
Al MLP (no graph; mean pooled 0.8754 0.8041 0.7290
features)

Discussion of Ablation Findings
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Effect of Graph Learning vs Flat Features (A1 — Full)

The flat MLP baseline (A1) had ROC-AUC = 0.8754 and F1 = 0.7290, while the full graph-based
approach achieved ROC-AUC = 0.9397 and F1 = 0.8228. This helps showing that modelling the window
traffic as a graph indeed greatly improves both separability and reliability of attack detection.

Where absolute gain:

0.9397-0.8754 = 0.0643

And absolute F1 gain:

0.8228-0.7290 = 0.0938

Enhancements, furthermore, validates the fact that relational learning captures traffic events
interactions which go subtle with mean pooling.

A2 vs Full: Contribution of Attention Mechanism. When we substituted the attention-based aggregation
with standard graph convolution (A2), performance dropped:

The AUC dropped from 0.9397 to 0.9346

F1 went down from 0.8228 to 0.8065

The gap may be small, but the attention mechanism always enhances detection quality with respect to
other methods by assigning adaptive importance to instead of aggregating uniformly.

Where AUC gain from attention:

0.9397-0.9346 = 0.0051

And F1 gain from attention:

0.8228-0.8065 =0.0163

Advantage of Higher-Order Connectivity (A3 vs Full)

Without higher-order structure (A3: restricting connectivity to 1-hop edges), performance deteriorated
even further:

AUC decreased to 0.9296

F1 decreased to 0.7962

This shows that around cross-road events, adding richer structured relationships (2-hop) allows the
model to better accommodate long-range dependencies and coordinated that span multiple events in the
same window.

Where AUC gain from 2-hop structure:

0.9397-0.9296 = 0.0101

And F1 gain from 2-hop structure:

0.8228-0.7962 = 0.0266

Unsurprisingly, Table 3 shows how the suggested GAT framework achieved better ROC-AUC scores
for all baseline classifiers. The proposed method yields absolute and relative improvement of 0.1565 (vs
Random Forest) and ~19.98% respectively. Against XG-Boost, the difference was compounded at 35.57%,
emphasizing tree-based ensemble methods struggle to capture structured relationships in traffic. The
average AUC of our GAT model outperformed MLP baseline (which already captures the non-linear feature
interactions) by 15.34% in a relative sense.

These findings prove that the performance improvements achieved are not only marginal but are
statistically significant, which endorses our hypothesis that structural modelling suitable for graphs
improves intrusion detection performance in IoT healthcare environments.

4.11 F1-Socre Stability Analysis

Classical models F1 collapsed: thresholder evaluation vs our proposed GAT.
Flgu=0.8159
It shows better stability in classification decision boundaries. The robust F1-score informs us that not
only does our ranking (AUC) improve but also the performance has a practical implication in decision
making.
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4.11 Practical Statistical Interpretation

In intrusion detection research:

Improvements in the order of 3—5% may be experimental noise. Over 10% are typically regarded as
major. More than 20% is great evidence that the architecture is better. We proposed GAT is (mildly) better
from 14% to 34% improvements, which provides strong evidence of its effectiveness.

4.12 Why the Improvement is Statistically Significant

The improvement is meaningful because:

Stratified split was used for evaluation to prevent the impact of artificial bias. All models were trained
under the same conditions. The amount of test graphs (444) is big enough to smooth out high-variance
effects.

The gains are consistent for both ranking and threshold-based metrics. So, the performance gains are
unlikely to be due to random variation.

4.13 Summary of Statistical Findings

The statistical analysis confirms that:

We show this proposed GAT largely outperforms classical baselines. The gain is absolute and relative.
In actual IDS context gains are large. Structural modelling with a graph-based approach adds measurable
value.

5. COMPUTATION COMPLEXITY ANALYSIS

The proposed graph-based intrusion detection framework maintains the linear complexity. The
construction of a graph demanding O(Nk), being N the window, and k the hop distance (k<2 in this work).
Similar to the GCN layers and GAT layers, these all have approximately O(NH) complexity because of
sparse edge connectivity (here H is the hidden dimension). The attention mechanism adds a small constant
factor increase over the standard graph conv, but it remains linear and practical to compute. Since each
temporal window is handled independently, the framework can be easily parallelized and used in streaming
environments. Experimental results verify the accurate convergence of the model and its suitability for real-
time IoT healthcare surveillance systems with minimal computational requirements.

6. CONCLUSION

This paper proposed a framework which employs Graph-based Deep Learning MDG model for real-
time cyberattack detection in IoT healthcare systems. In contrast to most classical flow-level classifiers,
which treat network records independently, the proposed framework models every instance of temporal
network traffic as a sequence of communication graphs over fixed time intervals between nodes across
devices, facilitating structural and relational learning.

This approach combines temporal window segmentation, dynamic graph formation, and a GAT to
represent higher orders of traffic dependencies. We conduct extensive experiments on the NSL-KDD
dataset, and the results show that our proposed model outperforms classical machine learning baselines
which include Random Forest, XG-Boost, and MLP. The complete GAT model scored a test ROC-AUC
of 0.9397, an accuracy of 87.39% and an F1-score of 0.8228, greatly surpassing previously established
baseline performance. AUC relative improvements up to 35.57% over XG-Boost were observed.

In this ablation study, we provide additional evidence that all three parts -- graph based representation,
attention-based aggregation and diverse multi-hop connectivity -- are essential to the performance
improvements observed. The measurable performance degradation observed when removing graph
modelling or attention mechanisms, validated the architectural design choices.

The proposed framework has linear computational complexity with respect to the sliding window size,
rendering it a practical approach for real-time IoT healthcare monitoring applications. The model converges
quickly and allows for parallel processing of temporal windows.
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Even with its high performance, this work is only evaluated on a single benchmark dataset. Future
directions include extending the proposed framework to accommodate more recent loT-associated datasets
(CICIoT, TON-IoT) as well as studying adaptive window size, dynamic thresholding approaches and
lightweight edge-deployment optimization (for resource-constrained healthcare devices).

These results demonstrate that modelling temporal graphs using attention mechanisms is a powerful
and effective technique for intrusion detection in loT healthcare environments.
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