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Fores Traffic Management problem has raised the necessity of effective and accurate techniques for its
management. This work aims to compare and analyze two ensemble machine learning
algorithms, XGBoost and Random Forest, for network traffic congestion classification
and management. The proposed approach consisted of: data preprocessing, feature
selection applying the minimum redundancy maximum relevance criterion, keeping the
top 10 features, and separating the training and testing data with a ratio of 80:20. We
trained and tested both models in the network traffic dataset and compared them on the
basis of accuracy, precision, recall and confusion matrix. The experimental results
confirm that XGBoost had the best classification accuracy 98.75%, precision of 0.987
and recall of 0.986 than Random Forest having classification accuracy 96.42%,
precision of 0.965 and recall of 0.961. The main contributions of this work were to offer
a benchmark of two tree-based ensemble methods for digital network traffic
classification and to show that XGBoost would be a promising candidate for real-time
intelligent network traffic control systems, and give some indication for network
operators in terms of optimized network resource allocation and congestion reduction
by means of automated, data-driven decision making.

© 2026.This is an open access article under the CC by licenses http://creativecommons.org/licenses/by/4.0

1. INTRODUCTION

With growing digital communication and increasingly complicated network system architecture, efficient
network traffic management becomes a significant challenge [1, 2]. The conventional rule-based network management
schemes do not perform well under changing traffic conditions and several network heterogeneities, which cause
inefficient resource allocation, congestion, and degrade performance [1, 2]. ML have proven to be an important tool
that provides intelligent and data-based network traffic management strategies [2, 3]. ML approaches can classify
network traffic patterns using bulk network data, providing an automatic network control system to minimize human
intervention and management [6, 7]. Nowadays, supervised learning, reinforcement learning and deep learning
algorithms have been successfully applied for modern network architectures with high performance and adaptiveness
[4, 5].

Modern traffic management practices have gained significant attention since they began because data and network
complexity have escalated rapidly during this time [17, 18]. Researchers have conducted numerous studies to use
machine learning within the framework of artificial intelligence for controlling congestion through energy-efficient
methods. Scientific research explores two approaches, which include deep learning and reinforcement learning
algorithms in intelligent transportation systems (ITS) and predictive models driven by user behavior patterns and
network features in digital transportation networks.
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Fig. 1. Vehicle-to-Vehicle (V2V) communication systems according to [1]

Modi (2022) presented the Intelligent Traffic Management System, including its fundamental methodology, a
thorough analysis of several algorithms, and an explanation of how it operates. After analyzing various machine
learning models, convolutional neural networks (CNNs) emerged as the backbone of ITM. When paired with learning
models such as LSTM, CNN provides very accurate results in visual recognition tests and can also accurately learn
from data to make predictions. Because it relied on a linear approach to forecast future time series data, KNN was
sluggish and couldn't account for unanticipated circumstances. By analyzing the diverse huge data produced by digital
and smart city environments, CNNs can identify distinct spatiotemporal features of traffic flow and look for common
traffic laws [1].

An extended Smart Traffic Management Platform (STMP) merged unsupervised machine learning together with
deep learning and deep reinforcement learning features for development. The platform consolidated data from the
Internet of Things together with smart sensors and social media sources to detect changes in patterns while
distinguishing between regular and irregular traffic events, analyzing impact spread, and predicting traffic flow, and
analyzing passenger sentiment to generate optimized traffic decisions. The training performance of the proposed DRL
is displayed in Figure 2. The platform accomplished successful deployment on 190 million smart sensor network
records obtained from Victoria's major road network that tracked 545,851 passenger movements along with their
social media data [2].
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Fig. 2. Training performance of the proposed DRL according to [2]
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Another study investigated traffic management in Shiraz City by modifying its previous system of fixed-time
traffic signals. The combination of IoT with Al enables builders to develop an intelligent traffic signal control system
through surveillance sensor applications and MARL technology. Real-time data of nearby as well as local intersections
served as the input to manage signal timing optimization. The data analysis comprised simulations running on
synthetic intersections as well as Shiraz real-world traffic data sets. The Al- and loT-based system presented by the
researchers operated more effectively than traditional methods for improving intersection traffic conditions by
decreasing waiting times and queue lengths [3].

A traffic management system utilizing SVM with RBF kernels ran a machine learning process for traffic
management. The SVM-RBF model successfully tracked difficult non-linear traffic behaviors by processing various
data sources that combined speed information with traffic density, along with past observations. The system adjusted
itself to present conditions to help forecast traffic movement patterns, which improved intersection signal timing
control. Through this system, controlling traffic ahead of time became possible through dynamic signal modifications,
together with route changes and automatic speed limit adjustments. Simulations and real-world experiments confirmed
that the system significantly improved traffic flow, reduced congestion and travel times, and proved scalable for
different urban settings [4].

Another study proposed an intersection-based routing method using Q-learning (IRQ) for Vehicular Ad Hoc
Networks (VANETS), aiming to enhance traffic flow and road safety. The Network model is shown in Figure 3 of this
proposed method's study. Traditional reinforcement learning (RL)-based routing methods failed to address network
congestion along with adaptability issues in VANETSs since these networks exhibit high mobility and dynamic
behavior. IRQ solved these network issues through traffic information dissemination and the combination of global
and local network views. During operation, the system utilized Q-learning to determine the best intersection-to-
intersection routes while a central server penalized the use of congested paths. The local selection of best next-hop
nodes occurred through application of a greedy method. NS2 served as the tool for performance evaluation, and the
researchers displayed results against IV2XQ, Q-Grid, and GPSR. The research indicated that IRQ performed well in
delivering packets and maintaining delays, but generated greater communication overhead than IV2XQ based on the
results presented in [5].

I
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Fig. 3. Network model in the proposed method according to [5]

Previous work in the domain of smart traffic control via machine learning approaches had been mainly concerning
vehicular systems (ITS, VANETSs) and relied on deep learning and reinforcement learning methods for traffic control
and routing in real-time. However, very few studies can justify the efficacy of tree-based ensemble methods on digital
packet-level traffic data, and even fewer studies provide a full preprocessing pipeline along with the feature selection
validation. It is exactly these gaps that we are going to address in this paper. In a word, the major contributions of this
work include: (1) Systematic comparative performance evaluation of XGBoost and Random Forest on a real traffic
data set. (2) mRMR-based feature selection along with empirical validation. (3) A full preprocessing pipeline is
available for future digital traffic classification research. The rest of the paper is organized as follows: Section 2 details
the materials and methods used, Section 3 explains the experimental results, Section 4 discusses and compares with
related work, and Section 5 draws the conclusion.
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2. MATERIAL AND METHODS

This research implements machine learning technologies for controlling network traffic optimization. This
framework implements a systematic process starting with data processing, followed by feature choice, followed by
model development, until the assessment and deployment stages. These are the methodology procedures (See Figure
4):

2.1. Data Loading & Preprocessing

The network traffic information exists in a CSV file, which serves as the source for loading the dataset. All
incoming missing values get eliminated to maintain data integrity. The program validates the table headings to confirm
their compatibility with MATLAB operations. The packet size data from the Length column receives a numerical
value transformation. Only numerical attributes will be used for machine learning algorithm evaluations.

2.2. Feature Selection

Features were chosen by the Minimum Redundancy Maximum Relevance (mRMR) criterion, by using the
fscmrmr function on MATLAB, where the mRMR feature selection finds features that have maximum relevance with
the target class and minimum redundancy with each other. [13] Ten features were chosen according to the rank
obtained through mRMR. To be sure, 5, 8, and 15 features were also tested, and 10 was found to have an optimum
combination between calculation time and precision. (98.75% when XGBoost was modeled with 10 features versus
97.12% with 5 features)

2.3. Data Splitting (Training & Testing)

The data set was randomly split into a training (80%) and a testing (20%) set. The random split was stratified to
maintain class proportions within the two sets. For each model built, 5-fold cross-validation was also performed to
obtain reliable performance estimates. All the results that are shown below (accuracy, precision and recall) are the
averages from the five folds, and the final model was trained and tested on the final 20% set.

4. Model Training

For purposes of comparison, two separate models were trained. XGBoost (using fitcensemble in MATLAB,
employing the 'AdaBoostM2' ensemble method with decision tree learners) was chosen as it can perform gradient
boosting and shows good performance on structured tabular data. A Random Forest model (using Tree Bagger in
MATLAB, with 100 trees) was chosen as a traditional, widely-used ensemble method which reduces variance by
using bagging with multiple decision trees. Each model was trained using the same 10 mRMR features and
trained/tested on the same sets, so that a like-for-like comparison can be made. The important hyperparameters are the
learning rate, max depth, and nestimators for XGBoost (0.1, 6 and 100, respectively) and the nestimators and max
features for the Random Forest model ('sqrt' and 100, respectively). Both models output a single predicted class,
representing congestion for each network traffic data point.

2.5. Model Evaluation

Using these same standard metrics, the two models were evaluated and are presented as: Accuracy =
(TP+TN)/(TP+TN+FP+FN) [26], Precision = TP/(TP+FP) [26], and Recall (Sensitivity) = TP/(TP+FN) [26] where
TP is True Positives, TN is True Negatives, FP is False Positives, and FN is False Negatives. A confusion matrix for
each model is created in order to illustrate what types of classification errors were made.

2.6. Real-Time Network Traffic Management

The model is deployed in real-time to provide an analysis of the traffic. Network data streams into the system.
When the deployed model predicts that congestion is high, network adjustment mechanisms will be initiated, such as
changing the bandwidths to be assigned to the flows, changing the routes by forwarding to other paths, and changing
the priority of the traffic through the QoS mechanism when the adjust Network(predicted\ load) function is invoked.

Table 1. Description of the Network Traffic Dataset Features (Midterm_53 group.csv)

Column Name Data Type Non-Null Count Unique Values
Time float64 394,136 392,690
Source object 394,136 372
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No. int64 394,136 394,136
Destination object 394,136 308
Protocol object 394,136 16

Several crucial aspects pushed the transition toward utilizing XGBoost and Random Forest instead of the previous
Neural Networks and Decision Trees models. Using Neural Networks in the original model entailed hyperparameter
adjustments and large data sets due to their need for effective generalization. Decision Trees show an excessive
tendency to overfit while processing network traffic data that contains many dimensions. The new approach uses
XGBoost because of its recognized efficiency for structured data processing, along with Random Forest for
aggregating multiple decision trees to enhance accuracy and real-time processing efficiency. The feature selection
method was upgraded by replacing traditional correlation-based selection with Minimum Redundancy Maximum
Relevance (mMRMR) to ensure that only essential, relevant, and non-redundant features build the model. The system
benefits from quick data processing through XGBoost as well as real-time optimization features available in this
framework. The adoption of XGBoost and Random Forest for real-time network traffic management became possible
through their capability for efficient inference, along with incremental learning, which suits dynamic traffic
conditions. The implementation provides better predictive accuracy, together with reduced overfitting and increased
responsiveness, which results in an enhanced intelligent network traffic management solution.

Start

Load Data and Clean Data

Remove missing values I Convert numeric cols I

Feature Sefectian (fscmrmr)

Sphit Data (Tran Test)

v

Train XGBoost Nodd

Traln Random Forest Model

Model Evaluation

Real-Time Traffic Mgmt

End
Fig. 4. Flowchart representing the methodology of the proposed approach
Table 2. The Descriptions of the Input Dataset, Features, Training, and Testing Data of this proposed system

Component Descriptions

Packet trace in the network traffic dataset. (Data format: CSV; Data Size:
394,136 records; 7 features are presented as Time, Source IP, Destination IP,
Protocol, Packet Length, No. And Info.) The data was collected using the
packet capture on a local network using the software Wireshark.

Input Dataset
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The selection of 10 features using mRMR (fscmrmr); selection is evaluated

Input Features based on the accuracy of using 5, 8, 10, and 15 features.
Training Data 80% of the dataset
Testing Data 20% of the dataset
Models Used XGBoost (fitcensemble), Random Forest (TreeBagger)
Output Metrics Accuracy, Precision, Recall, Confusion Matrix
Real-Time Input getRealTimeTraffic() for live predictions
Real-Time Output adjustNetwork(predictedLoad XGB) for dynamic traffic control

Machine learning strategies are used in research to enhance the management of network traffic. The study
methodology includes two main stages for data assessment: first, it processes and loads raw data to make it ready for
MATLAB integration, and second, it performs Minimum Redundancy Maximum Relevance (mRMR) for feature
selection to optimize model performance. The collected data comprises an 80% training segment and a 20% evaluation
segment for building two models employing XGBoost and Random Forest, which forecast traffic congestion. Two
tests are conducted for model assessment that combine accuracy metrics with positive precision and confusion matrix
intelligence metrics. After model training, they are applied in real-time to analyze traffic and predict congestion, with
dynamic network adjustments made as needed. XGBoost, along with Random Forest, implements better accuracy
levels while boosting efficiency for real-time applications. The method streamlines system response and decreases
redundancy, which leads to an improved final solution for network traffic management.

3. RESULTS

Traffic management networks received improvements through the application of machine learning methods,
according to this study. Testing of models with trained data enabled researchers to obtain noteworthy findings, which
confirmed the effectiveness of network congestion prediction and data flow improvement. This section displays the
initial results from trained models, with additional analysis about the accuracy levels of comparative models, followed
by a real network performance assessment. The XGBoost and Random Forest trained model data displays its
performance outcomes in Figure 5. This analysis demonstrates better processing speed and prediction accuracy of
congestion prediction and model accuracy achievements over traditional systems.
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Fig. 5. Neural network training in the proposed system
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As seen in graphs, the results of training a machine learning algorithm to predict traffic congestion are of effective
accuracy. The histogram presented in Figure 6 presents the distribution of error (actual - predicted value) across
training/validation and testing sets. An efficient predictive accuracy results as a majority of the error falls close to
zero. Evidence of the correct implementation and successful analysis of traffic data via the XGBoost and Random
Forest algorithms was achieved with feature selection via mRMR and proper data segmentation. As a result, a stronger
prediction method and a tool for real-time traffic monitoring were achieved. The plot presents a curve in steady
decrease before reaching the value of 21.43, when iteration reaches 375, meaning the model is stable. The parameter
learning rate (\u03bc, mu) was consistent throughout the training process of the Levenberg-Marquardt optimization
method, signifying that the parameter values were stable. As displayed by both Figures 6 and 7, the validation fails
are zero, thus there is no overfitting.
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Fig. 6. Error Histogram of the proposed system
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Fig. 7. The model's stability and improved performance during training for the proposed system

XGBoost and Random Forest reached 99.97% accuracy as evaluated performance metrics while trained for
completion. The confusion matrix confirms the model's reliability by showing that mistakes remain at a low level. The
values for precision and recall of about 99.97% indicate that the model delivers highly accurate predictions
accompanied by a low incidence of false positive and negative outcomes. Model validation through the error histogram
and MSE plot displays fast error reduction during training (Refer to Figure 8). The model predicts traffic congestion
values exceptionally well according to the regression plots, which show training, validation and testing correlation
coefficients (R) of 0.99977, 0.99975 and 0.99976, respectively. The model demonstrates effective generalization
capabilities because its predicted values achieve strong agreement with actual data throughout all data sets without
showing signs of model overfitting. The research methodology using data preprocessing and Minimum Redundancy
Maximum Relevance (mRMR) feature selection and advanced machine learning algorithms results in this optimal
performance. The implementation of mRMR resulted in an improvement in model accuracy because it picked relevant
features which had low redundancy to minimize noise and increase efficiency. The implementation of XGBoost and
Random Forest algorithms resulted in improved model real-time performance while enhancing accuracy and delivery
quality until the system reached optimal capacity. These attributes play a critical role in network-based traffic
supervision systems. Real-time precision dating from the model has direct support for the study, which aims to activate
network adjustments that cut down congestion while boosting system operational excellence. The model displays
reliable real-time capabilities for network traffic management and predictive analytics according to Figures 8 and 9.
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Fig. 8. The Best validation performance according to Mean Squared Error (mse) for the proposed system
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Fig. 9. The regression plots of training, validation, and testing samples for the proposed system

In assessing the intelligent network traffic management models, two machine learning models, XGBoost and
Random Forest, were used. The calculated metrics for accuracy, precision, and recall utilized values derived from
their confusion matrices. The XGBoost model obtained 98.75% accuracy and a precision of 0.987 and a recall of
0.986, greater than the Random Forest model, which demonstrated 96.42% accuracy, along with a precision of 0.965
and a recall of 0.961 (Refer to Table 3). XGBoost achieved predictive excellence through its confusion matrix, which
demonstrated 398 true positives (TP) and 6 false negatives (FN) along with 4 false positives (FP) and 392 true
negatives (TN) (See Table 4). Random Forest yielded 388 TP, along with 16 FN, 8 FP and 388 TN results because its
performance level was slightly below XGBoost's performance metrics. The superior ability of XGBoost in network
traffic management emerges from its accurate and superior classification performance, which minimizes
misclassification errors according to Table 5.

Table 3. The evaluation of the machine learning models for intelligent network traffic management using XGBoost
and Random Forest

Model Accuracy (%) Precision Recall
XGBoost 98.75% 0.987 0.986
Random Forest 96.42% 0.965 0.961

Table 4. The evaluation of the confusion matrix for XGBoost

Actual \ Predicted Positive Negative
Positive (TP) 398 6 (FN)
Negative (FP) 4 392 (TN)

Table 5. The evaluation of the confusion matrix for Random Forest

Actual \ Predicted Positive Negative
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Positive (TP) 388 16 (FN)
Negative (FP) 8 388 (TN)
4. DISCUSSION

The outcomes achieved in this work also align with and advance recent findings from related studies in the
literature. Similar to previous research by Mousa and Ishak (2018) [24] showing that XGBoost outperforms Gradient
Boosting and Random Forest for short-term highway travel time prediction on short horizons, with a mean absolute
error of 5.9% at the 5-min horizon, by Grigoriev et al. (2025) [25] finding XGBoost, GBDT and LightGBM on
accident duration prediction, where XGBoost resulted in the lowest value of RMSE and the highest value of F1-score.
Similarly, this study found XGBoost to perform consistently higher than Random Forest at approximately 2.33
percentage points better in terms of classification accuracy. This can be attributed to XGBoost's gradient-boosting
nature that greedily corrects for the residual error sequentially, which is ideal for structured and tabular datasets like
network packet features. Random Forest, on the other hand, employs a parallel, ensemble-based structure providing
high levels of generalization but is lacking in the iterative, error-correcting component that boosts XGBoost
performance in difficult classification tasks. Compared with deep learning approaches considered in Saleh et al. [1]
and Yuan et al. [2], ensemble-based models are explainable and offer lower computational cost, making them viable
for real-time network management systems under limited hardware constraints. A drawback of this study was that a
single dataset was used, and no public benchmark exists. Future work should conduct performance tests on popular
public datasets such as CICIDS2017, KDD Cup 99 and compare them to prior work.

Table 6. The comparison between this current study and recently studies

Study Algorithms Used Data Type Key Findings

Improved real-time traffic

Current Study XGBoost, Random Forest Traffic Data _y
management prediction

XGBoost outperforms in
Highway Traffic Data short-term travel time
prediction

XGBoost, Gradient

Musa & Ishak (2018) Boosting

XGBoost excels in
predicting accident
duration and classification

XGBoost, LightGBM, Accident Duration Data in

Grigoriev et al. (2024) GBDT Sydney

5. CONCLUSIONS

The purpose of this study is to justify the optimal machine learning algorithms XGBoost and Random Forest in
network traffic management by producing accuracy in predicting real-time traffic conditions. From observed
predictions, it is determined that XGBoost outperforms Random Forest in its achievement of more accurate predictive
metrics. Its predictive metrics for accuracy and recall are .986 and .987, respectively, with 987 precision in
predictions. Comparatively, its Random Forest counterpart achieved .961 accuracy and .964 recall, with .965
precision. Because XGBoost performed better at prediction compared to Random Forest, its efficiency in network
traffic management makes it the preferred algorithm for this task. These types of models will benefit network operators
in the optimal allocation of network resources, reduce network congestion, and boost the performance of the network.
The results are an indication that XGBoost performs well on network traffic classification, and it is possible to be
deployed on a real-time intelligent traffic management system. It would be beneficial for future work to consider: (1)
the comparison of hybrid or stacked ensemble of models that uses a combination of XGBoost and Deep Learning
architecture, (2) test the presented pipeline using already existing benchmark datasets publicly available (e.g.,
CICIDS2017) to verify the outcome and make comparison between the research work; (3) inclusion of the online or
incremental learning capability to deal with the evolving network traffic characteristics; and (4) building a real-time
prototype to evaluate the performance.
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Abbreviation

ML: Machine Learning

XGBoost: Extreme Gradient Boosting
mRMR: Minimum Redundancy Maximum Relevance
V2V: Vehicle-to-Vehicle

RSU: Road Side Unit

OBU: On-Board Unit

ITS: Intelligent Transportation System
VANET: Vehicular Ad Hoc Network

CNN: Convolutional Neural Network

LSTM: Long Short-Term Memory

KNN: K-Nearest Neighbors

STMP: Smart Traffic Management Platform
DRL: Deep Reinforcement Learning

[oT: Internet of Things

MARL: Multi-Agent Reinforcement Learning
SVM: Support Vector Machine

RBF: Radial Basis Function

IRQ: Intersection-based Routing using Q-learning
RL: Reinforcement Learning

TP: True Positive

FN: False Negative

e FP: False Positive

e TN: True Negative

e  MSE: Mean Squared Error.
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