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ABSTRACT 

Background: Phishing attacks grow more complex - attackers employ social 

engineering that targets local customs, and they build short-lived systems so that they 

remain hidden. This paper proposes a method that identifies phishing inside Iraq's 

corner of the internet. The method merges word patterns, domain records, open source 

intelligence plus language markers that occur in Iraq. 

Materials and Methods: We assembled 18 060 URLs - gathering addresses from local 

Telegram channels, from worldwide threat feeds and from confirmed safe sites. 

Statistical inspection revealed strong differences between phishing and safe URLs (p 

< 0.001). The main differences appeared in URL length, in the count of special 

characters and in the presence of Iraqi terms. System attributes also differed - phishing 

links often used young domains, unusual suffixes, as well as servers located outside 

Iraq. Those attributes signal campaigns that aim at Iraqi users. 

Results: A Random Forest model with 200 trees and a maximum depth of 20 was 

trained on a stratified 70 % train, 30 % test split under 10-fold cross-validation. The 

model reached 96.84 % accuracy, 97.18 % recall or an ROC-AUC of 0.984. An 

ablation test showed that the inclusion of Iraq-specific features raised recall by 2.68 

% and accuracy by 1.64 %. This confirms that regional language data adds value. 

Discussion: A review of feature importance ranked Iraqi keywords next to domain 

age as the two most informative signals. The outcome indicates that phishing 

detection improves when models incorporate attributes that match the target region. 

The benefit is largest in emerging digital markets where attackers combine local 

social engineering with rapid infrastructure changes. 
© 2026. This is an open-access article under the CC by license http://creativecommons.org/licenses/by/4.0 

1. INTRODUCTION  

Scam spreaders are changing methods and targeting instant messengers instead of e-mails, for open rates from 

some private communication mediums — Egg Telegram (considered to be safe) has a huge number of users. 

Phishing is one of the causes of data breaches that leads to ransomware and money scams [1] [2]. 

According to the report, in Iraq, transactions through modern electronic platforms like the Ur electronic portal 

and e-payment system — which are part of the digital services package being implemented by the Iraqi government 

— have simplified attackers' lives. Specifically, phishing attacks against individuals in Iraq now employ 

localization via social engineering [3] [4]. They also employ local language and pose as Iraqi groups to avoid 

standard security protocols. Standard methods to discover these terrorist attacks do not always apply when they 

rely on global listings of malicious websites or overall language structures, also suggesting the detection may miss 

attacks specifically crafted to play mind tricks in a particular region, although technically they do not seem 

dangerous [5] [6]. 

There is a shift in the delivery of phishing attacks. Attackers are turning to instant messaging platforms such 

as Telegram to communicate with compromised systems, as many users have installed IM solutions and believe 

https://doi.org/10.63964/JATUC.43.2.2026.44
https://jatuc.uoturath.edu.iq/
mailto:Basicmath12te@uodiyala.edu.iq
http://creativecommons.org/licenses/by/4.0
https://


Journal of Al-Turath University College (JATUC) Vol.43.No.2.2026, pp.140-159 

 

141 
 

their communication channels are safe. Phishing is one of the major causes that lead to data breaches , and 

subsequently ransomware and money scams [7]. 

In Iraq, the aforementioned examples, like the Ur electronic portal and e-payment systems that are part of the 

country's shift to digital services, have facilitated attackers. Ransomware, unfortunately, we have some sad news 

that some groups of criminals are trying to gather money by attacking Iraqis, and this type of attack is called 

ransomware, and it takes a lot of forms. Phishing attacks targeting individuals in Iraq now use local social 

engineering, use local language, pretending to be Iraqi organizations, to bypass the usual security measures [3] [8]. 

All the usual methods of detecting these attacks don’t always work, because the detection is based either on global 

lists of bad websites or normal forms of languages. That means they can overlook attacks that seek to deceive 

people in a particular area, even when the attacks make little sense in technical terms [5] [9]. 

2. LITERATURE REVIEW: 

These days, phishing attacks constitute a massive cybersecurity problem. They are responsible for a large 

number of data breaches (over 90%), and also for how most cyber-attacks start [10]. These attacks have been made 

more accessible by social media and messaging apps such as Telegram, where legacy security techniques have 

failed to transfer.  

2.1. Technical Detection Approaches 

Methods: We Generalize Machine Learning and Deep Learning 

There has been a shift away from high-level reasoning towards data-driven models [11] [12]. 

A majority of the existing detection techniques rely on supervised learning algorithms. Ensemble methods , 

including Random Forests, Gradient Boosting, and XGBoost, provide the best performance with good 

generalisation capabilities; thus, when carefully trained and tuned, these refined ensemble techniques achieved up 

to 98.27% by using only the offered datasets [12]. When using the gradient boosting approach using URL features, 

it displays a precision rate of 96%, a recall rate of 98%, and an F1 score of 97%, demonstrating that they are capable 

of differentiating between authentic and spoofed websites while also being able to adapt to novel forms of attacks. 

[8]. 

To this end, the introduced study applied Ensemble Learning with the use of Random Forest and XGBoost 

techniques to achieve high accuracy based upon prior results, so that these two methods can later also be used as a 

valid form of deployment across the Digital Space of Iraq. Research studies conducted earlier provided high levels 

of verification for these two ML methods, and this will also now be tested, specifically within the context of the 

Iraqi Digital Environment. 

2.2. Feature Engineering and Fusion Strategies 

The modelling of fake news detection relies a lot on feature engineering labelling data with features can affect 

accuracy more than any classification method. An extensive range of features has also recently been proposed , 

which facilitate the detection of phishing URLs, such as URL-based on words and structural attributes, domain 

properties, content vs. visual comparative features, hyperlink structure and user behaviour [14] [15]. 

Word and structure-based URL features are the most used because they are easy to process and do not require 

any external information. Such examples are URL length, types of characters used in the URL, existence of 

suspicious words or special characters, number of subdomains, and path depth. [16] [17]. A feature-based approach 

using the presence of specific words, structure and domain characteristics achieved 93.2% accuracy and F1-score 

with Light GBM. Some features were found as important keywords, including the length of the URL, the presence 

of suspicious words [14]. And domain characteristics. Word features can be calculated on the fly and thus suit real-

time detection in, e.g. browser add-ons and protection on the user side [9]. 

Domain-based features help us further by adding more info about the domain: registration information, age, 

reputation or DNS. However, when we use these features, we have to import data from a different location, and 

that could lead to slowness in the output. Thus, we must decide between being right and working quickly  [18]. 

Finding fake sites can be aided by content and visual details such as the HTML, JavaScript, forms and how similar 

a site looks to a real one. However, to check these, we need to load the page and analyse its content; this could be 

too slow to filter URLs in real time [19]. 

Previous work focused on words and domains [19] In our case, we extend this approach by applying SSIM to 

identify visual copies and how that applies in Iraq. And that adds a new dimension to how we think about which 

features are in the game. 
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2.3. Performance Metrics and Comparative Analysis 

Phishing detection systems are evaluated based on different metrics that express different perspectives of 

classifier performance. The common metrics include accuracy, precision, recall, F1-score, and AUC; however, their 

interpretation requires knowledge of features of the dataset, such as class imbalances and penalties for false 

positives and false negatives [20]. 

Table 1 compares the detection performance of systems reported in the literature, categorizing them by their 

principal mechanism. 

Table 1: Comparative Performance of Phishing URL Detection Systems 

Detection Approach Primary Features Accuracy Precision Recall F1-

Score 

Reference 

BERT + CNN URL text, n-grams 96.66% ______ ______ ______ [15] 

Fine-tuned Ensemble 

(RF/XGB/GB) 

URL, content, 

external 

97.44–

98.27% 

______ ______ ______ [14] 

Gradient Boost URL-based ______ 96% 98% 97% [9] 

LB-LSTM + Q-learning URL, behavioural 94.33% ______ 98.67% 94.34% [21] 

Hyper Fusion (XGBoost) URL, topology, 

behaviour 

99.37% ______ ______ ______ [10] 

LightGBM Feature-

Driven 

Lexical, structural, 

domain 

93.2% ______ ______ 93.2% [19] 

 

There are a couple of key trends between the reported metrics. Systems that make use of fusions of features, 

integrating data at different levels — such as URLs, topology and behaviour Yield the best Accuracy. For example, 

Hyper Fusion gets 99.37% [10]. Second, ensemble methods are superior to single-algorithm methods. Tuned 

Random Forests, Gradient Boosting and XGBoost models get above 95% accuracies  [9] [14]. Third, there are a 

number of methods that extract and leverage textual information through natural language processing (NLP) to 

build very effective deep learning-based classifiers [15]. 

2.4. Human factors influencing phishing susceptibility 

Social Engineering Tactics on Social Media Platforms 

Social Engineering Techniques used on Social Media Platforms 

Social media and messaging apps can be attacked in different ways. Social engineering exploits the way these 

platforms operate and how people use them. By integrating communication and sharing, these platforms have 

provided fertile ground for dangerous links to spread through the trusted ties of those taking part. This tricks people 

by using the trust in [3] [12]. 

In the studies where social engineering victims were interviewed, the attack methods that were being commonly 

used and the things that managed to get people compromised were documented [13]. A systematic review of cyber-

attack methods and what underlie their implementation [13]. Victims reported that they encountered phishing links 

everywhere, including direct messages in social networks, posts from hacked friends' accounts and instant 

messaging on platforms like Telegram [13]. Such attacks take advantage of the trust that people place in messages 

their social acquaintances are sending, even when those acquaintances’ accounts have been hijacked  [21] [20]. 

At least some of those patterns have emerged in studies in which researchers induced social engineering victims to 

describe the attacks as they unfolded, and what led them to fall for them [22]. Victims said they received phishing 

links in various locations. This includes direct messages via social media, posts from hacked accounts of people 

known to them and messages on platforms like Telegram [22]. Since these attacks are made through social media, 

it’s more trusted among people because they believe that they’re talking to someone from a circle, even though 

their account has been hacked. Social media attackers deploy a few common tricks. They frequently break into 

legitimate accounts and send phishing links to the victims' friends from them, exploiting the trust people have in 

these accounts [23] [21]. They also use messages that create an urgency, impersonating important people or groups, 

or exploit current news events to fool people [24].  

3.  RESEARCH GAP 

From the perspectives of what systems have been built and how these relate to one another, the literature 

synthesis develops a picture of a relatively high-level EN-PDS, some being within one or 2% of faultless testing 
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results on held-out data corpuses [10]  [8]. However, this still leaves a very prominent research gap in the two 

dimensions of: 

1. A shallow zoom-in on the Telegram ecosystem, which works under different social engineering principles 

than (but related to) traditional web-based phishing [22]. 

2. Failure of Geographical Contextualisation (against the threats targeting the Iraqi digitals cape). 

4. RESEARCH OBJECTIVES 

This study aims to: 

To generate a set of deceptive Iraqi URLs, combine links from Telegram, other global open-source resources, and 

verified pure examples. Compare deceptive to clean URLs using statistical methods, examining both linguistic and 

host features. Create linguistic-contextual features based on unique linguistic expressions and impersonation 

methods pertaining to Iraq. Create and refine a random forest-based clustering algorithm (PCA, AUC performance 

evaluation). Analyze attribute significance and contextual contribution by using exclusion methods. Test the 

clustering algorithm's accuracy against baseline classifiers as an evaluation of robustness.  

5. MATERIAL AND METHODS  

The methodology consists of four major phases: 

1. Multi-Vector Data Acquisition 

2. Feature Engineering & Iraqi Contextualization 

3. Ensemble Machine Learning Framework 

4. Model Evaluation and Validation 

5.1 Multi-Vector Data Acquisition 

To monitor the local threat landscape, phishing URLs were collected from three-man sources: 

1- Telegram Crawling 

2- Global OSINT Integration 

3- Benign Dataset Construction 

A. Telegram Crawling 

The collection of data was done through a longitudinal study over the period of eight months. We examined 70 

Telegram channels covering tech news (20), telecom grants and promos (30) and finance (20). We have a découpage 

system we built to receive the data. There are two main tools used by this system: 

Telethon Library: This allows access to the Telegram API and efficiently retrieves structured data. 

Selenium Web Driver: This is like a real human using an actual browser, and it allows us to scrape data that the normal 

API will not allow.  

Using this two-part approach, we gathered 4,318 unique records of data (mostly URLs and metadata). Overall, 

we received around 540 links per month. It provided us with a complete data set to analyse from different perspectives. 

Algorithm 1: Multi-Vector Telegram URL Crawling & Extraction 

Input: 

• Mathcal C: A set of 70 target public Telegram channels. 

• Mathcal T: Observation period (8 months). 

• N: Maximum number of messages to retrieve per channel. 

Output: 

• Mathcal U: A unique set of extracted URLs. 

1. Initialize an empty set Ø→U 

2. For each channel c € C do: 

3. Establish connection via Telethon (API-based) or Selenium (Web-based).  

4. Fetch messages Mc = {m_1, m_2, m_N} published during period T.  

5. For each message mi € Mc do:  

6. If mi contains a URL pattern matching Regex_Pattern, then:  

7. Extract URL uij from mi. 

8. Append uij to U (Ensuring uniqueness). 
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9.  End If  

10. End For  

11. Return U 

B. Global OSINT Integration 

The Global Open-Sauce Intelligence (OSINT) System was integrated in order to improve the classification 

accuracy of all 4,318 URLs (See Table 2). The intent is to authenticate the Retrieved Items from reputable Threat 

Sources and thus provide Global Context for the Telegram Data. 

The automated searches performed for URLs and phishing activity in different places by using their API can be 

referred back to the report, so that there will be a Threat-Vulnerability score. Moreover, as mentioned above, the 

records of persons found through the telegraphic reporting systems and their likely sources of economic support were 

analyzed for certain Iraqi-specific keywords that could potentially identify non-combatant public figures involved in 

combat-type activities. 

To raise the classification accuracy of the 4,318 URLs, a Global Open-Source Intelligence (OSINT) system was 

integrated, Table (2).  

• Rafidain 

• Zain-iq 

• TBI-bank 

• mohesr-gov 

• .iq domains 
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الخاصة بالتصيد الاحتيالي المحلي: دمج المعلومات   URLإطار عمل متعدد المتجهات لكشف عناوين 

 الاستخباراتية المستمدة من تيليجرام والخصائص السياقية العراقية 
 

  جابر محمد الدليمي 

 .كلية التربية الأساسية جامعة ديالى، بعقوبة، ديالى، العراق ، قسم الرياضيات

  Basicmath12te@uodiyala.edu.iq* البريد الإلكتروني للتواصل:

 
 الكلمات المفتاحية 

كشف التصيد الاحتيالي، أمن تيليجرام،  

التعلم الآلي، الأمن السيبراني العراقي، 

 .الهندسة الاجتماعية

 : الملخص

التي   الهندسة الاجتماعية  الخلفية: تتزايد تعقيدات هجمات التصيد الاحتيالي، حيث يستخدم المهاجمون أساليب 

تستهدف العادات المحلية، ويبنون أنظمة قصيرة الأجل لضمان بقائها مخفية. تقترح هذه الورقة البحثية منهجية 

ت في العراق. تجمع هذه المنهجية أنماط الكلمات،  لتحديد عمليات التصيد الاحتيالي في أوساط مستخدمي الإنترن

 .وسجلات النطاقات، ومعلومات المصادر المفتوحة، بالإضافة إلى المؤشرات اللغوية المستخدمة في العراق

، من خلال جمع العناوين من قنوات تيليجرام المحلية، (URL) رابطًا إلكترونياً  18060المواد والأساليب: جمعنا  

ومن مصادر التهديدات العالمية، ومن مواقع آمنة موثوقة. كشف التحليل الإحصائي عن اختلافات كبيرة بين 

تمثلت الاختلافات الرئيسية في طول الرابط، وعدد   .(p < 0.001) روابط التصيد الاحتيالي والروابط الآمنة

الأحرف الخاصة، ووجود مصطلحات عراقية. كما اختلفت خصائص النظام، حيث استخدمت روابط التصيد  

الاحتيالي في كثير من الأحيان نطاقات حديثة، ولواحق غير مألوفة، بالإضافة إلى خوادم موجودة خارج العراق. 

 .ملات تستهدف المستخدمين العراقيينتشير هذه الخصائص إلى ح

على بيانات مقسمة طبقياً بنسبة    20شجرة وعمق أقصى    200النتائج: تم تدريب نموذج غابة عشوائية مكون من  

المتقاطع ذي العشر طيات. حقق النموذج دقة  30% للتدريب و70 %، 96.84% للاختبار، باستخدام التحقق 

. أظهر اختبار الاستبعاد أن  0.984قدرها  ROC (ROC-AUC) %، ومساحة تحت منحنى97.18واستدعاء 

%. يؤكد هذا أن بيانات  1.64% والدقة بنسبة  2.68إضافة خصائص خاصة بالعراق رفعت الاستدعاء بنسبة  

 .اللغة الإقليمية تضيف قيمة

بعد عمر  الثانية  المرتبة  تأتي في  العراقية  المفتاحية  الكلمات  المناقشة: أظهرت مراجعة أهمية الخصائص أن 

النطاق كأكثر مؤشرين دلالة. تشير النتائج إلى أن كشف التصيد الاحتيالي يتحسن عندما تتضمن النماذج سمات  

الرقمية الناشئة حيث يجمع المهاجمون بين الهندسة    تتوافق مع المنطقة المستهدفة. وتكون الفائدة أكبر في الأسواق

 الاجتماعية المحلية والتغيرات السريعة في البنية التحتية. 
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